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VYUZITI FIREWALLU V DATOVEM CENTRU

Perimeter firewall
* Filtrace provozu vstupujiciho do DC - Overovani uzivatel(
« Mnoho pokrocilych funkci * Zakonceni VPN
*Integrované IPS
*Rozpoznavani aplikaci
* Filtrovani webového obsahu
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VYUZITI FIREWALLU V DATOVEM CENTRU
. |

Segmentace uvniti DC .
- Stavova filtrace « Omezi Sireni Utoku
- Definovani TCP/IP prostupl mezi + Oddéli bezpecnostni zony -

aplikacemi

Zajisti shodu se standardy

Ridi komunikaci server( s oddeélenou
spravou
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KLASICKY FIREWALL PRI SEGMENTACI DC

Vyuziti v DC
* Problém s vykonnosti

Internet/User
Access

*Vysoky podil east-west provozu

centra

* Sprava DC firewallll je problematicka a
komplexni

* Pravidla pouze pribyvaji
« Je skutecné nutna stavova filtrace?

* Setrete si vykon firewallu na skutecné
bezpecnostni funkce!
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SDN

Software Defined
Networking

v roli DC firewallu




NSX DISTRIBUOVANY FIREWALL

. |
Third Party Services

Distributed Virtual Firewall

paloalio
@ McAfee
Check Point
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APPLICATION CENTRIC INFRASTRUCTURE

* Pouziva virtualni policy model
* Nastaveni kontrakta mezi
jednotlivymi EPG
*Kontraktem je filtr definujici
povoleny provoz
*EPG je slupina ekvivalentnich
konzumentl nebo poskytovatel(
aplikace

Firewall / Load Balancer / Router

Contracts

between EPGs % ACI Fabric
to define .
communication :
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APPLICATION CENTRIC INFRASTRUCTURE

Fyzicka topologie leaf/spine
Uplatnéni kontraktu na vstupnim === \oIna komunikace

Iea.fu . . === platnéni kontraktu
*Distribuované filtrovani provozu

*Centralni sprava politiky
(controller)

Kontrakt

Provider — poskytovatel aplikacni
sluzby

Consumer — odbératel (zakaznik)
poskytované sluzby

controller
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A kde je ta

automatizace
’




Takto to pajde
obtizné

AUTOMATIZACE?

¥, Demo Mode - Check Point SmartDashboard R77.30 - Standard
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4 NAT

G Track Logs ©
@ analyes & Report ©
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Network Objects
= checkpoint
= Nodes
2 Networks
1 Groups
@ Address Ranges
& Dynamic Objects
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Policy

No.| Hits Name Source
[Z] Limit Access to Gateways Rule (Rule 1)

sEELE#s =

BA || Seawchror P, objecy, action,

Destination VPN Service

Track

Q] query syntax

Install On

Time

Check Point
SmartDashboard

@

Comment

1 (00 1M Stealth K comorateinte G-aroup @ drop @ sert (%) Policy Targets Stealth rule - prevent the WPN & firewall host from being scanni
[E] VPN Access Rules (Rules 2-5)
B RS
I fp-port
2 (7D 2K sitetosite VPN & Ay (& any All_GwTaGw T http ) accept Log (% PolicyTargets @ Any Allow site to site VPN traffic
I https
Iz smip
B RS
t
3 (D 24€  Remote access &2, Mobile-vpr-us. | [El Any IE Remoteaccess = m:s () accept (® PolicyTargets [ Any Alloue remote access VPN users access to file, wieb, and prin ser
imap
4 OID 229K Clientless VPN &g, Clientlessvpn-  E3 Comorate-Wa- Any Traffic I https @ User duth %) Policy Targets Allow clientless (551 based) VPR access using certificates from th
&, LaTPvpr-usere
5 (1D 119K \Web server §§ (ustu:evx@Ar 2 Remote-Lweb- | [ Any Traffic I hitp ) accept Log (% PolicyTargets @ Any Allow partners using Microsoftwindows PN clients or custam,
[=] Rules for Specific Sites (Rules 6-8)
6 @10 sk OutboundHTIP & Remote-2nter [ any AnyTratfic 1o nitp © client Auth Remote-2-gw Audit all outbound user HTTP connection from remate-2intern:

Corporate-fina

®
i
&b Comorste-hrn
i)
=

7 @LD 2K Critical subnet i Corporate-inte Any Traffic @ accept £ Comorate-gw Log trafficto critical subnets - only enforee this rule on the Cory
Corparate-ma-
g (1D 63K  Tech suppart BB Tech-Support Remote-1-web- Any Tratfic I hitp @) accept O wert Remate-1-gw Allow technical Suppart access to web senver - only enforce this,
[Z]  Identity Based Access (Rules 9-12)
9 I 0 HR Server Al (&) tohn_tctoms R B, HR_S: Ay Traf @ t dlispl Corparate-guw Allow HR. Partr f d machi CEO
[ enver Allow enver ny Traffic accept [display ce our HR.Partners coming from managed machines or CEO from
HR_Partners M - " peldpiEy = Remote.1-gw 9 =
= Corparate-gw
10 (@TD 321K Finance Allow Finance_Users. B Finance Server | [ Any Traffic @ any () accept (display o2 & emoteLow @ any Allow finance employees fram finance network to access finang
B Finance_Server Corporate-gw
11 (@D o An - Any Traffic A dro Lo, Do not et other users access finance and HR servers
identizd Y L HR_Server " Y © arop 9 = Remote.1-gw
Guests = Corporste-gw
12 @TD 7K IntemetAceess inet_hittp_praze Any Traffic Tce HTTP_and_HTTF accept [display & Lo An Allowe internet access to Guests and Domain Users
Alpomain_us T e ) ey I T and HITF. (5 accepteisplay o = Remoreigw A
[ Common Rules - AllSites _(Rules 13-19)
13 @D 4M Terminal server Corporate-inte | (%] Any Any Traffic Any @ session Auth Log Corporate-guv Audit all traffic from terminal server using Userauthority
14 (00D 0 DNS server Any B Corporate-dns- Any Traffic wr domain-udp  (2) accept - MNone % PolicyTargets Allow domain name queries to extemal DNS server
15 00D 1M somp & any =2 Corporate-wa- | AnyTraffic ) http»sosPre | () accept Log (% PolicyTargets [ Any Aliow only selected SOAP methods - block all others
I nitp
16 (0 Mob and Web Any £ Comorstedmz | AmyTraffic 1 hitps @) accept Log # PolicyTargets Allow incoming connections ta the mail and web servers
I smip
17 |@D o SMTP B corporate-mail | 9 nternalnetgr | @ Any Traffic I smtp &) accept: Log (%) PolicyTargets | (& Any Allow outaoing SMTP connections, but don't allow the mail ser
16 (111 514K DMZ and Internet Internaknet-gr | (& Any Ay Traffic Any @ accept. Log [% PolicyTargets User access to DMZ servers and Internet
19 @D 5M Clean up rule & Any & any ® AnyTraffic & Any @ drop Log (& PolicyTargets Clean up rule - block all ather connections
4l I

& Objects List | [/S) Recent Tasks | =) 1entity swareness | (3 smartworkriow |

DemoMode  [Wite Mode [ o [ 4
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AUTOMATIZACE FILTRACNICH PRAVIDEL V DC

Co potrebujeme pro automatizaci
- Definovat standardni pravidla pro danou aplikaci
* Pomoci API v SDN infrastrukture umoznit programové provadeni konfiguracnich zmeén

+ Navazat bezpecnostni pravidla na skupinu ekvivalentnich server(
(EPG/VLAN/Segment/Object-Group)

* Definovat set pravidel jako zplsob konzumace dané aplikace
 Aplikacni katalog svazat s pravidly pro aplikaci
« Pomoci serverové automatizace/orchestrace propojit nasazeni aplikace s vytvorenim

filtracnich pravidel
e ANSIBLE puppet
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API volani

WEB rozhrani

SCHEMA RESENI AUTOMATIZACE

Spravce site Network provisioning

Aplikacni vzory Serverova
Vytvareni aplika¢nich automatizace

vyuziti aplikacnich vzor(

Spravce aplikace

Konfigurace sitového
prostredi virtualizace

Ridici server virtualizace

(vcenter)
$ s

(" P Ay
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SDN infrastruktura I :I :I :I

\ Virtualizacni hypervisory (ESXi) D

~
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ZAVER

Automatizace pravidel v DC

Definovat standardy bezpecnostnich pravidel

Jasné zvolit metodologii kde bude filtrace uplatnéna
Sjednotit servery do ekvivalentnich skupin

Rozmyslet zda potrebuji firewall nebo mi staci klasicka filtrace
Uzpusobit infrastrukturu programovému frizeni

Pouzit automatizacni nastroj na distribuci pravidel

Nasadit firewall pro pokrocilé bezpecnostni funkce
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