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Pro¢€ analyzovat sifrovanou komunikaci?

» Analyza komunikace mezi zajmovymi subjekty
» Jaké aplikace pro komunikaci pouzivaji?
» V jakém Case a z jakych mist komunikuji
» Jaké pouzivaji IP adresy / zafizeni

» Profilovani urcitého subjektu / IP adresy
» Jaké aplikace pouziva?
» V jakém Case a z jakych mist komunikuje

» Forenzni analyza zachyceného provozu

» ldentifikace zajmoveé komunikace na zakladé aplikace, Casu...
» ... pro vybér a podrobnou analyzu dat z dalSich zdroju

tovek.com



Priklad metadat komunikace

TRANSACTIONTYPE: 11

ISCORRELATED: 0

SERVERIP: 157.240.16.11

SERVERPORT: 442

CLIENTIP: 10.218.173.1
QLo

PPLICATION: fomessenger

DOMAIN: Tacebook.com
TRANSACTIONSTARTTIME: 11/6/2023 7:06:35 AM
TRANSACTIONEMNDTIME: 11/6/2023 7:06:35 AM
DATARX: 3,309

DATATH 345

< CERTIFICATEISSUEDTO: facebook.com >

EVENTTYFE 2007
PARTMNUMBER: 1
TRANSACTIONID: foB9dda5142f5be0d16bb792dd 168446
FILTERID: -1

IFID: 321AAE4A-CIAT-4210-8A0A-5FASE310FDTE

ASID: 0

ISDATE: Monday
ISUSERPORT: 36760
LID: 1
ISTRANSPORTTYPE: TCP
FILTERACTION: -1
FILTEROPERATION: -1
FILTERMAME: -1

OFFLIM A
PESTRIMNG: Encrypted

Text
LN AL

VERSION: 1

PDFILEMAME: cMSC\DATA_CACHEV72166afb-7f37-45d3-980c-0417314b3626\Target \PCAPdroid_06_Mov_NMitin.pcap
PDCASEID: 72166afb-7137-45d3-980c-b417314b3626:#J0b_7874280587 #Target!

SESSIONDIRECTION: Unknown
INVESTIGATORID: -1
TARGETCATEGORYID: -1
ISCALLPARTYIP: 0
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ncrypted Chat Messaging Records

APPLICATION CLIENTIP

Value - Documents
googleads

amazon

twittersns
instagramsns
httpathers

telegram
microsoftteams
youtube

microsoft
google_api_dient
quic

tor
amazonwebservices
microsoft_365_admin_cen
truecaller
fo_instagram
googleanalytics
googlechrome
signal

uber

googlesearch
fomessenger
cadkey_tablet_daemaon
devertap

appsflyer
amazon_advertising
bharatmatrimony
google
androidappupdates
googlebot
linkedinsns
crashlytics

XiZomi

google_fonts

A‘;‘L
L4V A,
1y QLK
VAV
- A >

%
3971
235
258 |
215]
197
166
146
145
123
122
116
96
a5

53
35
52

i

35
32
31

BEEYs

25
23
24

2,81 %
2,02 %
1.83 %
1.52%
1.40 %
118 %
1.03 %
1.03 %
0.87 %
0,86 %
0.82 %
0.68 %
0.60 %o
0.54 %
0.41 %
0.39 %
0.37 %
0.32%
0.31 %
0.27 %
0.27 %
0.26 %
0.25 %
0.23 %
0.22 %
0.21%
0.19 %
0.18 %
0.18 %
0.18 %
0.18 %
0.18 %
0.17 %
0,16 %



Analyza komunikace mezi subjekty

i

192,166.137.16

11/7/2023 1:30:44 PM

11/7/2023 1:30:44 PM

facebook.com ssl 443
fbmessenger

=

-
157.240,239.20
Facebook, Inc.

Menlo Park
us

11617077 B:15:01 AM

11/3/2023 6:26:
11/3/2023 6:2

11/8/2023 1:20:30 PM

11/8]2023 1:20:30 PM

Facebook,com ssl 443
fbmessenger

=8
157.240,237.17
. Facebook, Inc.
Menlo Park

us

> AM pq 11/3/2023 6:25:27 11/7/2023 £:29:11 AM

o amy 11/3/2023 6:25:27 11/7/2023 6:29:11 am'

Facebook.com ssl 443 Facebook.com ssl 4 Facebook. com ssl 443

fbmessenger
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fbmessenger Fbmessenger

|

.

10.215.173.1

=

192.168.1.4

11/3/2023 6:27:04 AM
11/3/2023 6:27:04 AM stun 40,003 3,478
fbmessenger

=

157.240,239.58
Facebook, Inc.
Menlo Park
us

11/3/2023 6:24:04 AM
317072 £1740E AM okl nna
11/3/2023 6:24:05 AM
11/3/2023 6:24:06 AM stun 3,479
fbmessenger




PREN
L4V,
4 At

“f"'
TOVEK

Analyza komunikace mezi subjekty

TRANSACTIONSTARTTIME

Group by Hour

&5
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5

60

55

£0

45

40

35

a0

25

20

15

10

os

oo

2023-11-09 14
2023-11-0910
2023-11-0906
2023-11-09 02
2023-11-08 22
2023-11-08 18
2023-11-08 14
2023-11-08 10
2023-11-08 06
2023-11-0802
2023-11-07 22
2023-11-07 18
2023-11-07 14
2023-11-07 10
2023-11-07 06
2023-11-07 Q2
2023-11-06 22
2023-11-06 18
2023-11-06 14
2023-11-06 10
2023-11-06 06
2023-11-06 02
2023-11-0522
2023110518
2023-11-05 14
2023-11-0510
2023-11-0506
2023-11-0502
2023-11-04 22
2023-11-04 18
2023-11-04 74
2023-11-04 10
2023-11-04 06
2023-11-04 02
2023-110322
2023-11-03 18
2023-11-03 14
2023-11-03 10
2023-11-03 06

7,17
wIhey

Merld Park
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Analyza komunikace mezi subjekty
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192.168.137.16

192.168.1.4

10.215.173.1

- 11/7/2023 1:30:44 PM

11/7/2023 1:30:44 PM

facebook,com ssl 443
Fbmessenger

11/7]2023 6:29:11 AM

11/7]2023 6:29:11 AM

facebook,com ssl 443
fbmessenger

@

11/8/2023 30 PM
11/8/2023 1:20:30 PM
Facebook.com ssl 443

fbmessenger

11/9/2023 2;

11/9/2023 2

Facebook.com ssl 443
Fbmessenger

El

157.240.239.58
Facebook, Inc.
Menlo Park
us
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Profilovani subjektu

CLIENTIP

10.215.473.1 ¢

TRANSACTIONSTARTTIME

2023-11-03 2023-11-04

tovek.com

T T
No Groups

192.168.1.4

s 192.168.137.16

20221105

2023-11-06

2023-11-07

2023-11-08 2023-11-09

Value
sslothers
googleservices
facebooksns
st
unknaown
googleads
amazon
instagramsns
httpothers
telegram
Y OUTCD
google_api_dient

fb_instagram
googleanalytics
microsoft

cadkey_tablet_daemon
devertap

fbmessenger

appsflyer
amazon_advertising
bharatmatrimony
linkedinsns

crashlytics

DS

googlebot

- Documents %o
N 0 up

1020 Il
as9 Il
a3o Il
635 Il
415
323
285
248 |
205
183 |
166 |
135 |
122
121

% |
94|
85

BRYBRUBEBEBSES 008D

AV
»p A <
VAV
«f»
TOV

45.13 %
8.03 %
7.55 %
6.54 %
5.00 %
3.27 %
254 %
2.24%
195 %
161%
L4+ %
L31%
1.07 %
0.96 %
0.95 %
0.76 %
0.74%
0.67 %
0.48 %
0.46 %
0.42 %
0.41%
0.39 %
0.35%
0.32 %
0.30 %
0.30 %
0.28 %
0.25 %
0.25 %
0.24 %
0.24 %
0.21%
0.20 %
0.20 %
0.15 %
0.18 %
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Forenzni analyza

@R -

O

| Data ML % | IMs X IMs* v X _
=-.any Messenger .word fhmessenger CLIENTIP TRANSACTIONSTARTTIME  APPLICATION
Signal .word signal
Telegram .word telegram TRANSACTIONSTARTTIME @
Viber .word viber Group by Day
Whatsapp .word whatsapp .
250
Score Datum  APPLICATION  TRANSACTIONSTAR... - TRANSACTIONE.. SERVERIP SERVERPORT  CLIENTIP
T 45 whatsapp 2023-11-04 17:12:03  2023-11-04 17:12:03  163.70.138.61 443 10.215.173.1 235
T 45 whatsapp 2023-11-04 17:30:22  2023-11-04 17:30:22  153.70.138.61 443 10.215.173.1
T 45 whatsapp 2023-11-04 17:31:57  2023-11-04 17:31:57  163.70.138.61 5222 10.215.173.1
T 45 whatsapp 2023-11-06 06:17:49  2023-11-06 06:17:50  157.240.237.61 443 10.215.173.1 e
T 45 whatsapp 2023-11-06 06:27:54  2023-11-06 06:27:54  157.240.237.61 443 10.215.173.1
T 45 whatsapp 2023-11-06 06:27:57  2023-11-06 06:28:42  157.240.237.61 443 10.215.173.1 173
T 45 whatsapp 2023-11-06 06:3%:36  2023-11-06 06:3%36  157.240.237.61 5222 10.215.173.1
T 45 whatsapp 2023-11-06 07:05:57  2023-11-06 07:05:58  157.240.23.54 443 10.215.173.1 150
T 45 whatsapp 2023-11-06 07:06:00  2023-11-06 07:06:00  157.240.23.54 443 10.215.173.1
T 45 whatsapp 2023-11-06 07:52:32  2023-11-06 07:52:35  157.240.23.54 443 10.215.173.1
T 45 whatsapp 2023-11-06 07:52:35  2023-11-06 07:52:37  157.240.23.54 443 10.215.173.1 1
T 45 whatsapp 2023-11-06 08:3%:24  2023-11-06 08:3%:29  157.240.23.54 443 10.215.173.1
T 45 whatsapp 2023-11-06 08:42:10  2023-11-06 08:42:13  157.240.23.54 5222 10.215.173.1 100
T 46 whatsapp 2023-11-06 09:45:22  2023-11-06 09:45:22  157.240.16.53 80 10.215.173.1
T 46 whatsapp 2023-11-06 12:38:36  2023-11-06 12:38:36  157.240.23.54 80 10.215.173.1 .
T 46 whatsapp 2023-11-08 06:55:05  2023-11-08 06:55:05  157.240.237.61 80 10.215.173.1
T 46 whatsapp 2023-11-08 11:58:52  2023-11-08 11:58:52  31.13.66.51 80 10.215.173.1
T 45 whatsapp 2023-11-09 06:21:38  2023-11-09 06:21:33  157.240.198.61 5222 10.215.173.1 =
T 45 whatsapp 2023-11-09 06:24:57  2023-11-09 06:24:57  157.240.198.61 5222 10.215.173.1
T 45 whatsapp 2023-11-09 06:26:13  2023-11-09 06:26:13  157.240.198.61 5222 10.215.173.1 25
T 45 whatsapp 2023-11-09 06:38:42  2023-11-09 06:38:42  157.240.198.61 5222 10.215.173.1
T 45 whatsapp 2023-11-09 06:38:55  2023-11-09 06:38:55  157.240.198.61 443 10.215.173.1 R
T 45 whatsapp 2023-11-09 12:27:38  2023-11-09 12:27:38  157.240.195.54 5222 10.215.173.1 5 i i i 5 5 5 5 5 5
T 45 whatsapp 2023-11-09 12:27:38  2023-11-09 12:27:39  157.240.195.54 5222 10.215.173.1 & & i i i i i i i i
I 45 whatsapp 2023-11-08 12:27:39  2023-11-08 12:27:42  157.240.195.54 5222 10.215.173.1 E £ £ £ £ £ z T T B
T 45 whatsapp 2023-11-09 13:09:22  2023-11-09 13:09:46  157.240,195.54 443 10,215.173.1 B " " = " = B B © ©
T 45 whatsapp 2023-11-09 13:15:31  2023-11-09 13:15:51  157.240.195.54 443 10.215.173.1 [ Messenger [T signal [ Telegram  [I] viber B viratsapo

tovek.com




Data z mobilniho telefonu

420607248324

Skanda Jakoubek\
\ _22,04,2023 20:17:00
12 pobrou chut’ 7777
A ) Domrou criuey rereere
(a0 ] s

TR TNy Ty
24.05.2023 18:50:00,
Dobrou chut’ 7777

i
420737815723
Miroslav Necas

23.12,2023 22:21:00
Dobrou chut'!

420737815723-1588704237@g. us

tovek.com

16.01,2024 20:12:00
Dobrou chut’
15.01,2024 12:17:00
Dobrou ehut! 420776789697
Anastazie Necasova

"Dobrou chut® Summary =
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Group by Year

2019 2020

[ 420607245324
[[] 420776789697

2021

202z 2023 2024

[ 420737815723-1586704237@g.us

[ mirekc



,4V D,
»:»A«

Vyuziti Al Ay

- A >

TOVEK

» Kombinace ML a expertnich pravidel:
» Zpfesnéni |IOC oproti JA3 otiskim
» ldentifikace zdroju kybernetickych hrozeb
» ldentifikace dalSich IP adres / subjektt ve skupiné komunikujicich osob

» Predpoklad
» Nasazeni na urovni podniku / operatora
» VypocCetni vykon (v pfipadée pouziti ML)
» Legalnost takového pocinani

tovek.com



Otazky a odpovedi

» Analyza komunikace mezi zajmovymi subjekty
» Jaké aplikace pro komunikaci pouzivaji?
» V jakém Case a z jakych mist komunikuji
» Jaké pouzivaji IP adresy / zafizeni

» Profilovani urcitého subjektu / IP adresy
» Jaké aplikace pouziva?

» V jakém Case a z jakych mist komunikuje

» Forenzni analyza zachyceného provozu

» ldentifikace zajmoveé komunikace na zakladé aplikace, Casu...

» ... pro vybér a podrobnou analyzu dat z dalSich zdroju

tovek.com
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Déekuji vam za pozornost!
Miroslav Necas find »
understand »
necas@tovek.cz use »
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