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WildFire Stats 2018
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WildFire Customers by WildFire were not seen by Malware delivered over applications

growing every month the top six antivirus vendors other than web and email
at the time of detection (FTP, SMB)

* New high quality protections
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within 5 minutes
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Denni vzorky: vSechny vysledky
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Prichozi vzorky podle typu souboru - vsechny

16,000,000

14,000,000

12,000,000

10,000,000

8,000,000

6,000,000

4,000,000

2,000,000

0

2017-08-01

2017-09-01 2017-10-01

2017-11-01  2017-12:01  2018-01-01  2018-02-01 2018-03-01
Date

2018-04-01 2018-05-01

2018-06-01 2018-07-01

, @ PDF
@ Excel
@ Other
@® Word
@ PE
® Flash
® Android
®DLL
@ RTF
@ Powerpoint
® MacOSX
® java
® 7zip
@ELF
@ RAR Archive

o Palog; to
NS



Novy malware — vzorky denné ze vSech zdroju
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Prichozi malware podle typu souboru
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VsSechny vzorky vs. malware, podle typt souboru

All Samples (Daily) Malware Verdicts (Daily) % Malware by Filetype

100%
Word I o Word ‘ G o ol
@ Android
RTF | RTF @®DLL
90% .
RAR Archive RAR Archive I @ RAR Archive
® Excel
Powerpoint | Powerpoint @ MacOsX
80% W
@ELF
Other I Other @ POF
@ RTF
Macro | Macro | 60% ®ava
o Link
g Macosx 2 Macosx _ OLin
'3 = g ® 7zip
= Link % Link ‘% 50% @ Powerpoint
Flash
Java Java £ @ Flas|
@ JAVA
JAVA JAVA 40%
Flash I Flash
Excel . Excel ‘ 30%
ELF | ELF ‘
DLL I DLL I o
Android | Android -
10%
7zip | 7zip
0 2,000,000 4,000,000 6,000,000 8,000,000 4] 20,000 40,000 60,000 80,(

Avg Daily Sample Count

Malware Samples per Day

0%




Denni pocty AV signatur podle typu souboru
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AV signatury, dle typu souboru, bez PE+DLL
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Stejna signatura pro vice pribuznych vzorki malware

Top 20 aktivnich (€ervenec 2018)

JMENO VZORKU JMENO VZORKU
Virus/Win32.parite.etuo 1,248,007 Trojan/Win32.upatre.gpg 296,960
Virus/Win32.madang.ojo 920,382 Virus/Win32.parite.xqfd 296,580

Virus/Win32.Ipamor.b 896,690 Trojan/Win32.upatre.gtx 235,382
Worm/Win32.fileinfector.fglu 795,526 Virus/Win32.sillydl.e 213,619

Trojan/Win32.zbot.xuob 556,844 Backdoor/Win32.wabot.alaj 196, 390
Virus/Win32.madang.ojx 532,008 Virus/Win32.dropper.ut 196,380
TrojanDropper/Win32.lamechi.dmi 526,858 Worm/Win32.vb.ckvyk 191,621
Trojan-Spy/Win32.qukart.xi 338,386 Downloader/Win32.fsh.ajr 183,875
TrojanDropper/Win32.dinwod.adi 315,662 Trojan/Win32.Scar.ylz 181,589
Trojan/Win32.vilsel.ajugl 302,152 Trojan/Win32.cosmu.dggw 153,900

pomoci top 20 AV signatur pokryvame 8.6 milionu vzorku



Nové DNS domény aktualizované denneé
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C2 signatury — aktualizace blokuji C2 provoz vsude
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Aplikace podle skupin: vSsechny kategorie
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Aplikace podle skupin: bez posty a webu
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Prehled nejaktivnéjsich rodin ransomware
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Nejznaméjsi Skodlivy kéd zaméreny na kritickou infrastrukturu

Stuxnet Flame Energetic Bear Dragonfly

Prvni zjistény pripad Propracovany a velmi sloZity Skodlivy kéd zaméFeny na Hlavnim cilem tohoto Gtoku byly

propracované digitalni gkodlivy kéd. SiFil se na dalsi energetiku —umoznoval zfejmé farmaceutické

zbrané poufZité proti systémy v mistnich sitich, svym provozovatellim méfrit v spole¢nosti. Skodlivy kéd

fidicim systémdm v Iranu. pripadné pouzival i USB. realném case spotrebu v obsahuje skener protokol( ICS,
Dokaze nahrdvat zvuk, snimat napadené siti a pripadné vyhledava zatizeni obvykle
obrazovku, zaznamendvat ochromit fyzicky systém. pouZivana pfi baleni spotfebniho
stisky klaves a sitovy provoz. zbozi.

A A A A

2010 2011 2011 2012 2012 2013 2014 2014 2014 2014 2015 2016

° \ \ | y

Duqu Shamoon Utok na némeckou ukrajinské utoky
ocelarnu

v

v

Primarni cil tohoto uUtoku byla

§b|’rk§ poél’taffového B Podobné jako Stuxnet, Duqu a Historicky druhy potvrzeny e
skodlivého kodu, ktery je Flame, Shamoon také cilil na pfipad, kdy ¢isté digitalni utok Zrejme spionaz. Schopnostl
zfejmé pibuzny s kodem energetické spole¢nosti. Nerusil fyzicky znicil vyrobni zafizeni. napadnout SCADA ICS systémy a

vyradit je z provozu byla velmi
viditelna navenek.

Stuxnet. SlouZil ke sbéru
informaci zajimavych pro
mozné budouci Utoky na
primyslové ridici systémy.

provoz jako Stuxnet ani nekradl
informace jako Duqu nebo Flame.
Misto toho mazal data na pevnych
discich.
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Utoky jsou stale propracovanéjsi
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PREKONANI DORUCENI . o DOSAZENI

PERIMETRU MALWARE v A D s CILE UTOKU
Spearphishing
(Black Energy 0-day) radic

domény

poskozeni HMI poskozeni
(znamy malware) firmware

o _\ (ICS protokoly)
B //& N

Internet

IED /RTU

o =<

prechod do SCADA
(pomoci ukradenéhao prihlaseni) SCADA manipulace se stykaci
(ICS protokoly)
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Zajimavé studie o fungovani malware, exploit toolkitu.. ‘L\(l

Analyza skodlivého kédu Disttrack/Shamoon 2

http://researchcenter.paloaltonetworks.com/2016/11/unit42- | ..on vs time
shamoon-2-return-disttrack-wiper/

Angler EK: vynalézavé ukryvani se
http://researchcenter.paloaltonetworks.com/2016/06/unit42-

. _kit- THE ILLICIT
understanding-angler-exploit-kit-part-1- explg,u_lgi_;[u_damgn_tal_s CRYPTOCURRENCY
MINING THREAT

o O G
3pm 5pm 7pm 9pm Dam

CTA: Cryptomining Paper Snsureneeiirendcom @ seoreucluzpl

https://www.cyberthreatalliance.org/resources/wp-content-uploads-
2018-09-cta-illicit-cryptomining-key-findings-pdf/



http://researchcenter.paloaltonetworks.com/2016/11/unit42-shamoon-2-return-disttrack-wiper/
http://researchcenter.paloaltonetworks.com/2016/06/unit42-understanding-angler-exploit-kit-part-1-exploit-kit-fundamentals/
http://researchcenter.paloaltonetworks.com/2016/06/unit42-understanding-angler-exploit-kit-part-1-exploit-kit-fundamentals/

Zakladni filosofie prevence

Q @
COMPLETE
VISIBILITY

PREVENT
UNKNOWN

THREATS

UPLNA MENSI PLOCHA ZAMEZENI VSEM  ZJISTENI A ZASTAVENI
VIDITELNOST PRO UTOK ZNAMYM HROZBAM  NOVYCH HROZEB
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PLATFORMA SE SOLIDNIMI ZAKLADY

NEXT GENERATION
FIREWALL

LEADER V
BEZPECNOSTI

nejrychleji rostouci vyrobce

OCHRANA KONCOVYCH
BODU

FUNGUJICI
OCHRANA

ransomware a malware
bezsouborové utoky
zneuziti zranitelnosti

ZABEZPECENI V
CLOUDU

UPLNA OCHRANA
CLOUDU
inline
API
hostitel




PRISTUP ZERO TRUST SNIZUJE SANCE UTOCNIKU

PROBLEM OPATRENI PRINOSY
OTEVRENY PRISTUP OMEZENI PRi§TUPU NIZSi POCET
ZVYSUJE RIZIKA K CITLIVYM INCIDENTU

INFORMACIM




BEZPECNE A ADRESNE POVOLOVANI APLIKACI — POZITIVNiI PRAVIDLA




NEUSTALA PREVENCE NA VSECH MISTECH

FYZICKA

MOBILNI

PRIVATNI PAAS
CLOUD




JEN AUTOMATIZACE JE RYCHLEJSiI NEZ UTOCNICI

OKAMZITA DETEKCE BEZPECNOSTNIi PRAVIDLA PODNETY PRICHAZI
A ZASTAVENI SE DYNAMICKY OD ANALYTIKY A
HROZEB PRIZPUSOBUJI PROSTREDI STROJOVEHO UCENI




PRIKLAD OKAMZITEHO ZASAHU PROTI UTOKU

NGFWs, Aperture nebo Traps
odeslou neznamy nebo podeziely
soubor nebo odkaz do WildFire

WildFire analyzuje neznamée, vytvori
verdikt a sdili sva zjisténi

Automatické prenastaveni sité,
koncovych bodu a cloudu pro zajisténi
ochrany proti nové hrozbé

)

AR _
integrace
) s partnery
A
staticka strojové dynamicka analyza :
analyza uceni analyza Bare metal = \ecccee

WildFire
analyza skodlivého kédu

koncové
body




Dobra prevence vyzaduje kombinaci mnoha specializovanych metod

airbagy

bezpecénostni sklo

deformacni

zona boCni vyztuhy

system varovani
* Traction Control
System

TS




Pripomenuti - utoky jsou stale propracovanejs
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Kde vSude Ize utocnika zastavit

East-West
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Kde vSude Ize utocnika zastavit

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII>

29| © 2017, Palo Alto Networks. Confidential and Proprietary.



Traps v realném nasazeni — utok NotPetya

nebo

podvrzeny software zneuziti Office
obsahoval Skodlivou DLL CVE-2017-0199

Sifeni SMB zranitelnosti
vyuZiva CVE-2017-0144/0145

|

D sar
nakaza koncového PC

zasifrovani soubort @ sifeni kradezi opravneni
1 pouziva Mimikatz

zaSifrovani MBR

instalac




NotPetya — jak to zastavuji Traps

g W= Sifeni SMB zranitelnosti
BELEINaS CHIGRrocess vyuzivé CVE-2017-0144/0145
revention

Kernel APC
Protection

ppravnéni
Ransomware

Prevention Child Process

Analysis Protection

zaSifrovani MBR

DLL Malware
Prevention

DLL Malware
Prevention




Zamezeni zneuziti prihlasovacich udaju

citlivé informace v

e o ukradené jméno
mistni siti

a heslo I

opravnény
pristup




Utoénik pfi pokusu o zcizeni pristupovych tadajti neuspél

Do phishingové
strdnky zadd své | ==__® | postovniserver
jméno a heslo = @ | domain controller

Vytipovana obét
dostane
phishingovy mail

== & | aplikacni server

Utoénik pouZije ziskané jméno
a heslo pro pfristup ke sluzbam
r—y v podnikové siti obéti




Zmenseni cile pomoci IP seznamu

59 Address roups
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= A . Palo Alto Mebworks - High ris Predefin High risk IP addresses, shared Palo Alto Mebworks - High ris
[EF Application Filters IP addresses IP addresses that have recently  IP addresses
4 Gervices been featured in threat activity
) advisories distributed by high-
ﬁgﬂmﬂe Groups trust organizations, however
%Ta . Palo Alto Networks does not
g have direct evidence of
v @ GlobalProtect maliciousness
§ HIP Objects ] Palo Alto Networks - Known Predefined Malicious IP addresses that are = Palo Alto Networks - Known
ﬁ o malicious IP addresses currently used almaost malicious IP addresses
HIP Profiles exclusively by malicious actors
€| External Dynamic Li for malware distribution,
. command-and-control, or for
v @O.Jshnm Objects — launching various attacks Y,
Data Patterns ] bbbbb Division-marketing (vsys3) http://test.com
@ Spyware [ Malware Domain List Shared List of Malicious IPs from hittps://panwdbl.appspot.com...
|\_.:' Vulnerability Malware Domain List
g URL Category % Dynamic Domain Lists
w [# Security Profiles
. 4[] MineMeld-Domains Shared https://10.3.136.199/feeds/af. ..
a Antivirus
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Vyzkouseni technologie: Security Lifecycle Review

« Vlastni hodnoceni rizik ve vasi organizaci

- Viditelnost na urovni aplikaci, skodlivého kodu,
zranitelnosti ve vasi siti

« Testovani po dobu 1-2 tydnu

NAINSTALUJEME ZARIZENI PASIVNE MONITORUJEME PRIPRAVIME VYSTUP S
DO VASI SITE PROVOZ PO DOBU 1 TYDNE VYSLEDKY TESTOVANI
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Security Lifecycle Review

. Vyzkouseni (Proof of Concept) Next Generation Security platformy
. Informace o znamych a neznamych hrozbach, zranitelnostech,

pouzivanych aplikacich

WHAT YOU DON'T KNOW CAN HURT YOU

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy
nibh euismed tincidunt ut laoreet dolore magna aliguam erat volutpat, Ut wisi
enim ad minim veniam, quis nostrud exerci tation ullameorper suscipit lobortis
nisl ut aliquip ex ea commade consequat. Duis autern vel eum irure dolor in
hendrerit in vulputate velit esse molestie consequat, vel illum dolore eu feugiat
nulla facilisis at vero aros et accumsan et iusto odio dignissim qui blandit
prassent luptatum zzril delenit augus duis dolore te feugait nulla facilisi. Lorem
ipsur doler sit amet, consectatuer adipiscing eiit, sed diam nonummy nibh
euismed tineidunt ut laoreet dolore magna aliquarm erat volutpat. Ut wisi enim ad
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FILE TYPE BREAKDOWN

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nenummy nibh
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minim veniam, quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut aliquip
ex ea commoda consequat. Duis autem vel eurn iriure dolor in hendrerit in vulputate
velit psse molestis consequat, vel illum delare eu feugist nulls facilisis at vero eros
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valutpat. Ut bangui sitium MS Office Adobe PDF
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suscipit lobortis nisi ut aliquip L e At oo
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Javascript Andraid APK
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COMMAND & CONTROL ACTIVITY
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URL
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Lerem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy nibh euismod tincidunt ut
laoreet dolore magna aliquam erat velutpat. Ut wisi enim ad minim veniam, gquis nestrud exerei tation
ullameorper suscipit lobortis nisl ut aliquip ex ea commodo consequat. Duls autem vel eum Iriure dolor
in hendrerit in vulputate velit esse molestie consequat, vel ilum delere eu feugiat nulla facilisis at vero
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Ultimate Test Drive
Hands-on LAB s Palo Alto Networks

ULTIMATE gt

TEST DRIVE

MIGRATION PROCESS

THREAT PREVENTION
NEXT-GENERATION FIREWALL
VIRTUALIZED DATA CENTER

VM-SERIES FOR AWS

ADVANCED ENDPOINT PROTECTION

Délka workshopu 3 hodiny
Uréené pro technickou komunitu

Moznost vyzkouset Next Generation
platformu

Sada praktickych cviceni zaméfenych na
konkrétni bezpecnostni témata:
viditelnost aplikaci, uZivatelskou identitu,
sandboxing, SSL dekrypci, ochranu
koncovych bodu Traps

Moznost vyhrat zdarma firewall PA-220
Registrace na www.nextgenfw.cz
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