
Fl
ow

m
on

N
et

w
or

k 
D

et
ec

ti
on

 a
n

d
 R

es
p

on
se

Early Detection of 
IoCs and Anomalies 
in Network Traffic
Pavel Minarik, Chief Technology Officer

Flowmon Networks
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Prevention consumes
90% of budget
Firewall protects perimeter, 
but what if it’s bypassed?



Fl
ow

m
on

N
et

w
or

k 
D

et
ec

ti
on

 a
n

d
 R

es
p

on
se

Endpoint protection 
can be evaded
On average it takes 197 days to 
identify a breach

Source: Cost of a Data Breach Study, Ponemon Institute
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USA
The most 
targeted country

97 mil. CZK

Highest average 
cost industry

280 days
Average time to 
contain a breach

Healthcare

Average cost of a 
breach
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Of the 240 GB of data allegedly stolen 

from University Hospital New Jersey, 

the attackers have leaked a 1.7 GB 

archive containing over 48,000 

documents.

A source in the cybersecurity industry 

has told that an employee of UHNJ was 

infected with the TrickBot trojan at the 

end of August.
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Scattered footprints

Threat actors constantly modify code and use 

advanced techniques to hide in network 

traffic. But they still leave footprints scattered 

all over the network. Enriched network 

telemetry is the key to discover those 

footprints.
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What is
Flow Data?

Flow Data

● Standard network telemetry

● Cisco standard NetFlow v5/v9, IETF 

standard IPFIX

● Focused on L3/L4 information and 

volumetric parameters

● Network traffic to flow data 

reduction ratio from 250:1 to 500:1
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Principle
of Flow 
Monitoring

10.10.10.1

192.168.1.1
Flow Export

SRC & DST IP address
SRC & DST port
Protocol number

Lifetime
Number of packets
Sum of bytes

Others

Start Duration Src IP:Port Dst IP:Port Packets Bytes

9:35:24.8 0.1 192.168.1.1:10111 10.10.10.1:80 2 80

9:35:25.0 0.9 10.10.10.1:80 192.168.1.1:10111 5 1231
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Gather
Flowmon collects network 
application telemetry data 
from a variety of sources 
including your existing 
network devices and our 
own sensors.

Analyze
The data is then processed 
using machine learning, 
heuristics and advanced 
algorithms.

Act
The user sees the big picture. 
The most important and 
relevant information is clear 
and noise-free.

Understand
Relevant information is 
extracted and visualized on 
the dashboard.
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Multi-layered Security
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Demonstration
User Account 
Compromise
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Incident
summary

Input data

Network telemetry (flow data), 
reputation feeds, IDS signatures,
full packet data.

Detection algorithms

Machine learning, adaptive baselining, 
behavior analysis, heuristics,
reputation-based and signature-based.

Provided evidence

Events, network telemetry, full packet 
capture, built-in packet analysis.
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Security
Visibility
Triad 
A network-centric approach to threat 

detection and response.
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