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Jakym zranitelnostem jsme letos celili
a na jake je treba se do budoucna zamerit
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CVE

Pocet zranitelnych systému
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https://nvd.nist.gov/vuln/detail/CVE-2019-0211
https://nvd.nist.gov/vuln/detail/CVE-2019-12525
https://nvd.nist.gov/vuln/detail/CVE-2015-1635
https://nvd.nist.gov/vuln/detail/CVE-2019-13917
https://nvd.nist.gov/vuln/detail/CVE-2019-10149
https://nvd.nist.gov/vuln/detail/CVE-2019-0708
https://nvd.nist.gov/vuln/detail/CVE-2014-0160
https://nvd.nist.gov/vuln/detail/CVE-2019-9787
https://nvd.nist.gov/vuln/detail/CVE-2019-12815
https://nvd.nist.gov/vuln/detail/CVE-2018-6789

Zranitelnosti na ceském internetu - Apache
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BlueKeep - Globalni detekce
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Zranitelné systémy na verejnych IP adresach Procento zranitelnych systému z IP s otevienym portem 3389
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BlueKeep - CR
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Zranitelné systémy na verejnych IP adresach Procento zranitelnych systému z IP s otevienym portem 3389
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To je ale davna historie...

- SMBGhost (CVE-2020-0796)

- Buffer overflow ve zpracovani komprimovanych dat v SMBv3

CVSS 10.0

Zaplata publikovana (out-of-band) v breznu 2020

Postihuje Windows 10 a Windows Server (1903 a 1909)

Exploity pro LPE publikovany velmi rychle

Exploit pro RCE publikovan v cervnu 2020
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SMBGhost - globalni detekce
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Zranitlené systémy na verejnych IP adresach Procento zranitelnych systému s otevienym portem 445
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SMBGhost - detekce v CR
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Zranitlené systémy na verejnych IP adresach Procento zranitelnych systému s otevienym portem 445
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SMBGhost - detekce v SR
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Zranitlené systémy na verejnych IP adresach Procento zranitelnych systému s otevienym portem 445
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Na co se tedy zamerit?

* Formalizovany patch management

- Qverovani aplikace zaplat skrz periodické skeny zranitelnosti

« QObijektivni pohled na aktualni situaci
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Hackers

don't give a W

B About your project's scope

[l 't's managed by a third party
B it's a legacy system

B it's "too critical to patch”

B About your outage windows
B About your budget

[l You've always done it that way
Il About your Go-Live Date

Bl It's only a pilot/proof of concept

Il About Non-Disclosure Agreements

B It wasn't a requirement in the contract

B Iit's an intemal system

B It's really hard to change

B It's due for replacement

Il You're not sure how to fx it

[ It's handled in the Cloud

B About your Risk Register entry

B The vendor doesn't support that
conf guration

B It's an interim solution

B It's [insert standard here] compliant

B It's encrypted on disk

B The cost beneft doesn't stack up

[ "Nobody else could f gure that out"

B You can't explain the risk to
“The Business"

Bl You've got other priorities

Il About your faith in the competence of
your intemal users

[l You don't have a business justif cation

Il You can't show Retum on Investment

[l You contracted out that risk

Zdroj: KiwiCon Il



EtenalBlue - Globalni detekce
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Zranitelné systémy na verejnych IP adresach Procento ze systému s otevienym portem 445
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EtenalBlue - CR
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Zranitelné systémy na verejnych IP adresach Procento ze systému s otevienym portem 445
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Prostor pro Vase
dotazy
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Dékuji Vam za
POzOornost
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