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Mind Wide Open”

Networking Academy at a Glance

Comprehensive ICT Globally Consistent, Innovative Teaching
Learning Experience Locally Relevant and Learning
Impact on Individuals, Public Private Partnership

Communities, Education Ecosystem Approach Proven and Sustainable
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'
Large and Global Presence
Currently 1 Million Students Worldwide
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% OF GLOBAL TOTAL

20% APAC

- Europe

- Latin America

- U.S. and Canada

P Central and
Eastern Europe

7% Middle East
28 Greater China
5% Africa

2% Russia and CIS

Japan ,

© 2011 Cisco and/or its affiliates. All rights reserved

00

\ &
N N gy
Q0 DO

STUDENTS BY REGION (1,000,000 Worldwide)

% of Worldwide
0 Total as of @_. # of Students
July 31, 2013 in thousands




Cisco | Networking Academy”®
Mind Wide Open .

l :
The World's Largest Classroom
Networking Academy Impact Since 1997

COUNTRIES WORLDWIDE INSTRUCTORS WORLDWIDE
170 20,000
STUDENTS WORLDWIDE ONLINE EXAMS TAKEN
4.2 Million + 100 Million +
ACADEMIES WORLDWIDE LANGUAGES

9,000
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" What Networking Academy Provides

A Turnkey Solution for Educators

 High quality curriculum and learning tools
Available free to non-profit educational institutions

- Discounts on Cisco equipment and
certification exams

- State of the art online assessments

Including quizzes, chapter and final exams,
and simulation-based skills exams

- Learning management system

Classroom management, integrated grade book,
teaching resources

- Instructor support, training, teaching resources,
and on-going professional development

-« 24x7 online support in multiple languages
- Online instructor collaboration communities

- Alumni program and student resources
B e [ N DU e N




Online Curricula

Cisco | Networking Academy®
Mind Wide Open”

Courses with Embedded Rich Media Learning Activities

Ac 0_CCHMEx iand i \chea - Microzoft Inte lorer provided by Ci =1

2 VLANS vilaan ]
3.2 VLAN Trunking CIsCO.
3.2.2 Trunking Operation

CCNA Exploration
LAN Switching andWireless

ATnmk in Action

“fou have learned how a switch handies urtagged fraffic
an & trunk link. Yau now know that frames travarsing a
trunk ara tagged wih the YLAN ID of the access por the
frama arrieed on. In the figurs, PC1 on VLAN 10 and PC3
onYLAN 30 send brosds astframes to switch 52 Switch
S11a95 these frames with e appropnate YLAN ID and
then forwards the frames aver the irunk o switch 1
Switch §1 reads the VLAN ID onha framas and _—
broadeasts them to each aart configured 1o suppor VLAN |Fm | |F"“” |
10 and VLAN 30. Switch 53 receives Mese frames and TEARIE) SEALE
sirips 0 he VLAN IDs and farwards Biam a5 uniapged

framas to PC4 on VLAK 10 and PCE on VLAN 30

Trunking Operatior

The 52 and 51 switches send the tagoed fames out
@l ports configured for VLANS 10 and 30

Chck Play on the animation toodbsar in the figure.

Cick Plary o vew the animation.

T Data Link Layer

7.4 Putting it All Together

T7.4.1 Fellow Data Through an

ft Internet Cxplorer

CCMNA Exploration
Netwark Fundamentals
1@3 =

[The frama also indicates the upper layer
protocal of 1Pl wath & value of O8O0 in the Type
[field. The frame beginz with & Preamble and
[Start of Frame [SOF) indicator and ends with a
cyclic redundancy check (CRC) in the Frame
Check Sequence at the end of the frame for the
eror dstectaon. |t then uses CSMA/CD 1o
contral the placing of the frame onta the media.

Data Link layer puts data onto the media

Source
- (i wwscaion ]
ETEE
Protocoel
Protocal (LLCMACK 802.2002.3 PMACK 9023 A Trauspart

Mudia Accuss Controb. CSMATT PO goRc
Source Address: D0-05-D4-3C-78-00
Destination Address: D008

calculation m
Frame Check Sequence
Upper Layer {typel: 0000 (Pud) —T

SOF: K1 <€t rame
Preamble: 10101010 {7 times)

MAC address: 00.05.94.3C.70-00

MAC address: O0-08-A3-B6-CE04

]

Fouter & Rowler B

Click to sue the steps.

J start BEs
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Hands-On Labs and Interactive Activities

Practical Application of Learned Skills ‘ Integrated into the Online Curriculum

Hands-on Lab:

Existing Wireless APs

Click the buttons to view exlsting and planned wireless AP locations.




Networking Academy extended portfolio

Foundlational Genleral Esslential Emelrging \
|

)

Healthcare

Collab- Data Center

oration & Virtual.
N
CCNA Voice

IT CCNA HIN Cisco Collab Cloud Data Center Smart Grid
Essentials R&S Security Primer Intro Primer Intro Pilot
Digital CCNP Cyber Cisco Collab Data Center
Inclusion Security Applications Virtualization

- Intro
Linux
. N
Essentials

Unified
Comms

OS&IT Routing &

Smart Grid

Security

Basics Switching Networks

ICT and
Networking Ski

Collab
Primer

( Offerings

Social
Media
Skills

Problem
Solving &
Teamwork

Packet . Social
Entrepreneurshi .
Cisco Aspire

Offerings > Certification Alignment:
ITE > CompTIA A+ CCNA R&S (courses 1 & 2) >CCENT  CCNA R&S (courses 3 & 4) > CCNA R&S

CCNP > CCNP CCNA Security > CCNA Security
Cisco NetAcad Branded Community “Branded” Partner Branded

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 8

Entrepreneurial

Skills

Career
Skills




Cisco NetSpace LMS




NetSpace Delivers a Total Solution

Courses, Labs, Learning Management
Teaching Resources System Functionality

Cisco Packet Tracer,

Cisco Aspire, Passport21 Communities

Reporting Tools
and Analytics

News and
Announcements

Business Process

Management Social Learning Tools

Collaboration and

Global Support Communication Tools

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Makes Teaching Easier, More Productive

Add Your Own Content

Rich content editor allows you to

easily add docs, embed videos,
audio, photos, and links to
NetAcad courses

LMS Content Migration

Easily migrate content you've
already created in Blackboard,
WebCT, Angel, and others to
customize NetAcad courses

Flexible Pedagogy

Built-in customization,
collaboration, and
communication tools support a
variety of teaching styles

© 2012 Cisco and/or its affiliates. All rights reserved.

Mobile Access

Stay productive anytime,
anywhere with mobile access to
grading, class calendar, and
collaboration tools

Reporting and Analytics

Rich data and analytics to help

monitor and report on student

outcomes and academy quality
and success

Communities

Collaborate with your peers in
communities of interest—find,

create, and share information in

forums, files, and blogs

Cisco Confidential

11



Engaging Classroom Learning Experience

bbb db

=T s TS .

1
203 4 |56 |78
9 10 11 12 13 14 15
6 17 18 19 20 21 22
23 24 25 26 27 28 29
30 3

Notification Preferences

For conversations to which you're add,

Email Me at [ =]

For Alert notifications

[Email Me at [=] | screentiameoot @yaioo.com

For new announcements

Email Me at  [=]

For changes ta appointment time slot:

ScreenName001@yahoo.com

Web 2.0 Services

Integrated Web 2.0 services so
students and instructors have
tools they already know and use
daily

Integrated Class Calendar

Drag and drop events into a
single calendar with automatic
notifications for changes—
subscribe with Google Calendar,
iCal, or Outlook

Communication Preferences

Receive class alerts and
notifications via email, Facebook,
or text message

© 2012 Cisco and/or its affiliates. All rights reserved.

& Make a New Set of G

$ View Course Roster

Group Pages

Final Project Group
Fingd Project Group 1

Findl Project Groun 2

=
4]

=
A - MH

ScreenName001: enter the room.
Type/help for a list of commands
ScreenName001: change nickname

Groups

Easily form groups for class
assignments, teams, study
groups, or extra credit projects

Submit Assignments Online

Allow assignments to be
submitted online in a variety of
formats: webpages, docs, videos,
audio, slide shows

Chat/Video/Audio

Built-in video, live chat, and audio
bring an extra dimension to the
learning experience

Cisco Confidential
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Cyber/Security Courses




Cyber/security course portfolio

Cyber'~°'3‘22Urity
Pecialigt

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 14



Cisco Professional Certification Matrix

Certification Tracks

Associate

Professional

Collaboration

Data Center

Design

Routing and Switching

Security

Service Provider

Service Provider
Operations

Video

Voice

Wireless

CCENT

CCENT

CCENT

CCENT

CCENT

CCENT

CCMA Data
Center

CCDA

CCHA Routing
and Switching

CCMA Security

CCHA Senvice
Provider

CCHA Senvice
Provider
Operations

CCHA Video
CCHA Voice

CCHA Wireless

CCMP Data
Center

CCDF

CCHP Routing
and Switching

CCHP Security

CCHP Sernvice
Provider

CCHP Senvice
Provider
Cperations

CCMP Voice

CCHP Wireless

> Expert » Architect

CCIE
Collaboration

CCIE Data Center

CCDE CCAr

CCIE Routing and
Switching

CCIE Security

CCIE Senvice
Provider

CCIE Senvice
Provider
Cperations

CCIE Wireless

© 2012 Cisco and/or its affiliates. All rights reserved.
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Nabidka kurzu v Networking Academy
Komunitni kurzy (CR)

« Zaklady bezpecCnosti
CERT/CSIRT tym a sprava incidentu

Pravo v kyberprostoru

Zakon o kybernetické bezpecnosti

Bezpelnost pocitacovych siti
Globalni kurzy

« Introduction to Cybersecurity
« CCNA - Security

IIIIIIIIIIIIIIII



Komunitni kurzy (pro CR)




Kurz: Zaklady bezpecnosit

Skoleni v CJ, materialy v CJ, test v CJ

specifika kyberprostoru

zakladni principy bezpecnosti
nejCasteéjsi bezpecnostni incidenty
zpusoby ochrany

pocCitaCova gramotnost jako nejlepSi prevence

urceno pro vSechny kategorie posluchacu

délka skoleni 8 hodin prezencné + samostudium a test
Obsah:

[ XaXs} Zaklady bezpenosti s
2o O] el = vina 1347003 ecascom » % iaadiOl
il
cisco. Cisco Networking A
ses > vV Grades Cale
2p0ci -

Zaklady bezpe¢nosti

Terms ana Conditions | Privacy Statement | Cookis Poscy | Tragsmans canvas By s NetSpace

R ———————————————

© 2012 Cisco and/or its affiliates. All rights reserved.
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Kurz: CERT/CSIRT tym a sprava incidentu

« urceno zejmena pro IT pracovniky
« 3koleni v CJ, materialy v CJ, test v CJ
- délka Skoleni 8 hodin prezenéné + samostudium a test

« Obsah:
vznik a historie CERT/CSIRT tymu
uloha CERT/CSIRT, sluzby, pole pusobnosti
postupy zvladani a feSeni incidentl
zajisténi provozu CSIRT

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 19



Kurz: Pravo v kyberprostoru

- urceno pro vSechny kategorie posluchacu
« 3koleni v CJ, materialy v CJ, test v CJ
- délka Skoleni 8 hodin prezenéné + samostudium a test

« Obsah:
pusobnost prava v kyberprostoru
autorska prava, jejich porusovani a ochrana
kyberneticke trestné Ciny
kyberneticke utoky
socialni site

© 2012 Cisco and/or its affiliates. All rights reserved.
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Kurz: Zakon o kybernetické bezpecnosit

« urceno zejmena pro management
« 3koleni v CJ, materialy v CJ, test v CJ
- délka Skoleni 8 hodin prezenéné + samostudium a test

« Obsah:
bezpecnostni incidenty a jejich dopad
formalizace - Zakon o kybernetické bezpecnosti
motivace, cile a role ZKB v oblasti zaji§t&ni bezpednosti kyberprostoru v CR

vyklad ZKB a doprovodnych dokumentu (vyhlasky, provadéci predpisy),
oblast pusobnosti ZKB

pozadavky na subjekty v pusobnosti ZKB
role narodniho a vliadniho CERT tymu dle ZKB

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



Kurz: Bezpecnost pocitacovych siti

« ur€eno zejmeéna pro IT pracovniky (zakladni znalost Cisco CLI)
« 3koleni v CJ, materialy v CJ, test v CJ

 délka Skoleni 40 hodin prezencné, zakon€eno testem

« Obsah:

bezpecnostni hrozby
CiscoASA
firewall

Intrusion Detection System
monitoring provozu

LAN BezpecCnost
bezpechy prenos dat

bezdratova bezpecénost

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22



Partneri a autori komunitnich kurzu

CESNET Iy

I-com-unity
CISCO.

Autofi kurzu:
. Jan Kolouch - PACR, CESNET z.s.p.o.
Michal Kosténec - ZCU, CESNET z.s.p.o.

Andrea KropacCova - CESNET z.s.p.o.
Ales Padrta - ZCU, CESNET z.s.p.o.

Michal Petrovi¢ - ZCU, CESNET z.s.p.0., i-com-unity 0.s.
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Globalni kurzy NetAcad




Introduction to Cybersecurity

urceno pro vSechny kategorie posluchacu

Skoleni v CJ, materialy v EN, test v EN

delka Skoleni 5 hodin prezencné, 20 hodin e-learning +
samostudium a testy

Obsah:

Cybersecurity Industry

Malware and How to Protect Yourself

Overview of Cybersecurity in Finance and Telecommunications
Cisco Security Solutions

Defending Against Global Threats

Strategic and Architectural Cybersecurity Planning
Vulnerabilities and Solutions

Will Your Future Be in Cybersecurity?

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 25



C C N A S ecu r| ty Cisco l l:ecti\\l\jlt)’zlgggg Academy’

« urceno zejmena pro IT pracovniky (prerekvizita CCENT)
« Skoleni v CJ, materialy v EN, test v EN

- délka Skoleni 35 hodin prezencné, 35 hodin samostudium,
zakonceno testem

« Obsah:

Modern Network Security Threats

Securing Network Devices

Authentication, Authorization and Accounting

Implementing Firewall Technologies

Implementing Intrusion Prevention

Securing the Local Area Network

Cryptographic Systems

Implementing Virtual Private Networks

Implementing Cisco the Adaptive Security Appliance (ASA)

Managing a Secure Network

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 26



Forma kurzu, organizace a kontakt

- Integrovano do e-learning systému Cisco NetSpace
« Online studijni materialy a testy

« TiStené pomocné materialy

« Moznost videokonference — Cisco WebEXx

- Realizace skoleni v lokalité dle domluvy }
nebo v nékteré z nasich 80-ti Cisco akademii po celé CR

« Pilotni béh komunitnich kurzt 01/2015 az 02/2015
« Kurzy organizuje:
I-com-unity o.S.
kontaktni osoba: Ing. Michal Petrovi¢
WWW.I-COm-unity.cz

studium@i-com-unity.cz

© 2012 Cisco and/or its affiliates. All rights reserved.
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Introduction to Cybersecurity course

- Introduces the importance of _
Cybersecurity and current trends in

Industry dfaln
] ] cisco. Cisco Networking A

¢ Content Organlzed In 7 mOdU|eS Courses ~ v Assignments Grades Calendar

that include presentations and —_—

panel discussions with industry ottt

ex p e rt S Enrol) GlassRoom: Introduction to Cybersecurity (Self-Enroll)
. ACtiVitieS, videos and additional v Introduction to Cybersecurity

resources for students to explore

- Assessments include a pre-test, 7
quizzes, 1 final exam

« Students can self-enroll

« Available in English

- Estimated time to complete: 20
hours

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29



Introduction to Cybersecurity course in

detalls

Objective / Value
Proposition

Target Audience

Delivery Model

Offering
Components

Cert Alignment

Completion
Requirements

Availability

© 2012 Cisco and/or its affiliates. All rights reserve:

Raise awareness on the growing need for Cybersecurity specialists

Training a cybersecurity workforce is now a national priority for many
countries, demand has grown 3.5 faster than any other IT job

Students looking for an introduction to cybersecurity

Self-enroll course offered directly to NetAcad students through
NetSpace

Available in English only
No student prerequisite and no instructor training

Estimated instructional hours: 20 hours

Instructional framework

8 modules of webinars and recordings and integration of community
content

None

Student-activated course survey required to complete the course

Certificate of completion

March 2014

Cisco Confidential
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Introduction to Cybersecurity course outline

Modde ______________|Goaks

1

The Cybersecurity Industry

Malware and How to Protect Yourself

Overview of Cybersecurity in Finance and
Telecommunications

Cisco Security Solutions

Defending Against Global Threats

Strategic and Architectural Cybersecurity
Planning

Vulnerabilities and Solutions

Will Your Future Be in Cybersecurity?

Explain the importance of cybersecurity in the global economy
Explain why cybersecurity is a growing profession

Explain the characteristics and operation of malware
Explain how hackers use unsuspecting individuals to propagate malware

Explain why cybersecurity is critical to the banking industry
Explain why cybersecurity is critical to the telecommunications industry

Explain Cisco’s approach to cybersecurity
Explain the behavior-based approach to cybersecurity

Explain the characteristics of cyber warfare
Explain how Cisco Security Intelligence Operations (SIO) tracks and responds to a
global threat

Explain trends in the cyber threat landscape
Explain the framework of the Enterprise Security Architecture

Explain why cybersecurity is critical to the medical devices industry
Explain the components of cloud security

Explain the opportunities for pursuing network security certifications

© 2012 Cisco and/or its affiliates. All rights reserved.
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CCNA Security course

« CCNA Security equips students
with the knowledge and skills
needed to prepare for entry-level

security specialist careers e T

1.2.4 Mitigating Viruses, Worms, and Trojan Horses | 12 3 0 5

Inthe case ofthe SQL Slammer warm, malicious trafic

« Content organized in 10 chapters in =z,

normally be blocked by a firewall on the perimeter.
Hawewer, mostinfections enter by way of back daors and

- H o not pass through the firewall; therefare, to prevent the ISP A
u l I l u I l I l e I a CO u rS eWare O rl I I a spreading of this worm itwould be necessary to block

this port on all devices throughout the internal network

In some cases, the port on which the warm is sprearing

might be critical o business operation. For example,

when SOL Slammer was propagating, some 1SPE
) H an dS_O n IabS PaC ket tracer |abS arganizations could not lack UDP part 1434 because it '
y was required to access the SGL Server for legitimate

business transactions. In such a situation, alternatives

Layer 3 Switch VA

ACL Port | \Workgroup 2
Binck

ACL Port Bigek
must he considered,

Data Center

Ifthe network devices using the service on the affected

.
part are known, permiting selective access is an aption.

« Assessments include module
SaL Server, one option is o open UDP port 1434 to
criical devices only. Selective access is nol guaranteed

exams, quizzes, 1 final exam

 Instructor-led course

s, Ine. Al | Translated by th

« Available in English

- Estimated time to complete: 70
hours

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 32



CCNA Security course in detalils

Objective / Value
Proposition

CCNA Security provides an in-depth, theoretical, and hands-on
introduction to network security, in a logical sequence driven by
technologies.

Target Audience

Students looking for entry-level security career opportunities and the
globally recognized Cisco® CCNA Security certification

Delivery Model

Instructor-led course offered directly to NetAcad students through
NetSpace

Available in English only
Course prerequisite: requires CCENT level networking knowledge

Estimated instructional hours: 70 hours

Offering
Components

Full multimedia courseware format (10 chapters)
Hands-on labs, Packet tracer labs
Assessments include 10 chapter exams, quizzes, 1 final exam

Cert Alignment

Cisco® CCNA Security certification

Completion
Requirements

Instructor-activated course final exam and hands-on skills exam

Certificate of completion

Availability

© 2012 Cisco and/or its affiliates. All rights reserved
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CCNA Security Course Outline

Chapter 1 Modern Network Security Threats

Goal: Explain network threats, mitigation techniques, and the basics of securing a network.

Chapter 2 Securing Network Devices
Goal: Secure administrative access on Cisco routers.

Chapter 3 Authentication, Authorization and Accounting
Goal: Secure administrative access with AAA.

Chapter 4 Implementing Firewall Technologies
Goal: Implement firewall technologies to secure the network perimeter.

Implementing Intrusion Prevention
Chapter S Goal: Configure IPS to mitigate attacks on the network.

Chapter 6 Securing the Local Area Network
Goal: Describe LAN security considerations and implement endpoint and Layer 2 security features.

Chapter 7 Cryptographic Systems

Goal: Describe methods for protecting data confidentiality and integrity.

Chapter 8 Implementing Virtual Private Networks
Goal: Implement secure virtual private networks.

Chapter 9 Managing A Secure Network

Goal: Create and implement a comprehensive security policy to meet the security needs of an enterprise.

Chapter 10 Implementing the Cisco Adaptive Security Appliance (ASA)

Goal: Implement firewall technologies using the ASA to secure the network perimeter.

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 34



