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DNS. Stejne jako kyslik, neni
dulezity, dokud zadny nemate



Jak Malware pouziva DNS?

DNS Protocol Anpmalies DNS Resolution
DNS Exploits DNS Callback
DNS Hijacking DNS Tunneling
Weaponization Exploitation Command & Control (C2)
Vytvareni a spojovani exploit a Vyuziti chyby a spudténikéduv ~ Command channel pro vzdalenou
backoor do dorucitelného obsahu systému obéti manipulaci s obéti

101
01010101 E—
Reconnaissance Delivery Installation
Sbirani informaci: mail adresy, Doruceni weaponized bundle Instalace malware na
adresni rozsahy, umisténi k cili pomoci: email, web, stanici
aplikaci a dalsi USB, etc.

DNS Resolution

DNS Reconnaissance DNS Infiltration

Actions on Objectives

S pfistupem k obéti, spousti
utocnik svaj plvodni cil a provadi
zamyslené operace

DNS Tunneling

DNS Exfiltration
DNS DDoS
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DNS Jako transportni mechanizmus
Exfiltrace

Attacker’s

DNS Server
authoritative for
cornpany.pw

- Uto&nik zaregistruje doménu a nastavi autoritativni server DNS

na internetu, aby fungoval jako koncovy bod tunelu LG
fdkjhg54kjhww-dfg5.1.cornpany.pw

gmb84134-2kf4fsddf.2.cornpany.pw

- Data opoustegjici vnitfnisit: -~V e
- Sifrovana vefejnymi kli&i
» Prekodovana do a-z, 0-9, — a _ za pouZiti algoritmu jako jsou
* Hex, Base32, nebo modifikovany Base64 (URL-Safe)
» Rozdélena do Casti az do 63 znaku (label limit)

» QOdeslana jako jednotlivé dotazy ve tvaru <€ast>.doména

INTERNET

ENTERPRISE

» Dotazy mohou byt odeslany prfimo (pokud je dovoleno na
firewall), skrze existujici DNS server v siti nebo skrze Proxy

v _ , fdkjhg54kjhww-dfg5.1.cornpany.pw
(napfiklad ve tvaru http://<€ast>.doména)

! gmb84134-2kfafsddf.2.cornpany.pw
N

Infected
endpoint

)



AlinaPOS

Point-of-Sale (POS) malware rodina

Vzorek DNS dotazu:
yczA8vzDKO7150X86-SH-umQm5D6w8TN.analytics-akadns[.Jcom

yczA8vzDKkO7I50X86-SH-
umQmSCQ2sXZhM_Sz5CQAmMZycmZ2dkpmTkpOemd2cl5.iYmduYmp
uampgampgbkdSmambgampgampKdnZgamg.analytics-akadns[.Jcom

Zdroj: https://usa.visa.com/dam/VCOM/global/support-legal/documents/visa-security-alert-alina-pos-malware.pdf
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AlinaPOS

Vzorek DNS dotazu:
yczA8vzDKO7150X86-SH-umQm5D6w8TN.analytics-akadns[.Jcom

Zdroj: https://usa.visa.com/dam/VCOM/global/support-legal/documents/visa-security-alert-alina-pos-malware.pdf
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AlinaPOS

Vzorek DNS dotazu:
Recipe B

= length: 32 —
B Input et + O] 8 &=
yczA8vzDk07150X86—-SH-umQm5D6w8 TN
From Base64 O
Alphabet . time: 1
A-Za-z0-9—_ Output len;rgﬁ: gtsl a I_D m L2
lines: 1
Standard (RFC 4648): A-Za-z0-9+/= EIAOUA. 1853084, 0é. ..0AAT

URL safe (RFC 4648 85): A-Za-z0-9-_
Filename safe: A-Za-z0-9+-=

itoa64: ./0-9A-Za-z=

XML: A-Za-z0-9_.

willA. A TA =N N

Zdroj: https://usa.visa.com/dam/VCOM/global/support-legal/documents/visa-security-alert-alina-pos-malware.pdf
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AlinaPOS

Recipe BB 8 input e + O] @8 =
yczA8vzDk07150X86-SH-umQm5D6w8TN
From Base64 © 1
Vz
Alphabet - start: 5915 time: 3ms
Recig 242079 Output i g vehezt BIO0®E D § om
Key = a7: nkgU[d7IBCB[LC IN7<7]dcj
From Remove non-alphabet chars Key = a8: adhZTk8FMLMTCL/RA838Rkle
Key = a9: "ei[Uj9GLMLUBM.S@929Sjmd
AipE Key = aa: cfjXVi:DONOVAN-PC:1:Ping
A-- XORBruteForce Q Key = ab: bgkYwh;ENONW@O,QB;@; Qhof -
Key = ac: e’ 1"Po<BIHIPGH+VE<7<Voha =
Stan ’iey length 5 %"‘Op'e length : Key = ad: dam_Qn=CHIHQFIxWD=6=hni’
Key = ae: gbn\Rm>@KIJKREJ)TG>5>Tmjc
URL o et - Key = af: fcolS1?AJKISDK(UF?47U1kb
il 0 A Standard Key = b@: y|pBLs ~UTUL[T7JY + Jst}
el Key = bl: x}qCMr! TUTMZUBKX!x!Kru|
itoa€ Key = b2: {~r@Ng"\WVWNYV5H[")"Hqv.
XML [] Null preserving Print key Key = b3: z.sAOp#]VWVOXWAIZ#(#Ipw~
Key = b4: }xtFHw$ZQPQH_P3N]$/$Nwpy
2 A Key = b5: |yuGIvs[PQPI®™Q20\%.%0vqx
I:I Output as hex Key = b6: .zvDJu&XSRSJ]JR1L_&-&Lur{
Zdroj: httj Key = b7: ~{wEKt'YRSRK\SOM"', 'Mtsz f

%%
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AlinaPOS

Vzorek DNS dotazu:
yczA8vzDKkO7I50X86-SH-

umQmSCQ2sXZhM_Sz5CQAmMZycmZ2dkpmTkpOemd2cl5.iYmSuYm

puampgampqgbkbmamSgampgampKdnZgamg.analytics-
akadns[.Jcom

Zdroj: https://usa.visa.com/dam/VCOM/global/support-legal/documents/visa-security-alert-alina-pos-malware.pdf
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Recipe Bl
From Base64 S 1l
Alphabet
A-Za-z0-9-_ -

Remove non-alphabet chars

AT

XOR Brute Force O nu
Key length Sample length
1 2 100 e
Sample offset Scheme
0 v Standard

Null preserving Print key

Output as hex

Zdroj: h
Crib (known plaintext string)

1 h: —
Input e st + O] § =

lines:

yczA8vzDk07150X86—-SH-
umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2c15. iYm5uYmpuampgampgbk5mam
5gampgampKdnZgamg

start: 14703 time: 10ms ;
end: 14789 length: 22184 I_ m 0
Output length: 86  Llines: 255 B0 -

VOO3IVZILLL2223, 123222222550 224

Key = a9: "ei[Uj9GLMLUBM.S@9299s 1p-
f{f99055044;0:;:7145>11221323333332:032333333;44333

Key = aa: cfjXVi:DONOVAN-
PC:1::pos.exe::366377839894276=221120100000019301000000877000
Key = ab:

bgkYWh ; ENONW@0,QB; 0; ;gnr/dyd; ;277266928985367<330031011111108210
111111966111

Key = ac: e 1"Po<BIHIPGH+VE<7<<viu(c~c<<500511>57>?
2410;447746766666677567666666>11666

Key = ad: dam_Qn=CHIHQFIxWD=6==wht)b.b==41140074>7?
>3501:55665767777776>476777777?00777

Key = ae: gbn\Rm>@KJKREJ)TG>5>>tkwxa|a>>722733<7=
<=0632966556454444445=745444444<33444 |
Key = af: fco]S1?AJKISDK(UF?4??ujv+ } ?77633622=6<=
<1723877447545555554<654555555=22555

Key = b@: y|pBLs ~UTUL[T7JY + juid.b. ),,)——")#"#.(-,"'((++
(skskokskskokok -+ ) sk+skskokokskok! ' ——skskok

Key = bl: x}qCMr!_TUTMZUGKX!x!!kth5~c~!!(—(, ,#("#"/),-

= — -
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D_NSA'ako Transportni Mechanismus
Infiltrac

* Funkce TCP Ize napodobit zakdédovanim blokd dalSimi daty, napfiklad kontrolnim souctem a
Cislem paketu

« Data Ize odeslat zpét v riznych zaznamech, napf.

* A-umoznuje 4 bytes
(dostatek pro kod, napf. 1.1.1.200 = resend packet 200)

 AAAA - umoznuje 16 bytes

« MX zaznam : 2 bytes + domain name (255 bytes)

« CNAME - dovoluje az do 110 bytes v Base32

« TXT - umoznuje N x 220 bytes v Base64 (az do RDATA limitu 64kB)
 NULL - dovoluje az 256 bytes

« Pomoci TXT a NULL je prenos rychlejsi, na ukor snazsi detekce



InvisiMole

- cilené na malé mnozstvi vysoce postavenych organizaci vojenského sektoru a diplomatické mise ve vychodni Evropé

- Ke stahovani (infiltrace) a spousténi novych Skodlivych komponent bylo pouZito DNS

- Pomoci vlastniho tunelovaciho mechanismu a kddovani base32 s vlastni abecedou [abcdefghiklmnopqrstvxyz123456789]
- Byly pouzity zaznamy NULL a AAAA

Sends DNS request Relays DNS request
with hidden message with hidden message

Client Benign Attacker-controlled
DNS server(s) name server

Relays DNS reply
with hidden message

Sends DNS reply
with hidden message

a8ydrh37klb4dxaklklr4ithm3aaaaaaaaaaaaral2gaaaaaaaaaaaaaaaagiailaa.aaaaaaaaaaaae.adstat[.]red
a8ymz2npSfmbixcolmcy8eiyfiltgycolhltarbrvaaaaaaaaaaaaaaaalaalaa.aaaaaaaaaaaae.wlsts[.]net Entropy: 38 (Or 43 W/O 16* ”a”)
a8yyqgstx4kbpf32grsnnfoslbltgf3egvbaar’/ymaaaaaaaaaaaaaaaalaaiaa.aaaaaaaaaaaae.amz—-eu40l[.]com
a8yfdt2riibpf32grsnnfoslbltgf3egvbaar/ymaaaaaaaaaaaaaaaalaailaa.aaaaaaaaaaaae.updatel.]xn--6frz82g
a8y3gbf2h2aaybyfplridxcbaaaaaaaaaaaaaahoraaaaaaaaaaaaaaaagiacaa.aaaaaaaaaaaae.l5b3[.]re
a8yqgyktetlbixcolmcy8eiyfmcotvbolpcvarpy’/aaaaaaaaaaaaaaaalaailaa.aaaaaaaaaaaae.mxl[.]be

Zdroj: https://www.welivesecurity.com/2020/06/18/digging-up-invisimole-hidden-arsenal/
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DNS as a Transport Mechanism
C2 a Tunelovani

Attacker’s

DNS Server
authoritative for
cornpany.pw

« Kombinace Exfilrace a Infiltrace

fdkjhg54kjhww-dfg5.1.cornpany.pw
gmb84134-2kf4fsddf.2.cornpany.pw

+ Priklad uziteCnach kodu

* A-Dovoluje 4 bytes e vl
(Dostatek pro kod, napf. 1.1.1.200 = resend packet 200) 11.1.16 INTERNET
« U tunelovani nutné zasilat Keep a live pakety @~ Essss===
ENTERPRISE
21 netsh firewall show state
22 netsh firewall show config Local DNS
23 schtasks /query /fo LIST /v
24 tasklist /v Reply
16 ipconfig /all 11112 __________ fdkjhg54kjhww-dfg5.1.cornpany.pw
17 route print I gmb84134-2kf4fsddf.2.cornpany.pw
18 arp -A }
Piiklad: PowerSource / DNS Messenger Infected
endpoint
3

)



SombRAT / FiveHands

+ Poprve vidéno od Vanoc 2020 do jara 2021

+ Rovnéz nasazen jako soucCast ransomwaru
FIVEHANDS

« PocatecCni pristup pres vzdalenou plochu pomoci
ukradenych pfihlaSovacich udaji nebo zero-day
zranitelnost VPN

+ SOmbRAT backdoor primarnim ucelem je
stahovat a spoustét pluginy poskytované
prostrednictvim serveru C2.

- Backdoor ve vychozim nastaveni komunikuje s
C2 prostrednictvim tunelu DNS

HOST

béfeaféc4a533ea958453e26f7ce.feticost.com

b66ff4c0886525da50453221c9d9.feticost.com

b56cf79e78d729a5534631228210.feticost.com

b56cf71b778b2c5d53463122ab05.feticost.com

b069f2bf28f31b9074182c2e0b56071b2dbaé413b3ebe068a9f0c61155629b.feticost.com

a77ee5b88fffbc8d82150131dc4c0e3ef2.feticost.com

a57ce7bdbaff67a45c55457e36b0a301532¢52523df58c2ac33fd59c021aaa.feticost.com

a27be0abf65b570717aac3858abeab65bh1592fab4411e860c756e2c2961db1.feticost.com

9a43d8807a4d2ea743chb8dd63ee69fal33998e2389386e701247e81f592444 feticost.com

964fd49dal62acc1df793273be2af44c1d70eb9e74eca2bd3b55ff5603%9ed2 feticost.com

8e57cc9294f9982875534b6c57698901cde3c9b23ff5ca0d8356f6e7 1ac02f.feticost.com

8a53c887d1c20344e48031b218cedac4.feticost.com

Zdroj: https://www.fireeye.com/blog/threat-research/2021/04/unc2447-sombrat-and-fivehands-ransomware-sophisticated-financial-threat.html

https://blogs.blackberry.com/en/2021/05/threat-thursday-sombrat-always-leave-yourself-a-backdoor
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IP

200.4.134.1

106.153.172.132

28.66.197.64

121.242.53.109

198.80.94.124

79.246.0.1

103.173.0.1

31.210.0.1

176.28.0.1

191.210.0.1

45.227.0.1

23.2520.1

LAST REPORT

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

12/23/2020

o0
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DNS Hijacking

DarkHalo after SolarWinds: the Tomiris connection
Presmeérovani na utocnikem kontrolované DNS servery

Pouzivano pro kradeni pfihlaSovacich udaju

Pouziti Let’'s Encrypt certifikatu pro vérohodné kopie stranek

Zone Period during which the authoritative servers were malicious

mfa.*** December 22-23, 2020 and
January 13-14, 2021

invest.*** December 28, 2020 to January 13, 2021

1 1 b December 29, 2020 to January 14, 2021

infocom.***  January 13-14, 2021

Zdroj: https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/

Hijacked domains

mail.mfa.***
kk.mfa. ***

mail.invest. ***

mx1.fiu***

mail. fiu.***

mail.infocom.***


https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/

DNS Hijacking

zimbra
- DarkHalo after SolarW e

* Presmerovani na utocnik
* Pouzivano pro kradeni p J<TavonTs Gonaaneme GesonacHocTH:
» Pouziti Let’'s Encrypt cert

MMA nons3oBarenn

Zone Period during which the autho |

Napons

mfa. *** December 22-23, 2020 and Noxasats

January 13-14, 2021
| 3anoMHUTE MeHA

Bepcns

invest.*** December 28, 2020 to January

11 A December 29, 2020 to January B
0 YMONYaHWIO

infocom.***  January 13-14, 2021

Zdroj: https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/ 16 | © Infoblox Inc. All rights reserved.
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Techniky utoku na DNS servery

DNS reflection/DrDoS attacks

DNS amplification

TCP/UDP/ICMP floods

DNS-based exploits

DNS cache poisoning

Protocol anomalies

Reconnaissance

DNS tunneling

DNS hijacking

NXDomain attack

Phantom domain attack

Using third-party DNS servers (mostly open resolvers) to propagate a DoS
or DDoS attack

Using a specially crafted query to create an amplified response to flood
the victim with traffic

Denial of service on layer 3 or 4 by bringing a network or service down by
flooding it with large amounts of traffic

Attacks that exploit bugs or vulnerabilities in the DNS software

Corruption of DNS server cache data with a rogue domain or IP

Causing the server to crash by sending malformed DNS packets and
queries

Attempts by hackers to get information on the network environment
before launching a DDoS or other type of attack

Tunneling of another protocol through DNS port 53 for malware insertion
and/or data exfiltration

Modifying the DNS record settings to point to a rogue DNS server or
domain

Attacks that flood DNS server with requests for non-existent domains,
causing it to send NXDomain (non-existent domain) responses

Attacks where a DNS resolver is forced to resolve multiple non-existent
domains, causing it to consume resources while waiting for responses

. DNS-specific Exploits . Volumetric/DDoS Attacks
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Popularni nastroje utoCniku

o
"C"‘ I‘{‘L‘n

‘;ll "}\ .‘7. '::_7.‘:“.'::,':::



Nastroje

Tools

NSTX

DNSCat2

lodine

TUNS

Dns2TCP

Heyoka
OzymanDNS
DNS_ TXT Pwnage

Platforms
Cobalt Strike

Komercni produkt

Nishang framework
Volne dostupné

Vermilion Strike
Pro Windows i Linux
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Dalsi techniky a taktiky
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Look-a-like doméeny

TECHNIQUES TO CREATE LOOK-ALIKE DOMAIN NAMES

TLD swap
Subdomains
Typosquatting
Hyphenation
Repetition

Replacement

phishlabs.tech
phish.labs.com
phishlavs.com
phish-labs.com

phishllabs.com

phlshlabs.com

Omission
Transposition
Insertion
Homoglyph
Vowel-swap

Addition

phshlabs.com
phsihlabs.com
phishxlabs.com
phishlabs.com

phishlebs.com

phishlabss.com



Phishing kampanée

Dulezité body zZivota domény
P ——

Volume —m

Domain
Registered

First Resolved / Detected and Blocked by
Farsight Detected First Security and WHOIS
Vendor

22 | © Infoblox Inc. All rights reserved.
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Lookalike — partial match

Ceska posta
DATUM 14/06/2021
SLEDOVACIi KOD BUDE ZASLAN PO
PROVEDENI PLATBY!
CELKOVA CASTKA: 53,47 KC
ZPUSOB PLATBY :
Kreditni karta
PLATIT A POKRACOVAT
ZRUSIT
WHOIS R d (Created 2021-06-14T01:40:11+00:00
Ceskapostapay[.Jcom 1015 Record (Created)
Policy_NewlyObservedDomains 2021-06-14T01:44:32.000Z
MalwareDownload_Generic 2021-06-15T05:51:33.037Z

192[.164[.]117[.]1221 Malicious Activity!
Effective URL: https://ceskapostapay[.]Jcom/payment/Package/Select-payment-method.php?NAME_PATH=
track_yy dI24&SCREEN=identification_contrat_...



Nové domeny - smishing

< CESKAPOSTA

15:06

Vas balicek ceka na
platbu navic

Domain Name: ceskaposta-kontrolaplateb[.Jcom

[t
CsoB

https://géskaposta Bezpeéné online platba

-kontﬂaolateb.com

Creation Date: 2020-09-05 14:42 CET

Vase platebni udaje nikdy nesdilime s obchodnikem. V adresnim radku prohlizece si
prosim ovéite, Ze se nachazite na strance platebnibrana.csob.cz a Ze zelena ikonka
zamecku indikuje bezpecné spojeni.

2020-09-05 14:52 CET

79,00 CZK
Platba platebni branou
ComGate Payments

First Query:

[—] Detections
9 2 Verified by M. .
Stevilka kartice | 3000 300X 300X XXXX Ceska posta VISA o ?szte’Fafd
8 .
7 Veljavnost MM v YY | Potrditev z enkratno kodo
79 ,00 CZK Zdaj smo na vas mobilni telefon poslali enkratno kodo.
o CVC/ICW Vnesite kodo, ki ste jo prejeli po telefonu za izvedbo transakcije, in

pritisnite "Potrdi".

5
Spletna trgovina: transakcija

4 VISA - Znesek: 79,00 CZK
Datum: 09/07/2020 07:46:32 pm

3 . Stevilka kartice: XO0KX XXXX XXXX X000

2 Zaplatit 79,00 CZK Dostop do kode pr?k : Potrdite
besedilnega sporodila:

1

0-o

2020-09-07 2020-09-07 2020-09-08 2020-09-08 2020-09-09

SMS screenshot from: https://manipulatori.cz/pozor-na-podvod-sms-zprava-se-tvari-jako-zprava-od-ceske-posty/
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https://manipulatori.cz/pozor-na-podvod-sms-zprava-se-tvari-jako-zprava-od-ceske-posty/

Nové domeny - smishing

DETECT LANGUAGE ENGLISH SPANIS % g CZECH SLOVENIAN SLOVAK

we have now sent a one-time X nyni jsme odeslali jednorazovy
code to your mobile phone kod na vas mobilni telefon
DETECT LANGUAGE ENGLISH SPANIS v Vg CZECH SLOVENIAN SLOVAK
we have now sent a one-time X teraz sme zaslali jednorazovy
code to your mobile phone kod na vas mobilny telefon
DETECT LANGUAGE ENGLISH SPANIS v Pl CZECHI SLOVENIAN I SLOVAK

X zdaj smo na vas mobilni telefon

poslali enkratno kodo

we have now sent a one-time
code to your mobile phone

1
2020-09-07 2020-09-07 2020-09-08 2020-09-08 2020-09-09

SMS screenshot from: https://manipulatori.cz/pozor-na-podvod-sms-zprava-se-tvari-jako-zprava-od-ceske-posty/

Verified by MasterCard.
Ceska posta VISA SecureCode

Potrditev z enkratno kodo

Zdaj smo na vas mobilni telefon poslali enkratno kodo.
viiesSileE KUUD, K = U Dige U 121210110 d (=L 2 d s

pritisnite "Potrdi”.

Spletnz trgovina: transakcija

Znesak: 79,00 CZK

Datum: 09/07/2020 07:46:32 pm
Stevilka kartice: OO0 XXXX XXXX XXX

Dostop do kode prek [ ] Potrdite

besedilnega sporodila:
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Kolik domén je generovano DGA?

Bamital Fobber Mewsei Pykspa 2 Simda
197,000 2,000 1,984 775,342 11,528
Banjori Geodo Murofet 1 QakBot Suppobox
421,390 90,232 4,063,680 385,000 98,304
Bedep Gameover DGA Murofet 2 Ramdo Szribi
3,806 6,182,000 262,000 3000 2,949
Conficker Gameover P2P Necurs Ramnit Tempedreve
125,118,625 262,000 3,551,232 18,000 204
CoreBot Gozi Nymaim Ranbyus TinyBanker
18,160 16,963 65,040 64,400 81,930
Cryptolocker Hesperbot Pushdo Redyms Torpig
1,108,000 178 124,021 34 17,610
DirCrypt Kraken Pushdo TID Rovnix UrlZone
420 300 6,000 10,000 10,009
Dyre Matsnu Pykspa 1 Shifu Virut
592,000 3,346 22,764 1,554 15,335,008

Soucet unikatnich domén: 159 712 234 nebo 34 593 609 bez Conficker

ke konci roku 2015

Zdroj: DGArchive, Daniel Plohmann, 2016
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Kolik domén je generovano DGA?

« Machine Learning Classifiers které se zaméruji na identifikaci malware rodiny za
pomoci zjistenéDGA domény.
"domain": "61r30z17bdx91lmtmdr907qg2b.biz",
"property": "MalwareC2DGA GameoverZeusV22",
S e e s B "class": "MalwareC2DGA",
Banjori Geodo Murofet 1 | QakBot Suppobox
—— G —— “threat_level”: 100,
e
[ C'ry'pl';’:locker”- Hesp’erbot Pus’hdo Ret;yms To;pig
Dyre Matsnu Pyk,spa 1 Sh'ifu Vi‘rut

Soucet unikatnich domén: 159 712 234 nebo 34 593 609 bez Conficker

ke konci roku 2015

Zdroj: DGArchive, Daniel Plohmann, 2016



Slovnikove DGA

Slovnik 1: Slovnik 2: Suppobox malware domains:
face gone ” .
acegone.net.
walk road .
weak dont walkroad.net.
sell + fool I weakdont.net.
deep heat
ball aunt sellfool.net.
push they weakheat.net.
both lift
goes deepaunt.net.
facethey.net.
Dictionary DGA | Example Family Example Domain ballpull.net.
pushaunt.net.
Wordlist Suppobox facegone.net walklift.net.
bothfive.net.
Permutation VolatileCedar dotnetexplorer.info
facegoes.net.
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Infoblox 22

Co si z toho odnést?

1. DNS je jen zpusob odesilani a pfijimani néjakych dat - muze
to byt Cokoliv (tj. Adresa serveru C2, ukoly k provedeni,
Skodlivy kod, citliva data atd.)

2. DNS resolvery slouzit jako proxy
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