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18,362

The number of
vulnerabilities
published in 2020
by the US
Government
National Security
Database

32%

The percentage of
vulnerabilities in
internet facing
applications that
are high or critical
severity according
to Edgescan's
2021 Vulernability
Report

1in4

The number of
companies still
vulnerable to the
WannCry
ransomware
because they
haven't patched
their systems yet
according to
research by
Positive
Technologies

75%

The percentage of
applications that
contain at least
one vulnerability
according to
Veracode's 2020
State of Software
Security report




Kybernetické incidenty pohledem NUKIB
Srpen 2021
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TLP: WHITE

Utoénici v srpnovych incidentech nejéastéji zneuzivali aplikaci otevienych do internetu (Exploit pu-

Nejpouzivanéjsi technika mésice: Zneuziti aplikaci otevienych do internetu °

blic-facing application). Do systému obéti pronikli skrze nedostatecne zabezpecené weboveé servery,
VPN nebo Remote Desktop Protocol (RDP), ktery se pouziva pro vzdalenou spravu pocitacée.®

Exploit public-facing application je technika, kterou Utocnici zneuzivaji slabych mist v sys-

témech otevrenych do internetu. Takovym slabym mistem muze byt napriklad nevhodné
nastaveni zabezpeceni ze strany obéti nebo chyba, ktera vznikla pri psani programu.

MITRE ID: T1190

Mitigace: Organizace mohou zmirnit riziko Uspésného zneuziti této techniky tim, ze do in-
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Challenges of Legacy Applications

Encryption. Does the application use encryption? Is it
configured to use the latest secure encryption standards and
cipher suites?

Vulnerabilities. Is the application vulnerable to common
attacks? How does it protect itself against OWASP Top 10
attacks?

Authentication. Is authentication enforced prior to any
interaction with the application? Are best practices such as
SSO or MFA implemented?

Regulatory requirements. Mandate certain level of security
compliance for regulated industries.

We all have legacy applications. It is difficult to decommission
them due to the business value they deliver. A lot of technical
debt is carried over. Modernization is a long, painful and
expensive process.




Load Balancers Isolate Applications

Load Balancer function OSl Layer
* Hide server network as reverse proxy Layer 1/2

e Hide server IP with Virtual IP Layer 3

* Only allow specific TCP/UDP ports Layer 4

* Advanced content rules Layer 7

Load Balancers perform the same
functions as a traditional firewall!
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Live Demo: Securing a legacy application

Company backoffice portal

Welcome user pavel
Here 1s your main menu:
¢ Download your payroll

e Ask for vacation
¢ Book a business trip

Home

¥ Virtual Services
» Add Hew

» Manage Templates
» Manage 550

» Kubernetes Settings
¥ Global Balancing
¥ Statistics
Real Servers
¥ Rules & Checking
¥ Certificates & Security
¥ Web Application Firewall
¥ System Configuration
Network Telemetry

Help

LoadMaster
Properties of VIP tcp/192.168.222.243:443 (Id:1) 09:39:12 AM

Aabal f# Vers7.2.54.020688 RELEASE (VMware)

Properties for tcp/192.168.222.243:443 (Id:1) -
Operating at Layer 7

Duplicate VIP | Change Address

Basic Properties

Service Name

Alternate Address

Service Type

factivate or Deactivate Service

Standard Options

QoS/Limiting

SSL Properties (Acceleration Enabled)

Advanced Properties
WAF Options (Legacy)
WAF

ESP Options

Real Servers
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Summary
Zero Trust Access Gateway

* Achieved by combining
current functionalities

Load balancer (reverse proxy) as
such

SSL offloading

WAF and content rules for policy
enforcement

ESP for authentication

* Use cases
* Securing a legacy application
* Publishing an application
without VPN access
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Further Reading

* Understanding Load Balancing Essentials [BLOG]

* Publishing & Securing Legacy Applications [BLOG]

* Global Site Load Balancing Explained [BLOG]

* Userldentity Awareness with LoadMaster ESP and Flowmon [BLOG]
* Kemp Zero Trust Access Gateway [Overview]

« Getting Started with LoadMaster Network Telemetry [BLOG]
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https://www.flowmon.com/en/blog/understanding-load-balancing-essentials
https://www.flowmon.com/en/blog/publishing-securing-legacy-applications
https://www.flowmon.com/en/blog/global-site-load-balancing-explained
https://www.flowmon.com/en/blog/user-identity-with-loadmaster-esp-flowmon
https://kemptechnologies.com/solutions/zero-trust-access-gateway/
https://kemptechnologies.com/blog/kemp-loadmaster-network-telemetry/
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