Posun v chapani rozdilu mezi
ICT alCS

soucashna situace.
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ICS a jeho pozice
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Porovnani ICT a ICS

ICT ICS
- Pozadavky na vykonnost mimo realny cas v realném Case
odezva konzistentni okamzita
pruchodnost vysoka stredni
- Pozadavky na dostupnost se zpozdenim vysoka
redundance neni nutna nutna
- Pozadavky na rizeni rizik duvérnost a integrita maximalni dostupnost
- Pozadavky na bezpecnost ochrana aktiv ochrana procesu
- Komunikace standardni protokol vicero protokolu
- Operacni systemy standardni proprietarni
- Doporucéena technicka podpora  ruzna jeden dodavatel
- Zivotnost komponent 3 -5 let 15 — 20 let
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Bezpecnostni cyklus + segmanetace ICS.
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UNSEGMENTED IT AND OT NETWORKS INCREASE RISK™:

* OT networks are exposed to vulnerabilities in connected IT networks. + Segmented zones isolate and protect high-value assets and data.
» Easier for threat actors to move laterally after breaching the IT network.

* Detecting threat actors is more difficult due to increased volume of : :ﬂ:ﬂﬁfﬂiﬁ ::;i:ur';:ed;t:lgt;g;mre:ta’:: ::; ::::: protocols c o L sys @ H I R SC H M AN N
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BENEFITS OF SEGMENTING BETWEEN IT AND OT NETWORKS:
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Industrial cyber security — step-by-step

WORLD
ECONOMIC
FORUM

Unlocking Cyber Resilience

2 LA X . in Industrial Environments:
5 zasad kybernetické bezpeénosti v OT/ICS Fivo PG

WHITE PAPER
NOVEMBER 2023

¥

Zasada 1: Provadét komplexni fizeni rizik prostfedi OT

Zasada 2: Zajistit, aby technici a provozovatelé zafizeni OT nesli odpovédnost za
kybernetickou bezpec€nost OT.

Zasada 3: Sjednotit se s vrcholovym vedenim organizace, tymy strategického planovani a
tretimi stranami, aby se bezpec€nost podle navrhu stala skuteCnosti.

Zasada 4: Zajistéte, aby standardy kybernetické bezpecnosti a osvédCené postupy byly
smluvné vymahatelné u partnert a dodavatelu s cilem vytvofit kyberneticky
bezpelné prostredi OT.

Zasada 5: Provadéjte spoleCna Table Top cviCeni, abyste zajistili pfipravenost pro pfipad
skuteCného incidentu.
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Technologie a sluzby ICS

Cyber-Physical
Security and
Operational
Systems Health

Identity and Access
Management (1AM)

Industrial laT (llaT)
Device Security

Network Discovery,
Monitoring and Threat
Detection

Data Manipulation and Data Injection
OT/ICS Asset-Signal Integrity and OT
Anomaly Detection

Predictive Maintenance

Identity Governance Across Assats
and Users

MFA, Posswordless, and S50

Policy and Role Management
Privileged Access Management (PAM)

Continuous Vulnerability
Manogement

Embedded loT Agent-lloT Inventory
Hardware/Software

Secure and Validate Device Updates

Asset Inteligence - ITfOT/IleT

Attack Path Monogement

Automated Network Inventory
Monitor, Alert. and Report

Network Anomaly and Threat
Detection

Network Asset Discovery and Mapping

the

Operational IT/OT
Endpoint Security and
Patch Management

Perimeter Security,
Segmentation, and Zone
Enforcement

Product, Software, and
Supply Chain Security

Risk Management,
Governance, and
Complionce

Secure Remote Access

Social Engineering and
Phishing Prevention

-

-

*

*

*

-

*

-

Inclustrial IT Endpoint Protection,
EDR/xDR/EFP

Devica-level Zero-Trust

Firmware, Configuration, and Patch
Management

OT Endpoint

Data Diode/Unidirectional Gateweys
Imdustricl Firewalls
soft/virtual/Micro-Segmentation
Use/Removable Madia Sanitization

Menitoring and Remediation
Product Sacurity and SDLC
SBEOM/HBOM Analysis, VEX, File
Integrity

Third-party Risk Management
Yulnerability Managerment

Exposure Reduction and Vulnerability
Prioritization

Industrial Threat Intelligence

Risk Exposure Analysis and Reporting
Risk Management and Mitigation

Aocess Control: ABAC/DAC/MAC/BAC
Audit and Complicnce: Session
Logging/Recording/Termination
Jump box, VPN Access, Converged
SRA platform

Privileged SRA, Zero-Trust, and
Identity

Inbox Cylrer Security and Phishing
Deterrence

Training Platforms, Behavioral
Madification/interactive Training,
CBT/Video

Metwork Prevention/Enforcerment
Secure Email Gateways
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Technologie a sluzby ICS

Aszessments
0 and Testing

Deployment,
* Implementation,
u and Managed

Services

*

*

Asset Discovery, Inventory Hygiene, and
Diognostic Assessments

Canduct Gap, Vulnerability, and Risk
Assessment/audit

Governanca, Policy, and Procedure Review
Metwark Architecture Evaluation
Penetration Testing

Readiness Assessmeant

Social Engineering and Phishing Testing/
Assessments

Technology Efficacy and Efficiency
Evaluation

Acceptance Testing: Backup and Recovery
Configuration and Patch Management
Maonaged 50C and Monitoring

Metwork Design and Segmentation
MNetwork Hardening

Platforrm Integration

SIEM/SOAR. EDR/XDR, Network, Identity,
Asset, Cloud

Systems Hardening

Endpoint, Appliance, and Device

Incident Planning,
. Response, and
Recovery

Program
Development

W  supply Chain and

.\‘ Product Security

,’ Train and Educate

e

.

Contingency and crisis planning
WManage and remediate cybarsacurity
incidents

Playbooks and Response Procedures
Post-incident Forensics

Threat Hunting and Investigation
Threat Modealing and Visualization

Cyler Risk Management

lloT cybersecurity strqteg\,-',n' plon
Metwork Architecture and Design
Plainning

Program Development, Review, and
Management

Regulatory Complionce

Security Fromework and Standards
Adoption

Socicl Engineering and Security
Awaranass Program

Continuous Monitoring

File and Pateh Integrity Service

Product Assessment

SEOM/HBOM Analysis

Secure System Design, Implementation,
and Development

Third=party Risk Management
Vulnerability Managerment

Cyber Range: Simulation Training
Cybersecurity Skills Development
OT/IT Alignment Program

Red vs. Blue training

Security Awareness Training
Tablstop exercisas
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