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Unstructured Data Explosion
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Data Explosion — Are We Ready?

91%

+ Data v"Who has access to this folder?
Lack processes for

+ Collaboration v Which folders does this user or
+ Security Requirements ownership

v"Who has been accessing this

. folder?
MORE Containers

MORE ACLs 7 6 % v Which data is sensitive?

v i p)
MORE Management | Who is the data owner~
Unable to determine v Where is my sensitive data

who can access overexposed?
v How do | fix it?

v'Where do | begin?

unstructured data

SOURCE:
PONEMON INSTITUTE
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DatAdvantage Overview

=151
Jﬂﬂ 3 Work Area: FileServer

» Permissions Visibility
« Usable Audit Trall
 Permissions Recommendations &

Windows Servers
Unix Servers

Modeling NAS Devices
- Data Ownership Identification SharePoint
- Data Classification Information* Exchange
(with DCF)

£ Bdrian Hane (Ro .

.
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Permissions - Bi-Directional Visibility

Lk |

iWDrk.ﬁ.rea | 4=| Review Area | 4% Statistics | —=| Leq | &= Reports | !j.ﬁ.lerts | O History ﬂﬂ = Work ﬂﬂ Work

& - Existing Users and Groups ™ Directories
_ . == ©7  Filkers
9 Reload | & Children | i Reload | | = Lisk | J Pruned Tres " | ¥

J Artave Tree. || S8 Filkers
Org. Unitz: Al Domainz = | |Resources Al Resources ﬂ
Look For: Look For: i .
Arranged By:Display Mame & e —— E splanations Size Explanationz Size
" BT — = @é databazes M R WL (Inherited from "Evemyone'] 'I;I
E| R EGruup:Finant:e .. 0 DataSharet q 34752 GB
LS Alen Corey o E@, dsr F M R ®ooL [Inherited from "Evenyone') 5 100.02kE
- 2 Allison Schafer .. #8 Embd-Enginesring q 11.78 ME
- 2 Andrew Carlisle .. 5 ERP-Arc 3 354
& Andrew Weirich E‘ @é finance M R ® oL [Inkerited from "Group:Finance"'] o 11.66 MB
- 2 Anne Thornton ..|__‘-| 404 3.07 MB
. @ Raatrics | ate N -MS94 0 12.06 KB
Y094 1] 2?1. 4[?;3
Users/Groups... ;
R, . 344KB
[ @ uayEan vluee ¢ E®E Controllers 0
I { £ FElena Cabrera I m I |_‘-| n 1
lata 0
IEMO
to Users/Groups s
CONOMICS to D ata
- - - ]
- 4 Jeffrey Shaw B3 Euoo
2 Jennifer Harrison - 119 Eunz2 L)ata
£ Marc Farhat -9 Euos o
& Margaret Coakley [
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Exchange- Bi-Directional Visibility

& - Existing Users and Groups ™ Directories

% Reload W Children » || 48 Reload =N Lisk | J Prunied|Thes

ntozh, hitp:Afsharepoint,

Users/Groups...

TUORE AL WIS LS | ARETEACT, . . E"& Lo
% Default (Abstract) El ii Exch-prod
= 8 Group_Finance (CORP) = B Mailox

| Srrow Tres %2 Filters Wig | @, Exchange Grouping

to Data

= E.ﬂ.llen Carey (CORPY " Charfyed
o g Alizon Schater (CORP " Mot permitted
- B Andrewy Carlisle [CORP) E| Permtted
e VR L I m aroniederveldi@oorp. . Fullfccess SendOnE
- 2 Anne Thorrton (CORP) ! ég Adamielzoni@corg local Full bocess Send s |
- & Bestrice Latchford (CORF) "ég &drianReddy@corp local Full bocess Sendds |
- Benjamin Kashbekar (CORP) ég AliciaMcGuire@corp local Full A
2, Carloz Kelty [CORF) ; - . g oareyEBcorp local Full &ucx
anDunniE@corp lacal Send &
t U /G nSchater@corplocal Send 4
O Se rs ro u ps Boton@corp local Full &
ewCarlislefoorplocal - Send 0
& Eric Adler [CORP) | | 1=~ g Puhblic Folders Publizhing suthior
£ Erin Manning (CORF) - B3 Finance E ditar
£ Eugene Schaeter (CORF) By HR Hong
- & Hesther Cano (CORF) - Bd Legal At
& Jane Molan (CORP) - B3 Manufacturing Authar
& Jeffrey Shaw (CORP) - BZ Marketing auithor
- B Jennifer Harrison (CORPY - 8 ¢ ¥4 Sales Contributor

Size Contaited Files
187 TB 8,334
£5.02 ME 86341
Inherted FROM “Allen Carep(CORPT" 29393 kB 340
Inhented FROM "“Evervonesbstract]” H8.66 KB 386
Inhernted FROM "“Group_Finance[CORP)" hazKe 11
[CORPT" 0 Bytes 1]
I 406.06 KB 487
ract]" 7895 KB 103
Data 1 "l AR WATIKE 441
ract]" 11346 KB 168
IRFT" 438.38 kB 509
Inkented ranm “aMURTMUDs LOGO... 1041 KB 1
Inhernted from "Group_Finance[CORP)" 10.41 KB 1
0 Bytes 1]
Inherted from "AMOMYMOUS LOGO... 0 Bytes 1]
Inhernted from “AMOMNYMOUS LOGO... 0 Bytes 1]
Inherited from “aMOMNYMOUS LOGO... 0 Bytez 1]
Inherited from "'Defaultfdbstract) 0 Bytez 1]
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Unix Visibility

ng Users and Groups ™ Directories
& Reload | & chidren | 2 € Reload | =) List | %) Proned Trean il o ee S5 Elkar i
Org. units: &l Domaing ~ ||Resources:  corplz02, hitp: /#sharepoint, ce finance Properties ﬂ
Leel: [r Lo o Permizsions | Socess Contral Ligt ['I]Ei
Arranoed By Type o Directory
- -8 g .
a varonisuser (centosS) W corpfs0z — Trvial access control entries
-E—%—nms-(-em!eﬁi_ - W hitp:/ysharepoint
E‘% finance {renkoss) E"'iﬂ centoss Object Name R W X Effective
e — TETETEE T =-#g ¢ Mask WV ¥
Lo I Other (Abstract) -9 bin £ User (varonizusericentoss)) ¥V ¥~
ekc % Group [varonis{centoss)) WV ¥
home B Cther(abstract) I
liks
y —Estended uzers and groups access control entries
POSIX / \CL S Object Mame WX Effective
r@, financelcentoss) WV ¥
Add. | Hemowve | Remowve Al |
0. I Cancel | Apply |

-
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ldentify Risk — Over-exposed Sensitive Data

8 reload [ =) st | ) PrunedTree | 3 Arrow Tree | 22 Fiters | view & reload | & chidren | 20 &
Resowrces: corpfs02. centosh, http:/fsharepaint ﬂ Org. unitz;  All Domains
Look For: Lok for:  EYery
Directary Permissions Explanations “iolatiar,.. Motes el
= iﬁ corpfs0z =11 & EEveerne {Bbskrack)
I-}Elfg C: 203 Social Security Mumbers [75] .american ... T
'-BEI""&,:', Share F M R W ¥ L Inherited from "Evemoneldbstract]” 203 Social Security Mumbers [75] .american t
H- B4 34 Social Security Mumbers [10] ap#rican ——— -:
d I
- ®0 BEB-Project I
- ®5 F] !
JVE NO0SE0 DIAE I
[E:l" ?0 databases R |
B Catashared |
[I:I" B0 dsr M R [ ] , L) = - ' - L/ ( :
F-®5 Embd-Engine. .. |
- B0 ERP-Arc 0 |
- 1# i i} :
E]" Fondue a |
F-®0 groups RFow = L Inherited from "Evervongffbstract]” a |
w0 R 0 I
[+ ?,q HR.-Frivake 7a Social Security Mumbers [30] .american ... :
: |
+ legal 91 Social Security Mumberz [35] .american ... S
=

-
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Audit Trall

iWnrkArea | +=| Review Area | 4% Statistics .. & Reports { !j.ﬁ.lerts | ﬂﬂ

SREhJEId | QList | ? || Switch to advanced mode [ Saye/load

Log: finance[co

Rezources:  corpfe0Z2, centosh, hitp: ;ﬂ

Look For: Search

Directary
= ii corpfs02 =
<E-Bg
'-FB_?B Share
" ®o apps

Show data from: |File system events | From: [11/ 2/2009 12200 aM - | Too |11/ 2/2009 11:59 PM - | Search |

Cluery: File name Mot like ™" AND Directory path Starts with 'CASharetfinance’ ARND Time between 11/2/2008 12:00:00 Ahkd
and 11/2/2009 11:55:58 FM AND Show data from Equals 'File-system ewvents'

Operation Type -

w0 g4 || =TTE""""TT Server /Do.. |0 | Operation On | 0| Operation Ty.. « | Operation By | File Type
" B4Released-App @ Operation Type:  Object added (103
-- ®5 EEB-Project

#4 Bl (4 Operation Type:  Object narme changed [(41]

" ¥ databases [Iperation Type:  Object removed [

" ¥O Datasharel E 11/2/2009 10:25:... | corpfs02 C:ASharehfinance\GUINHEWMASHYAOFEKMAIL LS Object removed CORPElena Cabrera

" o dsr B == 114242009 10:25:... | corpfs02 C:ASharetfinance \GUINHEWRMASHWABOOK LS Object removed CORPElena Cabrera #LS
" ®5 Embd-Engineerin

- Bo FRE-ar ;

’ P — )

=- fg ffinance

- 404
-0 7Ms5a4

-0 7vone
atrin
B0l

Search, Sort, and Group

L
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Audit Trail with Data Classification

Search
% New Group # News Filker Remove Selected
[T Show data from Equalz
and
[ Time Between
and

[ Anyof [OR]:

[T Bule name
or
[ Bulehame E

or

[T Bulehame

Switch to Simple Search

e 2 s

Filesystem events bl

Sensitive Data Access Activity

I‘u'isa

I MasterCard

I.American Express

SavesLoad Quer Defintions »» |

Crag a column header here to group by that column,

| File Se...| 0./ Object

12/3°2M010:19: unplanned_tranzacho...

| 0 | Operation Type | Operation By

C:ASharesfinanceEconomicstCostings2 - Inventary Report 200840 Object added CORPYnn Schoenber...

12320001019, unplanned_tranzachio...

C:ASharesfinance EconomicstCosting2 - [nventory Reports20084... File modified CORPYnn Schoenber..

124342010 10:06:...

Mew price for JV-SUP.

C:hSharesfinance\Financial ReportzhPrices and Item Mumbers Object added CORPACyztal Grove

12432010 10:0€:...

Mew price for JV-SUP.

C:hSharesfinancesFinancial ReportzhPrices and Item Mumbers File modified CORPACrystal Grove

12432010 10:41:.. [MWETMORY SLIMM ...

C:ASharesfinance EconomicstCosting2 - [nventory Report 200840... Object added CORPAEn Adler

12/3/201010:47:.. [NWETHORY SLIMM..

CORPAEnic Adler

C:ASharesfinance EconomicstCosting2 - [nventory Reports20084... File modified

hi-zpeed checkweigh...

12/3/201010:54:.

© 2011 Varonis Systems. Proprietary and confidential.

Hit "Esc” to return to Main Menu

C:hSharelegal\CorporatehLicense Agreements Object added CORPYMelizza Donovan
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Audit Trail with Exchange

Users and Groups Log

Wi'hen did the event occur? - "SpecificDates" between 12/1/2010 12:00:00 Ak and "1/3/2011 11:59:53 PM" AND Look anly in these resources: - "(corpf:
centosd or http:ffsharepoint or Exch-prod)" AND What was the nature of the event? - "All Operations" AND YWho accessed the folder? - "Allen Carey(CO

*»

B Reload | & Children

Org. unitz:  All Domaing -

Look for; allen carey

Arranged By:MName a | Click here to change the query

1y Mot all results retrived from the database. Any sorting or group-by operation will take inbo account only currently retrived objects.

Operation T .
peration Type ‘._Dl:qect N

< | Time [File Serve..| 0 | Object « | Path [0 | Operation Ty.. = | Change Description

[#) Operation Type:  File modified (17]

I [+] EIEeration Type: File opened @D]

(4 Operation Tepe: Message opened [16]

(4 Operation Tepe: Meszage received [37)

(4 Operation Tepe: Message sent (30]

(=) Operation Tepe: Meszage sent az [2)

(=) Object: Financial reports [2]

12/2/2M0 2530, i Excheprod i Financial reports M ailbox StorehdllenCarep@corp.. (Fdi Meszage sent as i Mezzage sent to AdianReddw@corp.local a: Adambelzoni@cor.,
12/3/2M010:09.... | Exchrprod  :E5: Financial reports M ailbox StoretdllenCarep@oorp.. (f2di Message sent as Messzage sent to AdhianReddw@corp.local as Adambelzoni@cor .,

(&) Operation Type: Message sent on behalf (5]

(=) Operation Type: Object added [13]

1] Object: billing Jan- march.tat (2]

YT e
12/3/2M0171:27:.  corpfe02 hiling Jan- march .. C:\Share\finance\d1 2006 Ohject added

Page 12
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Recommendations

@™ Directories 22 Recommended Users and Groups

= m o = i
& reload [ = vist | 5 Pruned Tree | *H ArrewTree | &3 Fiters | 5 Reload | ® chidren | 2/l ArrangeBy | &2 Filters I

Resources:  corpfz02, centosh, http: //sharepoint ﬂ Org. unitz: Al Domaine I
Lok Far: Lok far: .
Directory | Permission: | | | dianag Bl Riimisaian
=2- ii corpfsz B sec_IlsSuskam foonDY M R W X L
B o Grodh_Finance (CORF) Bow X L
By U Ser - & Bl christy Yepier (CORE)
o & Jennifer Hartiso. ..
. - = B Marc Farhat (CORPY
Wh at If? 2 Eugene Schaefer ...
0 2179 ME - & B3 Eric Adier (CORF)
0 190,71 ME - & B Jeffrey Shaw (CORF)
M i uSLaLEe E 5285 GB - 2 Benjamin Kashekar...
¥ Datasharel 0 54035 MB - 2 Andrew Weirich (...
: £ dar 5 1912 GB & B Elena Cabrera (CORF)
: 5 Embd-Enginesring 0 205GB - & B Michael Federle (...
¥0 ERP-Arc 1 236GE - 2 Maria Hirasaki (CORP)
] -F5 I Finance 25 76.45 GB bR Al Bt CaR0 (COREY
- 404 0 0 Bytes - & Margaret Coakley (CORPY
-0 Tms9d 0 0B 2
YO 0
atm 0 - -
. ; Excess Permissions?
E-®5 Controllers g
o] 1]
- data 0 0 Bytes Allen Carey (CORP)
DEMC 0 O Bytes Erin Manning {CORF)
DEMGC94 0 O Bytes Chris Cwercash (CORF)
#-®5 Economics 3 13.00 GB Crystal Growve (CORF) |
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Permissions Clean-up

|

+=| Review Area | 43 Statistics

| Log & Reports | }j.ﬁ.lerts | | Histary | ﬂﬂ 3 Work Area: FileServer

2r Recommended Users and Groups
I “erify Shared Access & Reload & chidren | 2/l Sart
Include | Sequ.. = | Status Description BeginTime Eror Description . .
Org. Unitz: Al Domains -
: : . - Loak For:
1 E Pending Oper.. :Protection/Uniqueness changed: legal is protec.. | 1/20/2010.. N T -
2 E Pending Oper.. remove group Everonelbbstract] FMBL=M for. i 1/20/2010. | plal = it
""" %. Everyone (Abstract) F M R W = L
X
R P adrminiztrator |
ord for corpfz02 [Per zeszion]
ard for all resources [Per session]
4 | ] Login I Cancel
—Scheduling
& Immediate
¢ Schedule On: Friday January 29 1:07 P j
sbot | | Aolack Close

View Outcor = Simulate Changes

Open...

L
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Activity Analysis

o * Most/Least Active Users
vt o Most/Least Active Directories
« Anomalous Behavior

kley [Root-Domai

1,411

169
105 75 74

4/2/2006 4/3/2006 4/4/2006 4/5/2006 4/6/2006

Events fo

In Subdirectories 0

Traveling - 625 ‘

|-::r-1 -1,539

In Subdirectories 0 |

surplus - 3,216

In Subdirectories 0

L
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Data Ownership Identification

o, Work frea | 4=| Review Area | 4% Statistics || -=| Log | &2 Reports | }j.ﬂ.lerts | | Histary E.ﬁPrint IE Statistics: finance

™ Directories - Statistics

= f o d
G reload || E st | Frome | Fridsy . Mach 03,2006 *| Too | Tuesday . Juy 11,2006 |  Search | Show: & Graph 7 Table
IHESDUICESZ Al Rezources -
el (B | Tom— Ackiviey By Date | Subdirectory Skakiskics | User Access| Inactive Users | Least Active Users | Inactive Directaries |
Directony |
=- iﬂ FileServer =
9"".?5 c
" o apps
-1 B
E- BaReleased-appl...
- #5 BEE-Project
®-®g B
" ¥o databazes
-5 DataShare1
" ¥o dar
" ¥0 Embd-Enginesring
LR
- 404
[0 Tmses
Y094
atm 2 Ann Schoenberger (Root-Domain)
bl mm Andrew Carlisle (Root-Domain)
Cars B Erin Manning (Root-Domain)
= mm Chris Overcash (Root-Domain)
#-¥g Controllers W 4.72-5.7% of events. (2 users)
n m Margaret Coskley (Root-Domain)
B dat oy 1.47-2 57% of events, (6 users)
a s 0-1.34% of events, (7 users)
DEMO =

L
f 4 ®
© 2011 Varonis Systems. Proprietary and confidential. v Va rO n |S




Data Ownership Assignment

| datAdvantage - : localhost - [Resource: FileServer]

File  Tabs Tools  Help

U, Work Area || «o| Review Area | | “jLlog | =2 Reports | 1Y plerts | A Print lz‘ Statistics: finance[FileServer)

@™ Directories - Statistics

G Reload | E it | ol Fom | Monday , December 01,2002 | Tor  [wednesday, January 14,2009 = | Search |5h0W1 & Graph {7 Table

Resources. Al Resources W

Loak for: | Search Activity By Date | Subdirectary Statistics | User Access| Inactive Users | Least Active Users | Inactive Directaries | Activity on managed Folders |

Directary

=5 Fileserver 2

o2 c

- ®5 apps
- B4
- BdReleased-Applicatic
#-®5 BEB-Project
H- B0 Bl e = L]
F- 3 databazes ng ht_CI ICk
#-®0 DataShare!
H-®5 dar =
- #5 Embe-Engineering | bkl DS STOTINE [ Set OWn e rS h I p
*-®5 ERP-Arc
=]

[ =94
TY094
atm
bl 32.78%
Cars ' Jump To... »
- g
70 Controllers Manage Cwnership. ..
o Set Ownership, ..
L data 2 Ann Schoenberger (Root-Domain)
DEMO mm Andrew Carlisle (Root-Domain)
W Erin Manning (Root-Domain)
DEMOS4 m Chris Overcash (Root-Domain)
- '8 Econamics e 4.72-5.7% of events, 2 users
erin w Margaret Cozkley (Root-Domain)
m 1.47-2 57% of events, 6 users
ELa0 mm 0-1.34% of events, 7 users
-0 Euz = J
a | 3|
43, Users and Groups

[ Directories Represents the distribution of events per user on the specified directory

L
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Reports — Automatic Data Owner Involvement

Reports

-
.VVaronis

Access Path

c:HR

[+ | c:\HR-Private

+§!

8| c:\HumanResources

Access Statistics

I Report generated on 4,/9/2009 9:09:47 AM

SAM Account | File

User Name Date Name Server

Root-
DomainlAnn
Perrino

Root-
Domain|Don
Penisson

Root-
Domain\Erica
Caffrey

Root-
Domainialex
‘Weinger

Root-
Domain\Frances
Weidenfeller

Root-
DomainiMelissa
Cooley

Root-
Domain\Alex
Weinger

Root-
Domain|Denise
Walters

Root-
Domain|Frances
eidenfeller

© 2011 Varonis Systems. Proprietary and confidential.

Event
Count

8

Event
Count on
Subdirs

810

41

48

174

156

14

185

59

120

wr/Group

izsions for Directary

E| “@ Subscription

‘g Snapshot

|
=

= d. Zhare Permizsions

[+

|
=

# & Unused Security Groups
5. Analysiz Engine and Editing
6. Alert=

7. Inactive Resources

g. Cthers

9. Executive Reports

)

POPOOPPO

10. Histary

Unchanged

Activity

LLy (R ey es

1 ¢ Global Group Access Analysis

Send email to testi@test com

subfolders

=rl filas

inherited=

=not
inheritecd=

'l
SLEILIAErE
and files

c:\finance
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DataPrivilege Overview

Entitlement
Reviews

Authorization
Workflow

« Self Service
Portal

« Ethical Walls

© 2011 Varonis Systems. Proprietary and confidential.

Reque Rule name: IrwestrmentsAccess ? ™ 1s Enabled

REGUE | ngical path:

| Folder name:

| Clauses
Department Equals Investments

Summaryl

NS Request Dperation Type Permissions
Permissiol
Memberg] © Grant 4= " Grant & Revoke
~ Manageny
Drenld  Revoke = & Revoke ol B2
Group Ow
il E:piration Date Authorization
Reports
o) Approve % Decline
& Never
on I Mo one from the investments ;I
departmenet should have
 nfter I Days access to the finance data. LI
Characters left 921
¥ Enforce Rule
[ Donot approve automatically
|
~ =
™

Page 19

Hit “Esc” to return to Main Menu Vvaronis’




DataPrivilege — Automated Entitlement Reviews

Request ID:

Approve or Overrule: cequest Type: et Pending

ATTEIR Entity Name:  Groun Finance
c Chan ges Requests and Authorizations
I e T S e S S i
DA
° 222 Erin Manning Cryztal Grove B22/2009 Initial review Membership Grant Approved Group_Finance
Recommendatic e
° R e Or CORPAE Group Owner BI22/2009 Initial review Approved
port
220 Erin Manning :ztlhn?bnrn 6222009 Initial review Memberzhip Grant Approved Group_Finance
[ e e —
CORP A Erin Manning Group Owner BI22/2009 Initial review Approved
218 Erin Manning g;;a;tm GI22/2009 Initial review Membership Grant Approved Group_Finance
[ = e e —|
CORP Erin Manning Group Owner 62212009 Initial review Approved
216 Erin Manning Anne Thornton G22/2009 Initial review Memberzhip Grant Approved Group_Finance
[ ) e e —
CORP Erin Manning Group Owner 62212009 Initial review Approved
214 Erin Manning Allen Carey GI22/2009 Initial review Membership Grant Approved Group_Finance
[ e e e —
CORP Erin Manning Group Owner BI22/2009 Initial review Approved
Cancel

L
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DataPrivilege — Authorization Workflow

User

User

Opened Folder

DP Request

. ate
« Audit Trall
* Report

Data Owner

© 2011 Varonis Systems. Proprietary and confidential.

Approval Form Permissions Granted

Erin Manning

-
\’ ey
& | Home @| Fan B Heip B | contacts H| About varonis

Summary
Request ID: 39
Request Dperation Type: B Grant Access

Pending

Requested For

Entity Name: Adam Melson

Logon Name: Adamielson
@ Domain Name: CORP

Department: Engineering

Telephone Number:

Permissions For Directory Expiration Date

Path: CORPESOZASHAREVFTNANCE © Never
Requested: Modify on I
o]
Membership to: IMnd\fy - sec_[T-System j ¥ afrer |14 pays
[ams Raole Status Level Permissions Date
n Erin Manning Dir. Cwner

Total: 1 Record

No. OF Rows |3 'I
Request Reason Authorization Explanation Authorization

T would like ko review the accounts payable recards,

keeess granted for consulting ;I & approve

project 602.
| d © Decline

Characters left 957

Hit “Esc” to return to Main Menu Vvaronis’




Complete Self Service Governance Portal

, Erin Manning

-
& | Hone @ ran Bl Holn B | rantarts R atwait v u‘a run iS‘.

ome, Erin Manning ]
v S n®
& | Home @ FAQ | Help B | contacts B! About varonis

| Lirectory U Erin Manning

& | Home @ ran B Hep B | contacts H| About

. .
Managed Directorie: Stat I St I CS
4 Search: I Search

Permission Requests, Pending Requests

Summary | LNrectory Uwhe

* Pending Requests

I — Uer ens | I Pt | ExpanliE From: ISeptamber 01, 2009 To: IOctUbEr 05, 2010 Type IUSBI’ Access
Membership Requesl permission Requests ENII CORP
i ? Represents the distribution of events per user on the specified directory
~Management Membership Requests | FEFINANCE ACORPFS0Z|SHAREYFINANCE
-
Direckary Cwner PR
Direckary Craner
Group Cwner
—_— Eroup Owrner

+ Search 25Tz

¥ Search \
Reports Reports b S

Displa

Etin ManningiC

- PErmissions -

Derek Hirasakil
Margaret Coakl

Crystal Grove(t Y ]
allen e CORDY 6774

Run Print Export '
Log [ J - !

Lal | .

Page 22

S
© 2011 Varonis Systems. Proprietary and confidential. H [1- - ES C” 1-0 reiL rn {-O [\’J d [ n [\”‘I‘I‘[ enu v Va I'O n iS




Risks, Controls & Regulations

% High Risk Levels

* File System data is at great risk for loss, theft, and misuse
» Access configuration changes are untested

4{ File System Control Gaps ‘

» Many access controls are “loose,” even broken
* No audit trail exists
* More than half of data has no known business owner

4{ Regulatory Requirements

* HIPAA
» PCI-DSS
» Sarbanes Oxley
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Management Challenges

JEIIICTIL

2500 Unique Folders

Crizulspie)ss

For every unique folder...

AGCESS Dellel [ Cilo o)zl [ SENSIHVE
Cori OwWrersi AGTE Corisf
j - . R —— V. —
( d ) ( h h ) ( ) ( )
How do we Whic How many Which data
— grant — folders need — folders are — is sensitive?
access? owners? open? '
. W, . J & W, . W,
( ) ( d ) ( ) ( )
How do we
: : - How do we How do we
— Revoke it? — identify the — . — .
? ?
owners? remediate” manage it”
L W, L v, \_ W, L W,
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Your Data in 5 Years

Unstructured data is growing at 50% per year...

30 , \\ "
. = =
20 2

eleg jodl
H
o

...in five years you’ll have

25TB!
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Containers and Permissions

A single terabyte of data contains 950,000 folders
2500 of which are unique and need to be managed

» M

50,000 folders = 2,500 unique

i
—
)
-
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@y
<
—
@D
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Your Permissions in 5 Years

- 80000 As the data grows, so
grows the complexity
oo % if you have 19,000
E folders today...
- ...in five years you’ll
; have over 19,000
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Storage Savings

With 10 terabytes of data, 4-6 TB is likely
stale and can be archived without
Impacting business activity

%
"

How much are you spending on storage?

" Active
M Stale
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Storage Savings

Sitarzie)s Sizlv/ife)s

B Er
— |0 ;
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Q

By analyzing actual user activity, Varonis
can identify stale data which can be
archived to less-expensive storage.
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Varonis Customers

o d Arnold  @uniper

M| F s | REGENERON Samisk 7 CONDEENAST Mt T s ot Mo A
ET . The San Ili_tgu | 2
SHARP o Minion-Cribune. ' _EMC’ msystems

Over 900 Customers & 3500 Installations...and growing!
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Sandro Huber
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