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What is Flow Data?

Modern method for network monitoring — flow measurement
Cisco standard NetFlow v5/v9, IETF standard IPFIX
Focused on L3/L4 information and volumetric parameters
Real network traffic to flow statistics reduction ratio 500:1
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Flow Monitoring Principle
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SRC & DST IP address
A,
SRC & DST port
Protocol number
Lifetime
Number of packets
Sum of bytes FIOW
Export
A, Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 001 TCP 192.168.1.1:10111 -> 10.10.10.10:80 2 80
9:35:25.0 003 TCP 10.10.10.10:80 -> 192.168.1.1:10111 -] 1sB2 ...
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Myth: “Flow data do not provide sufficient level of detail when it comes
to network troubleshooting or forensics. Full packet traces are
absolute must to investigate on network issues and fight cyber crime.”
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Strong aspects Weak aspects

+ :
UL OIS ElLE - Useless for encrypted traffic

Packet + Enough details for troubleshooting :
. . . = Usually too much details
Analysis + Supports forensic analysis — Verv resource consumin
+ Signature based detection y 9
1 min 1 hour 1 day
75 GB 4.5TB 108 TB

+ Works in high-speed networks

+ Resistant to encrypted traffic I A T o

Flow Data o : = Sometimes not enough details
v U1slgy Elnd (EReiilig = Sampling (routers, switches)
+ Network behavior analysis ’
1 min 1 hour 1 day
150 MB 9GB 216 GB

Flow vs. Packet Analysis on 10G




Modern Flow Monitoring with Flowmon Probes

Versatile and flexible network appliances
= Monitoring ports convert packets to flows
« Un-sampled export in NetFlow v5/v9 or IPFIX
« Wire-speed, L2-L7 visibility, PCAPs when needed

« MAC « Standard items « NBAR2 « SMB/CIFS
 VLAN « NPM metrics « HTTP * VolIP (SIP)
« MPLS « RTT, SRT, ... « SNI * Email

« GRE « TTL, SYN size, ... « DNS « SQL

« ESP « ASN (BGP) « DHCP « SSL/TLS
« OTV « Geolocation  [EC104 « CoAP

* VXLAN



Why Flow Monitoring?

Continuous full packet capture tools cannot
scale with bandwidth explosion in corporate
networks and companies are switching to flow
technologies.

Gartner notes that 80% of network
troubleshooting can be solved with NetFlow.

Flowmon combines best of breed: flow data
enriched with L7 and performance metrics.
This helps to solve 95% of all troubleshooting
cases. In addition, Flowmon provides on-
demand packet capture when flow visibility is
not enough.




Using Flow Data For Security

Volumetric Gartneﬂ
DDoS detection

Packet-level

capture,

analysis and

Packet-Based recording

Technology Tools VAT

*‘Q independent
&

Costly
‘ Cost-effective summarized data

Insight into which devices and applications

Elow-Based are consuming bandwidth
Technology Tools Lacks details of specific datasets of network
packets traversing secure source and

destination

’ Vendor-derived from data sources

Provides valuable volume, error and utilization data
Lacks granularity by not breaking down usage of bandwidth
Risks overpolling and saturation of the network

Anomaly detection
Incident reporting L

Source: Gartner (September 2014)
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Next Generation Network Security -
Behavior Analysis & Anomaly Detection

Detects and alerts Reports anomalies Detect intrusions and
on abnormal and advanced attacks not visible
behaviors persistent threats by standard signature
based tools

Gartner: “Blocking and
prevention is not
sufficient. After you
deployed firewall and
IPS, you should
implement network
behavior analysis to
identify problems that
are undetectable using
other techniques.”



Flowmon ADS Principles
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Behavior
Patterns
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Databases
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Zdrojovi IP

. 112.90.18.105

. 112.91.30.17

W 121.10.112.17

1 183.61.138.105

1 210.73.221.181

W 112.90.18.105

W 112.90.18.105

. 112.90.18.105

 Hows,

Typ

udlosti

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

5480

Detail

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2,86 MiB, packets: 65 559.

The traffic not belonging to any internal network was
detected (this may incicate spoofing). Transferred:
2.37 MiB, packets: 58 379.

The traffic not belonging to any internal network was
detected (this may incicate spoofing). Transferred:
2.37 MiB, packets: 56 266.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.66 MIB, packets: 65 415.

The traffic not belonging 1o any Iternal nEtwork was
detected (this may incicate spoofing). Transferred:
2.36 MIB, packets: 56 06

‘The trafic not belonging to any internal netwark was
detected (this may indicate spoofing). Transferred:
5.04 MiE, packets: 125 924,

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
3.60 MiB, packets: 88 749.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.60 MiB, packets: 63 126.
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2013-08-24
07:15:21

2013-08-24
o7:15:21

2013-08-24
o7:15:21
2013-08-24
o7:15:21
2013-08-24
05:39:59

2013-08-24
03:38:31

2013-08-24
03:00:34

locathast

locaihast

locaihast

locathast

locathast

focalhost

localhast

Cile:

B3 1.52.6.170, B 1.52.13.199, I 1.52.42.167, [ 1.52.59.
B 1.52.71.217, 0 1.52.67.245, I 1.52.133.228, B0 1.52.1
W 1.52.192.113, [0 1.52.218.18,

BN 1.52.54.212, B0 1.52.109.106, I 1.52.167.73, B 1.52.1
I3 1.52.191.229, [N 1.52.218.123, B 1.52.220.241, B0 1.5
B 1.52.241.199, [0 1.53.8.81,

BN 1.52.1.176, B 1.52.2.100, B 1.52.7.105, B 1.52.44.16)
W 1.52.77.224, B 1.52.128.196, I 1.52.128.214, I 1.52.
B 1.52.199.183, I 1.52.241.170, o0,

B 1.52.56.25, I 1.52.85.224, I 1.52.86.18, W 1.52.92.1!
BN 1.52.174.104, | 1.52.183.10, 0 1.52.184.230, J 1.52.
18 1.52.200.16, B0 1.52.235.13, 0,

BN 1.52.26.245, B 1.52.44.63, I 1.52.112.109, 3 1.52.14
W 1.52.177.97, W 1.53.40.147, B 1.53.58.10, I 1.53.89.
9 1.53.122.157, [0 1.53.21.26,

W 1.52.4.138, B 1.52.12.103, I 1.52.28.61, I 1.52.31.7
B 1.52.42.130, BN 1.52.44.24, I 1.52.48.142, [ 1.52.67..
1528034,

W 1.52.7.220, B 1.52.11.109, I 1.52.28.57, W0 1.52.42.90
BN 1.52.55.134, B 1.52.114.14, BN 1.52.115.205, B0 1.52.1
S 15212210,

W0 1.52.12.16, B 1.52.77.184, I 1.52.104.14, [ 1.52.125
B8 1.52.128.99, B 1.52.134.215, I 1.52.137.109, 1M 1.2
5 1.52.203.143, [ 1.52.205.197,




Flowmon Flowmon ADS  «

52 Search criteria

Dashboard From |2019-02-02 09:49 To |2019-02-03 09:43 | @& Perspective | Operational issues ¥ Data feed | All

Events

Reports
@ Events in time

Processing

®-:

admin 22 | X | @
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Settings z i
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Events by priority and count {360)

Priorities: ¥ Critical ¥/ High ¥ Medium ¥ Low ¥l Information (All / None) 2019-02-02 09:45 - 2019-02-03 09:45

[mEd DNS traffic anomaly (DNSANOMALY) 27 (number of events)
[0 B High volume of transferred data (HIGHTRANSF) 11 (number of events)
ICMP anomaly (ICMPANOM) 3 (number of events)

reputation 201 (number of events)
mber of events)

mber of events)

Analytics Dashboard &



ADS Detection Capabilities

Attacks on network services

Infected devices and communication botnet C&C,
attackers, ...

Port scanning and similar symptoms of infected devices
Applications like P2P networks or on-line messengers
Outages of network services

or improper configurations e
Potential data leakage and usage prestsloaiiniintalnil

of data sharing on internet & ) SSH sceack (SSHDICT)

PROXY bypass, TOR L G e sy s
Anomalies of DNS or DHCP traffic =i
Attacks against VoIP, PBX, ... L am e

‘B . Mewr or alien device (ALIENDEY)
Hl . L3 netwark anomaly (LIAMOMALY)

Unexpected mail traffic and SPAM




Flowmon Threat Intelligence

= |P and host-based reputation feeds (community & commercial)

= Detection of C&C domains, P2P botnets, phishing, etc.

= |P addresses
« HT TP host names, URLs
= Domain names




User Defined Anomaly Detection Methods

Advanced users request maximal customization options

Detection focused on specific use cases and scenarios followed
by standard event pipeline (priority, notification, SIEM, ...)

Various benefits in different environments

Protocol anomalies HTTP UDP traffic req_transferred > 104857600 AND
protocol = 17 AND destination_port = 80
Specific malware Retefe2 banking http_url LIKE /ICECVREU js?%'
trojan
Regular expressions SQL injection Tools.re_match('.{1,4}[Oo][Rr].{1,4}\d.{1,

3Nd', 'http_url') = 1
Specific OS detection Windows XP ua_os = 68 and ua_os_version = 5.1




ADS Alerting and Integration

2014-05-26 14:47 - 2014-05-27 14:47

Perspectives to setup event priorities

B [ sSH attack (SSHDICT)
® @ Port scanning [SCANS)
E_ m a i I n Otifi Cati O n S - E BitTorrent traffic (BITTORRENT)
# @ TP anoma by [OLT SPAR)
- W nstant messaging traffic [INSTMIG)
[

PDF reports

- High vaolume of transferred data (HIGHTRANSF)

SIEM/Iog management Email reports SNMP

« Syslog (native CEF format) ave
= SNMPV2 traps —

Ta ke a Cti O n Use priority as syslog severity [T
« Integrated (AddNet, ISE, ...) rpecte [Senerl e enerte: =
tessage type |C|:|mm|:|n Ewent Formatvej

= Triggered Capture cvontid [ i
« General Script







Recent Interesting Detections?

WannaCry in large IT infrastructure organization

Ransomware in action encrypting X-ray images in hospital

Data leakage via DNS (TXT queries)

Cryptocurrency Mining on various client devices

Attacker controlling and sniffing traffic via DHCP spoofing

And many botnet infected devices in various industry verticals...




Detaily udalosti

Cile (8482)

316.20.251.163
$212.113.45.179
341.174.17.222
¥206.16.253.1
3140.24,203.240
$95.81.247.250
$129.50.153.86

$30.52.157.250
#107.107.22.58
¥223.227.150.25
173.219.139.105

1205.245.201.87
373.135.56.119
$138.26.170.33

$165.156.60.174
$172.213.150.16
+76.87.28.150
$55.240.88.125

Typ: Port scanning (SCANS)
Casova andmka: 2017-11-13 14:55:00
Prvni Flow: 2017-11-13 14:54:25

KomentafF (0) Kategorie (0)

Dle zemi  Dle IP adres

$211.215.190.1%6

$113.156.105.135

1145.141.181.188

Zachycené jméno plvodos: N/A
Zdroj Flow dat: IDN
Detekovano instanci: Default

76.122.115.121
4411194141
$93.202.239.29
¥28.58.120.18

3 65.247.102.135
F79.146,187.124
195.92.227.19
$214.57.202.152
¥196.18.0.44
$55.178.163.46
¥ 20.187.250.45
$1152.217.218.122

149.69.50.118
$45.15.192.45
¥143.5.89.87
$136.113.112.120
3 182.47.93.83
$212.36.188.98
1123.69.15.18
$49.253.181.64
$143.96.171.139

Zaznam udalosti

Pivodoe wdilosti: £ 172.23.44.7 (unknown)

+89.186.206.46
$105.120.180.174
$7.168.219.132
$14.110.70.1
1171.87.123.160
158.224.222.181
$52.201.132.145
$11.135.145.80
$107.192.184.176
174.154.2.125
3104,10.233.162
§134.85.76.116
59.104.100.124
§165.26.233.212
32116.209.73.98
$71.91.102.98
$206.32.231.166
+81.68.78.70
$5.135.242.19
$195.29.248.115
3157.247.164.120
0

Wanna Cry Infected Device

18.136.249.144
¥177.3.179.159
$164.104.187.113
¥187.167.1.221
1134.66.201.172

4 G0 1860 &Y%

¥ 54.141.252.99
$108.141.151.35
¥42.225.222.127
$217.161.146.176
$131.82.117.104

474 49T s D

$5.169.130.97
31123.3.245.210
$102.79.34.113
$144.234.176.215
$197.19.195.1

=4 T4 160 41

False positive:
User ldentity:

Detail: horizontal TCP SYN scan (attempts with response: 5, attempts without response: 8 477, targets: 8 482, port(s): 443).

$178.50.94,39
$15.55.190.13
¥193.28.158.59
345.208.71.78
159.174.48.36
$158.180.210.213
370.189.108.238
$183.135.11.94
$45.230.135.176
$69.230.112.236
$219.22.187.183
$49.254.72.93
$23.103.209.21
1106.70.180.232
¥175.12.201.141
1981721811
$219.44.135.220
$39.14.198,29
$24.38.151.82
355.22.211.178
$101.6.17.116
$84.124.167.102
¥25.53.112.22
1149.49.107.34
$147.21.31,112
$51.140.249.217
} 188.165.205.52
$48.50.95.172
3170.37.165.14
$100.106.130.4
167.26.8.72
3172.172.188.192
¥186.157.96.118
}68.29.121.200

*8 481 YC49 478

Pravdépodobnost

$1.222.124.81
$110.59.106.33
}125.71.181.220

3

95.134.57.116

§151.205.241.28

141.109.8.211

1 170.234.174.237
¥19.66.50.248

179.65.49.229

1138.178.93.166
£101.193.30.146
1142.128.22.726

177.109.104.125

¥163.166.187.253
$38.222.250.236

&

95.80.127.208

¥179.179.237.222

59.21.41.19

114.124.175.155
¥28.165.250.55

15.147.84.34

$30.69.231.115

£ 143.221.233.106
¥155.96.98.172
$9.196.196.235%
¥15.145.115.152
$218.249.159.148

i

139.102.127.30

§152.157.174.33

126.158.100.173

1167.130.49.62
$86.36.222.111

35.179.78.84

¥107.137.30.103

LY 441 S14 T

35.1719.83.161
196.22.177.156

$173.202.60.167
$5.54.249.29
17.168.26.93
$82.228.98.143
1104.31.4.245
#111.38.95.74
149.184.23.81
$84.124.15.183
3119.46.20.46

56.91.235.253
44,36.133.250

¥47.27.8.168
$95.192.100.122
$199.144.229.239
¥78.103.70.137
$#50.130.118.111
I116.75.231.79
$111.197.128.134

3.34. 17205

F192.184.107.194
HB5.178.147.29

212.107.69.197
4,139.251.158
33.243.198.%

¥52.5.179.182
$75.97.38.187
192.45.75.93
3184.144.130.103

168.215.154.212

$200.6.150.227
$73.59.125.85

Ti.44,87.122

4% 40 994 G



Detaily udalosti

: Flow-based behavior patterns (BPATTERNS) Plivodce udalosti: 0 192.168.70.2 (neznama)
a znamka: 2019-03-09 11:50:00 Tac né jméno plvodce: N/A
Prvnt tok: 2019-03-09 11:49:00 MAC adresa: 00:00:00:00:00:00
Identita uZivatele: N/A

Detail: CryptoMalware: Cryptocurrency mining malware detected, attempts to access 4, uploaded data 742.00 B, downloaded data 0.00 B.

(v 1Y) Komentare (0) Kategorie (0) Zaznam udalosti

VARl Podle zemé  Podle IP adresy

B 118.184.176.15 pubyun.com) 118.193.21.186 (neznama) BF 148.153.14.24% (nezmama) 164.52.13.58 (ne:

Crypto Currency Mining



Flowmon Fit with other Tools

Security

department ‘ SIEM ‘
® J

Network SNMP

department

Application ‘ : \
Scripts,
department Synthetic Users

Packet
Analysis

Agent-based
APM




NetOps

NetSecOps shared use cases

- Infrastructure design & deployment

- Event/incident monitoring and investigation
- Incident response

- Change management/patch management
- Policy verification/enforcement

£

lowmon Monitoring

1
etwork Visibility
Troubleshooting

Flowmeon Traffic
Recorae

Network Traffic
Recording

Flowmon DDoS
Defende

Flowmon APM Flowmon ADS

SecOps

Application
Performance
Monitoring

Network Security
Anomaly Detection

Detection &
Mitigation




Integration with SIEMs and Analytic Platforms

Flowmon ADS provides syslog feed of event to log management, SIEM, big data
platform, incident handling or security automation tools.

These tools are only that powerful as their event sources.

Network Traffic
Monitoring

NetFlow
IPFIX

—

Collection and Behavior
Analysis

== Flowmon Collector & ADS

REST API

Event Collection and
Correlation

SIEM system integrated

with Flowmon




IBM QRadar

Dashboard Offenses Log Activity Network Activity Assels Reports ISECO LogBook Knowledge base

Incident response oDl

Flowmon Application Web service response

IBM QRadar
Dashboard Offenses Log Activity Network Activity Assels Reports ISECO LogBook base Incident apl F
Dashboard Events Flows
Event 4755031 info Open in Flowmon  Visualisation
Event details
1D 4755031 Detail TCP Null packets detected, requests: 1, responses: 0, sent
data: 10.45 KIB, received data: 0.00 B, sent packets: 8,
Flowstamp 2018-11-13 16:49:50 received packets: 0, count of targets: 1.
Time 2018-11-13 16:50:00 Perspectives Security issues:
Operational issues: 2
Type BPATTERNS
Comments -
Name Flow-based behavior patterns
Falsepositive No
Source =103.77.119.227
Filters Inveried DNS&DHCP Mitiv
Targets 10.0.0.22
. Flowsource LAN
Certainity 1
Event evidence
s R s [
Source IP Destination Start Duration Protocol Source Destination Bytes Packeis TOS TCP Input Src Output Dst NBAR2
address IP address Time - port port (default: Flags MAC addr MAC addr App
first Source) Tag
155 seen
103.77.119.227  10.0.0.22 20181113 0.000 TCP 0 0 104K 8 Best Effort & 00:0c:29:90:c%bc  00:0c:29:b0:70:66 N/A
16:49:50.693 Default

Showing 1 to 1 of 1 entries

Systemn Time: 12:08

aph type: Events count

E—mnlen=l
P o

- b 4
& & & W
B ] ) B
AN N N N
M LY LS LS

5:01:00 of type DIRINET

Source Count
§ 19216822 10
§ 19216823 10
§ 19216824 10
§ 19216827 9

v
Toggle all
¥ pnsanOMALY ¥4 SSHDICT
¥l icmPANOM ¥l BITTORRENT
SMTPANOMALY Y1 INSTMSG
¥ bivcom BLACKLIST
HIGHTRANSF [ RDPDICT
" weBsHARE ™ DIRINET
SCANS ¥ AnomALY
i1 BPATTERNS ¥/ L3ANOMALY




Real-time Detection & Response

Occurs when

45-250 days in malfunction of

Occurs when

average to srties| eEniee sensitive or
detect an happened personal data
incident (NISD) breach (GDPR)
Detect attack, Use automation Classify information
event or incident Processes for _ automatically
in real-time, ail3?drtmgt'& reporting (based on manual
analyze it in few ( parties data predefinition),

: integration — SIEM . :
minutes iImmediate response

etc.)



Packet Analysis

Premium price, resources
required, racks space and
complexity of operations are
major blockers for adoption.

Packet analysis tools lack to
scale with bandwidth grow in
corporate networks and
adoption of encryption.

To heavy for daily use and
majority of use cases.

||_qu
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SNMP Monitoring

Basic IT infrastructure
monitoring to provide network,
device and service status.
Does not help to troubleshoot,
track user experience or
contribute to network security.

Infrastructure monitoring tools
complement Flowmon.
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Customer references

is an Czech based vendor devoted to -
innovative network traffic & s o A TDIK
performance & security monitoring
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1000+ customers First 100G probes Strong R&D European
40+ countries in the world background origin




Thank you

Performance monitoring, visibility and security
with a single solution

Zoltan Csecsodi, Sales Director CZ
, +420 723 555 057

Pavel Minarik, Chief Technology Officer
. +420 733 713 703

Flowmon Networks, a.s.

Sochorova 3232/34 F I ow m o n

619 00 Brno, Czech Republic . e
www.flowmon.com Driving Network Visibility
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