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The Commission Recommendation “EC(2019) 2335 final” 
states:

“Member States should transmit their national risk 
assessments to the Commission and to the European 
Agency for Cybersecurity (ENISA) by 15 July 2019…

The European Agency for Cybersecurity (ENISA) should 
complete a specific 5G networks threat landscape 
mapping.”

COMMISSION RECOMMENDATION 5G

ENISA 5G THREAT LANDSCAPE
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SCOPE/OBJECTIVES

• Review the 5G/SDN Threat Landscape produced by ENISA in 2016.

• Involve members from the community of experts.

• Define a general 5G architecture for the purpose of the assessment.

• Focus on 5G network functions specification.

• Assess the most relevant assets based on the general 5G 

architecture and information available from open sources.

• Identify the known threats targeting the assets.

• Identify the trends associated with threat agent groups that are likely 

to target 5G Networks.

• Prepare recommendations for future assessments.

THE ENTIRE MATERIAL PROCESSED IS BASED ON 5G SPECIFICATIONS
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KEY FINDINGS



6 ENISA 5G THREAT LANDSCAPE

GENERAL 5G ARCHITECTURE
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MANO ZOOM-IN (EXAMPLE)
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ASSET GROUPS

Asset Mapping
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HIGH LEVEL THREAT TAXONOMY

Threat

Disasters
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damages 
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Eavesdropping/ 

Interception/ Hijacking

Failures/

malfunctions
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Legal

Physical attacks
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Misconfigured or poorly configured systems/networks

Inadequate designs and planning or lack of adaption

Nefarious activity/ 

abuse of assets
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Malicious code or 

software
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THREAT ASSESSMENT
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THREAT AGENT GROUPS

 Cyber criminals 

 Insider (own, third parties)

 Nation states 

 Hacktivists 

 Cyber-fighters

 Cyber-terrorists 

 Corporations 

 Script kiddies 
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RECOMMENDATIONS (1/2)

Recommended courses of action for ENISA

• Disseminate current details of 5G assets and 5G threat landscape to all kinds 

of stakeholders

• Refine/amend existing material according to the pace of 5G developments

• Establish hooks to enroll and mobilize strategic stakeholders

Recommended courses of action at EU-Level

• Inject existing 5G knowledge to stakeholder communities

• Create /mandate bridges between all stakeholders

• Enable iterations necessary to develop current material on cyber threat
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RECOMMENDATIONS (2/2)

Recommendations for 5G market players

• Engage in EU-wide discussions on 5G matters

• Contribute to the knowledge collection/dissemination

• Bring in knowledge on economic/investment/market penetration dimensions

Recommendations for EU competent bodies in the area of 5G cybersecurity:

• Disseminate existing 5G material

• Inform about 5G activities held in the scope of responsibilities

• Provide available expertise and human resources
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