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IP Sifratory pro zabezpeceni videokonference

1. ProcC utajovat videokonferencCni datovy prenos

modifikace dat béhem prenosu, podsunuti dat

virtualni jednaci mistnost - chybi osobni kontakt

unik informace

ochrana klasifikovanych informaci podle zakona ¢. 412/2005 Sb.

2. V pevnych IP datovych sitich

IP Sifrator oddélujici Cervenou LAN od cerné WAN

data v Cervené siti chrani data dalSi vrstva utajeni (sitove prvky,
videokonferencni terminal)

u klasifikovanych dat je vyzadovano fyzické zabezpeceni

Sifratory maji nezavislou spravu (jsou soucasti zabezpecenych IP
siti)



IP sifratory pro zabezpeceni videokonference
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Nezabezpecena IP komunikace

7l capturing from Broadcom NetXtreme Gigabit Ethernet Driver - Wireshark _|&| x|
File Edit View Go Capture Analyze Statistics Telephony Tools Help
=] 5. . — ) =
& e EEXTE| Ao T L|BE Q@0 W¥mWx|d
Filter:l ¥  Expression... Clear Apply
Mo, | Time | Source | Destination I Protocol I Info ;l
404 274.565154 172.20.30.2 172.20.20.30 RTCP Receiver Report  Source description application specific { LS ) subtype=0 =
405 274.565156172.20.30.2 172.20.20.30 RTCP Receiver Report  Source description  Application specific ( LS ) subtype=0
406 274.586154 172.20.30.2 172.20.20.30 TCP 61742 > 60952 [ACK] 5eq=922 Ack=752 win=5632 Len=0 TSV=177317 TSER=114760

.639994 172. 20. 30. .20, 20. PT=DynamicRTP-Type-113, S5RC=0x254D81CC, Seg=31620, Time=8533

410 274.680537 172.20.20. 30 172.20.30.2 H.245 openLogicalChannelack

411 274.680541172.20.30.2 172.20.20.30 TCP 61742 > 60952 [ACK] 5eq=922 Ack=779 Win=5632 Len=0 TSV=177327 TSER=114775

412 274.688694 172, 20.20.30 172.20.30.2 H.245 flowControlcommand

413 274.688698172.20.30.2 172.20.20.30 TCP 61742 > 60952 [ACK] 5eq=922 Ack=790 Win=5632 Len=0 T5v=177328 TSER=114776

414 274.699732172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81CC, Seg=31622, Time=10581

415 274.729711172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81CC, Seq=31623, Time=11605

416 274.751640172.20.20.30 172.20.30.2 H.245 openLogicalChannelack

417 274.751879172.20.30.2 172.20.20.30 TCP 61742 > 60952 [ACK] 5eq=922 Ack=817 Win=5632 Len=0 TS5V=177335 TSER=114782

418 274.760366172.20.30.2 172.20.20.30 RTP EVEIPayload type=RTP Event, unknown (126)

419 274.762335172.20.20.30 172.20.30.2 H. 245 flowControlCommand

420 274.762571172.20.30.2 172.20.20.30 TCP 61742 > 60952 [ACK] 5eq=922 Ack=828 wWin=5632 Len=0 TS5V=177336 TSER=114783

421 274.766770172.20.30.2 172.20.20.30 RTP EVEIPayload type=RTP Event, unknown (126)

422 274.769440172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, S5RC=0x254D81CC, Seq=31624, Time=12629

423 274.799713172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81CC, Seg=31625, Time=13653

424 274.829833172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81CC, Seq=31626, Time=14677

425 274.859749172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, S5RC=0x254DB1CC, Seq=31627, Time=15701

426 274,889941172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, S5RC=0x254D81CC, 5Seg=31628, Time=16725

427 274.929760172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81cCC, Seq=31629, Time=17749

428 274.959752172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, S5RC=0x254D81CC, Seq=31630, Time=18773

429 274,989771172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81CC, Seg=31631, Time=19797

430 275.019493172.20.30.2 172.20.20.30 RTP PT=DynamicRTP-Type-113, SSRC=0x254D81cCC, Seg=31632, Time=20821 LI
g - - - - |
Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) -
IEEE 802.3 Ethernet j
Logical-Link Contral
spanning Tree Protocol =
0000 01 80 c¢2 00 00 00 0D 09 7c T3 6F cl 00 26 42 42 ........ |.0..&BB
0010 03 00 Q0 00 00 OO 80 Q0 00 09 7c f3 &6f ca OO QO  ........ A Y- T
0020 00 00 80 00 00 09 7c f3 &f ca 80 01 00 00 14 00O  ...... o Ovevnnns
0030 02 00 Of 00O 00 OO QD OO QO QO 0D 00 Liieeunn .
6| Broadcom NetXtreme Gigabit Ethernet Driver: <li... |Padcets: 80229 Displayed: 80229 Marked: 0 |Proﬁle: Default £



Zabezpecena IP komunikace

77! Broadcom NetXtreme Gigabit Ethernet Driver - Wireshark 8] x|

File Edit View Go Capture Analyze GStatistics Telephony Tools Help

= C | IEEX2E8 A+ T L|BE QQa0| dMMm |
Filter: I ¥  Expression... Clear Apply
No. | Time I Source IDesﬁnation | Protocol IInFo ;I
T T T TI T LYo TUT o T TerIUT U = E T ISURTEULOUT U
63 8.755822 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)
64 9.526090 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)
65 9.526645 192.168,20.1 192.168,20.2 ESP ESP (SPI=0x3e010070)
66 9.‘:“3'9 Cisco_ spanning-tree-(for-sTP conf. Root = 68/5/00:13:19:a3:8a:00 cCost = 0 Port = 0x8017

68 9.769854

?0 10.540623 192.168.20.1 192.168.20.2 ESP ESP (SPI=0x3e010070)

71 10.783356 192.168.20.1 192.168.20.2 ESP ESP (SPI=0x3e010070)

72 10.783871 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

73 11.533973 Cisco_ 7 spanning-tree-(for-sTP Conf. Root = 32768/5/00:13:19:a3:8a:00 Cost = 0 Port = 0Ox8017

74 11.554092 192.168. 20 2 192.168.20.1 ESP ESP (SPI=0x3e010070)

75 11.554281 192.168.20.1 192.168.20.2 ESP ESP (SPI=0x3e010070)

76 11.797338 192.168.20.1 192.168.20.2 ESP ESP (SPI=0x3e010070)

77 11.797813 192.168,20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

78 12.568053 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

79 12.568582 192.168.20.1 192.168.20.2 ESP ESP (SPI=0x3e010070)

80 12.811095 192.168.20.1 192.168.20.2 ESP ESP (SPI=0x3e010070)

81 12.811865 192.168,20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

82 13.533930 cCisco_a3:8a:17 spanning-tree-(for-sTP conf. Root = 32768/5/00:13:19:a3:8a:00 cCost = 0 Port = 0Ox8017

£3 13.582143 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

84 13.582694 192.168,20.1 192.168,20.2 ESP ESP (SPI=0x3e010070)

85 13.825302 192.168,20.1 192.168,20.2 ESP ESP (SPI=0x3e010070)

86 13.825783 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

87 14.596072 192.168.20.2 192.168.20.1 ESP ESP (SPI=0x3e010070)

8§58 14.596634 192.168,20.1 192.168,20.2 ESP ESP (SPI=0x3e010070) |

89 14,839380 192.168,20.1 192.168,20.2 ESP ESP (SPI=0x3e010070) [
1 |
Frame 1: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) =]
Ethernet II, src: ThomsonC_25:66:94 (00:80:ee:25:66:94), Dst: ThomsonC_25:64:c8 (00:80:ee:25:64:C8)
Internet Protocol, Src: 192.168.20.2 (192.168.20.2), Dst: 192.168.20.1 (192.168.20.1) ]
Encapsulating Security Payload 52
0000 00 BO ee 25 64 c& 00 B0 ee 25 66 94 08 00 45 00 L..%d. L. LT LE. -
0010 00 70 B1 d2 00 00 28 32 67 26 c0 a8 14 02 cOD a8 Pee.. {2 g6 —
0020 14 01 3e 01 0O 70 00 OO 0O 00 2a d0 5F b& fe el - P, =
0030 31 12 b3 ef f1 fc 3b 60 87 16 a5 97 94 dc c6 29 1..... R )
0040 19 f9 08 SC Cﬁ ba 72 80 3c 74 fd 24 5e 46 d5 d2 P R T . 7Y ;I
(alalAa an_Ne ~7% T4 &7 0 T I FAE @ FO1E a0 ha el R Ta )

O| File: "C: “Users'\TECLnrl AT‘S'WJpDaE‘!J.cGI\Tem |Packets: 89 Displayed: 89 Marked: 0 Dropped: 0 |Proﬁle: Default 2



Pozadavky na IP sifratory pro zabezpeceni
videokonference

. PIna podpora multicastového provozu (point — to —multipoint), kliCe a

sprava Sifratoru

. PIna podpora QoS (priorita voice a video paketl), fazeni paketu v¢.

sekvencnich Cisel paketu

. PIny duplex, podpora rychlosti 10/100/1000 Mbit/s

. Pro klasifikovana data certifikace od NBU

. Pozadavky na sité

« trastované sité, podpora QoS, Ize vyuzivat pro klasifikovana data
vysSich stupniu utajeni

« verejné sité (internet) omezeni z hlediska QoS a dostupnosti
sluzeb



Vyuziti kryptografického systému Cryptel®-IP

1. TCE 621B/C a TCE 621B/C CZ - IP kryptografické prostredky

2. plné HW on-line KP, urCeny pro kryptografickou ochranu informaci na
urovni IP s pfenosovou rychlosti do 100 Mbit/s (B), 1000 Mb/s (C)

3. CZ predstavuji narodni verzi na bazi komponent TCE 621

4. podpora IPv4 i IPv6 a NAT (pomoci UDP zapouzdreni), zalohovani
vytvorenim virtualnich KP, zabezpeCeny multicast

5. Mechanické provedeni je v souladu s SDIP 27- level A (TEMPEST)
6. rozhrani Ethernet metalické/optické

7. v CR certifikovany pro utajované informace od NATO Confidential,
Confidentiel UE, Davérné az po Pfisné Tajné, COSMIC TOP SECRET



Mobilni IP sifratory pro mobilni
videokonferencni terminal

. Pro mobilné zfizovany terminal,
. Mobilni IP kryptograficky prostfedek, plné kompatibilni s TCE 621 B (C)

. Podporuje statické i dynamické pridélovani IP adres na strané
neutajovane sité

. Na Cerné strané se pripoji k datové siti (WiFi, GSM brana, metalika
apod.)

. mechanické provedeni je v souladu s SDIP 27- level A

. rozhrani Ethernet metalické/optické

. v CR v procesu certifikace; je certifikovan v NATO do stupné SECRET



Zabezpeceny hlas a SMS v GSM siti

1. Sité GSM - omezeni z hlediska pfenosové rychlosti (od 2G), QoS a
dostupnosti signalu, vypadky, pretizeni site

IP Sifrator je soucCasti terminalu (mobilniho telefonu, tabletu apod)
Utajeni End-to End

Komunikace pres gateway (servery zajistujici spojenti)

Moznost vyuziti GSM i internetovych siti (WiFi)

Reseni IP Sifratoru kombinaci SW a HW

Aplikace a SD karta do smartphonu

Pozadavky na rychlosti pfenosu IP paketl (voice, obraz)
Sifrované SMS je mozno zasilat standardnim SMS kanalem

0.VysSi naroky na ochranu mobilnich terminalt (organizacni a
technickeé)

= © 0 NO O kb



Zabezpeceny hlas a SMS v GSM siti

Securs Communloations Gataway
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Sectra Panthon® 3

. Utajova¢ Panthon ® 3 je implementovan do standardnich

mobilnich telefont s operacnim systémem Android

. BezpecCnostné vyznamné operace jsou zpracovavany a

ukladany v pridaném HW

. Aplikace Panthon je instalovana v mobilnim telefonu
. Mobilni telefon Ize vyuzivat i jako standardni mobilni telefon
. SMS zpravy Sifrovany off-line a posilany standardnim SMS

kanalem v prostredi GSM

. Hlasova komunikace on-line s utajenim End-to-End
. Panthon vyzaduje podpurnou infrastrukturu - bezpeénostni

komunikacni branu (SCGW),
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Sectra Panthon® 3

. Technicka podpora ochrany

bezpecnostni brana SCGW (firewally, politika, audit)
CRL (black list)
sprava kontaktu z SCGW

white list (brani instalaci nebezpecnych aplikaci a Skodlivého
SW)

otevrena data pouze po dobu aktivniho stavu
omezeni poc¢tu pokusl o zadani PIN
automatické ukoncCovani aplikace

. Certifikovano NBU pro ochranu utajovanych informaci

Vyhrazené (C. certifikatu K20154)
Vyhrazené, EU RESTRICTED (C. certifikatu K20163)
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Kontakty a sluzby

ATS-TELCOM PRAHA a.s.

Informace k systémudm Cryptel®-IP a Sectra Panthon® 3

Podpora pfi projektovani, nasazovani a provozu systému

Servis

Skoleni spravcu a uzivateld

Testovaci sestavy

Kontakty:

Jifi Dousa, tel: 602 573 270, e-mail: dousa@atstelcom.cz

Karel Bouchner, tel: 602 390 903, e-mail: bouchner@atstelcom.cz
Jifi Tecl, tel: 602 246 653, e-mail: tecl@atstelcom.cz

Jan Sedlak, tel: 602 246 650, e-mail: sedlak@atstelcom.cz
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