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TECHNICKA OPATRENI
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Bezpecnostni akce wmer vzdy zavisi na lidskem faktoru!
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ZASADNI PROBLEM?

The tech talent gap persists,
with 80% of security
professionals having trouble
finding talent.

Dimensional Research, 2019

Almost all (96%) respondents
have trouble keeping security
teams staffed because of the

everchanging tech landscape.

Dimensional Research, 2019

Lack of Skilled Information
Security Professionals Is the
Biggest Challenge for Cyber
Security

dynamicsCISO.com

' We have a significant shortage
of staff dedicated to cybersecurity

We have a slight shortage of
staff dedicated to cybersecurity

63%

r We have the right amount of
Any Shortage Net

staff dedicated to cybersecurity

We have too many staff
dedicated to cybersecurity

' Don’t know

(ISC)? Cybersecurity Workforce Study, 2018
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INTEGRACE
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AUTOMATIZACE A ORCHESTRACE

Automatizace

Orchestrace

Provedeni (ptivodné lidského)
Ukonu pocitacem

* Instalace OS z image

 Evidence serveru v CMDB

» Zalozeni deniku zmén

* Pridéleni IP adresy z IPAM

+ Pridéleni jména a aktualizace DNS

+ Vytvoreni admin Uctu a ulozeni
hesla v trezoru hesel

« Zavedeni serveru do Compliance
management nastroje

* Hardening OS

 Zavedeni serveru do Vulnerability
monitoring nastroje

Provadéni jednoho ci vice
automatizovanych ukon0 pres vice
prvkl nebo platforem

+ |Instalace vice serveru
- Zalozeni vice uzivatel

» ZalozZeni uzivatele do vice systém

* Provedeni kontroly Compliance na
vsech sitovych prvcich

+ Zména nastaveni pristupovych
pravidel na vice serverech
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SOC AUTOMATIZACE - SOAR

Automatizace opakujicich se Ukont pro
vyhodnocovani/posuzovani a odstrafiovani
nalezli/napravy

Implementace workflow pro vyhodnocovani a
zavirani incidentd

Integrace internich a externich zdrojl threat
intelligence

Zavedeni systému pro pravidelné monitorovani a
vyhodnocovani administratorskych/uzivatelskych
aktivit

Security Orchestration, Automation and Response (SOAR)

Workflow Case and Ticket
Engine Management

Orchestration and Threat Intelligence
Automation Management

Gartner: Prepare Your Security Operations for
Orchestration and Automation Tools, 2018
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DOPORUCENI NA ZAVER

Resit problematiku bezpe&nostnich specialist
Optimalizovat pracovni postupy a nastroje

Vzajemné integrovat vhodna reseni

Automatizovat a orchestrovat ©
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DEKUJI ZA
POZORNOST

dalibor.sommer@xconsulting.cz



