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CYBERCRIME PRICE LIST

e ATTACK —e

TooLS

N4

MALWARE T

RANSOMWARE —1—@
e

e

e

SOFTWARE t

PAYMENT &
LOG-IN INFO

—

e

$200
$50

REMOTE ACCESS TROJAN
PASSWORD STEALER

200
$50

SOPHISTICATED LICENSE FOR WIDESPREAD ATTACKS
UNSOPHISTICATED LICENSE FOR TARGETED ATTACKS

$1
$400
$100
$700
$5

PC MALWARE INSTALLATION

1 MILLION MALICIOUS SPAM

REMOTE DESKTOP CONTROL TOOL

DISTRIBUTED DENIAL OF SERVICE ATTACK SOFTWARE
CREDIT/DEBIT CARD FOR ONLINE USE

$10

$1

CREDIT/DEBIT CARD INFO THAT CAN BE CLONED
ON PLASTIC

BANK ACCOUNT LOG-IN [USERNAME AND PASSWORD]

BANK ACCOUNT LOG-IN WITH ACCESS TO EMAIL,
SECURITY ANSWERS, ETC.

EXISTING PAYPAL ACCOUNT

—e DATA
-
=

PERSONAL

INFORMATION

DATABASE ———@
RECORDS

$3
$150
$25

SOCIAL SECURITY AND DATE OF BIRTH VERIFICATION
CREDIT REPORT 750+ CREDIT SCORE
1 MILLION COMPROMISED EMAIL/PASSWORDS

—e SERVICES — @

/

FORTUNE MAGAZINE
SOURCE: RECORDED FUTURE

HACKING

USER
OBFUSCATION

e

MALWARE T

SPAM —®
e

e

FAKE
DOCUMENTS

$100
$100
$300
$150

$20
$1
$25
$20
$400
$20
$200
$25
$25

$15

EMAIL ACCOUNT
SOCIAL MEDIA ACCOUNT
CMS WEBSITE (WORDPRESS, ETC.)

BULLETPROOF HOSTING IN A LAX JURISDICTION
[CHINA, EASTERN EUROPE, ETC.]

VIRTUAL PRIVATE NETWORK [VPN]

PC MALWARE INSTALLATION

MALICIOUS FILE ENCRYPTION

500 SMS (FLOODING)

500 MALICIOUS EMAIL SPAM

500 PHONE CALLS [FLOODING)

1 MILLION EMAIL SPAM [LEGAL)

DIGITAL COPY OF FAKE CREDIT/DEBIT CARD

DIGITAL COPY OF FAKE DRIVER’S LICENSE
OR PASSPORT

DIGITAL COPY OF FAKE UTILITY BILL
OR SOCIAL SECURITY CARD
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ProC Al v oblasti ochrany?

Windows Defender
Cloud-Based
Protection

UzZivatel 1 UZivatel 2
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& Control

%

Utoénik



Lokalni ML modely, detekcni algoritmy na zaklade chovani,

heuristicka analyza

ML modely na zaklade metadat

Analyza vzorku na zaklade
ML modeld

Detonace v sandboxu

Big Data
analyza

= Ochranav fadu milisekund

Vetsina bezneho malware je blokovana pomoci vysoce presne
Detekce Windows Defender AV

Ochrana v radu milisekund
Machine Learning pravidla hodnoti podezrelé spustitelné soubory
na zaklade metadat odeslanych Windows Defender AV

Ochrana v radu sekund
Kopie podezrelého spustitelneho souboruje nahrana za Ucelem
inspekce pomaodi ,Multi-Class Machine Learning”

Ochrana v radu sekund
Podezrely soubor je spustén v sandboxu v ramci dynamické analyzy
Pomoci ,Multi-Class Machine Learning”

Ochranav radu hodin
Machine Learning modely a expertni pravidla porovnavaji signaly
ze sité sensord k automaticke klasifikaci hrozeb
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Client
models

Cloud
models

Full file content
models

File detonation
models

Feature Set

Learner

# of Features

PE properties

Researcher expertise

Behavioral
Fuzzy hash 1

Fuzzy hash 2

Static, dynamic, and contextual

Researcher expertise, fuzzy hash

File emulation

File detonation

Fast tree ensemble
Boosted tree ensemble
Boosted tree ensemble
Random forest

SDCA

Averaged perceptron
Averaged perceptron

Multiclass DNN

Multiclass DNN

10K+ features
190K+ features
6M+ features
512+ features
10M+ features

16M+ features

12M+ features

150K+ features

10M+ features

PE
JavaScript
VBScript
PDF

Macro

am Windows



TRAINING DATA
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AV-TEST Product Review and Certification
Report - May-Jun/2018

During May and June 2018 we continuously evaluated 16 endpoint protection products using settings as
provided by the vendor. We always used the most current publicly-available version of all products for the
testing. They were allowed to update themselves at any time and query their in-the-cloud services. We
focused on realistic test scenarios and challenged the products against real-world threats. Products had to
demonstrate their capabilities using all components and protection layers.

. ——
*  Your device is being protected B Microsoft
M —— Windows Defender Antivirus
N G D 5
_ -] Version 412
D LUETIE  Platform  Windows 10 (64 bit)
® ¥ winpows 2
Report 182374
Date May-Jun/2018
Website »
Archive »
Protection
Protection against malware infections
(such as viruses, worms or Trojan horses)
More information
= May June

Protection against 0-day malware attacks, inclusive of
web and e-mail threats (Real-World Testing) 100%,

225 samples used

Detection of widespread and prevalent malware

discovered in the last 4 weeks (the AV-TEST reference A, @ @
set)

5,565 samples used

Protection Score
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Proc Al v oblasti detekce?
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Co je WDATP Auto-IR?

* Auto-IR je:

Napodobeni idealnich kroku, které by clovek mél udélat k vysSetreni a
napraveé cyber hrozby

* Co takove kroky jsou:
* Analyza informaci z alertu a sbér dalsich informaci
e Spusténi potrebnych napravnych akci
* Urceni rozsahu a analyza postrannich hrozeb
e Opakovani vyse uvedeného pro kazdy dalsi alert



Windows Defender Security Center | Investigation 2 o o | & | 2 | Analyst@WDATPContoso.onmi... .

v

Communication to a malicious network destination (#17386) @ 411m g% Actions (79) (1 Comments (2) <D Tags (0) Result

0’ Fully Remediated
Alert Received

Windows Defender ATP The malicious entities uncovered during the
Communication to a malicious network destination investigation have been successfully remediated.

e % O

+ 4 correlated alerts

@ 2 Files were quarantined

[ $rébqgic4.exe | c:\$recycle.bin\s-1-5-21-169718
5450-2076875350-1481720747-500\$r6bq1c4.e

xe
@ Data Sources (1) Threat Type
Hopont @ Endpoint 3 cont-denamarks
WDATP Graph-API @

© S @ @O

E:’ cont-denamarks

» . :
L contoso\dena.marks [{ View File details

5 cont-jacobgall

R contoso\jacob.gall [ pcanyweeer.exe | c:\users\bingo\desktop\pcany
weeer.exe
Threat Type
’ y Endpoint . cont-jacobgall
21 | ‘ Remediation Sources (2) ’ g

7 View File details
Windows Firewall E

Windows Defender Antivirus ==

x
* 2 Processes were terminated

53 $rébgicd.exe | c:\$recycle.bin\s-1-5-21-169718
5450-2076875350-1481720747-500\$r6bq1c4.e

Xe
Threat Type
Found Threat Types Endpoint L cont-denamarks

Entities Analyzed (3174) m _
7 View Process details

D 2257 Files

2 Remediated

éié? 84 Processes ¢: pcanyweeer.exe | c:\users\bingo\desktop\pcany
Ii Waited For User Approval weesnexe
2 Remediated al
Threat Type
€3, 281 Services @ Waited for 36 Seconds
X 542 Drivers Endpoint O cont-jacobgall
Q 10 1P Addresses X
G 7 View Process details
1 Remediate;
Result

Fully Remediated

. Q 1 Connection was blocked
W2 &2 W1

9 34.24.111.42

Threat Type



=. Microsoft | Windows Windows 10 ~  Features -~  Devices ~  Support ~~ For home All Microsoft ~ /O = Sign in

Windows Defender Advanced Threat Protection

Windows Defender Advanced Threat Protection (ATP) is a unified platform for preventative protection, post-breach detection, automated
investigation, and response.

START FREE TRIAL > REQUEST A QUOTE >

Vyzkousejte | U vas a zdarma!

Aka.ms/wdatp

Jan.pilar@microsoft.com
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