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Problematika pristupu do sité

BezpecCnost postavena na identité uzivatele
Jak na BYODy ?

Nastaveni mobilnich platforem a fizeni pristupu do sité

- Vzdalené VPN pristupy

- Kontextova bezpecnost
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Problematika bezpecnych

pristupu do sité




Network Admission Control
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a) NAC — Centralized Deployment

NAC Manager

Profiler

@

NAC Server
with Collector

@

NAC Server
with Collector

FEATURES BENEFITS
= Servers deployed in Distribution Layer « Scalable solution to support up to 3,500
= Supports multiple access switches users per NAC server
= Layer 2 and Layer 3 Access supportto Nac ° Supports multiple access switches

Servers
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b) Adding Intelligence to the Network

Access
wired

wireless
\Vid\

D (END (WD (S

Enterprise Directory
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ldentity Solution Specifics

Guest Service to provide full

guest access management
with Web Authentication

Flexible Authentication Methods

(802.1X, MAB, Web Auth in any order) Scalable / Flexible Policy &

Authentication Server supporting

RBAC NAC Guest Sey
‘

MAB
| ACS5.x NAC Profiler

\ /_
4 802.1X m ] NAC‘
Employee | ' Catalyst
Web Auth Switch IS \

Printer

Various Authorization Methods LA

(VLAN, Downloadable ACL, URL

Redirect, etc) Directory Server

Profiling System to perform
automatic device profiling for

Cisco I0S © intelligence to provide phased

deployment mode for 802.1X (Monitor Mode,
Low Impact Mode, High Security Mode)

unattended device or any type
of network attached device
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Zakladni rizeni pristupu

podle identity




Mapping user’'s group to security role

Access Data

wired
wireless

Center

Joe is member of AD group:
HR and
It is a corporate computer
Access to HR Servers

EAP-TLS/802.1X med I - ﬁ\
certificate W ,

Active Directory
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Mapping user’'s group to security role

VLAN/dJACL or SGT
limits access (authorization)

Access
wired

wireless Joe is member of AD group:

HR and
It is a corporate computer
Access to HR Servers
encrypt link with 802.1AE
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Example of BYOD
Enforcing Different Policies for Corporate and

Personal Devices

PROFILING

' ISE HTTP

802.1x EAP ﬁ NETELOW
User 20

Authentication SNMP

. VLAN 135 DNS
t VLAN 136 _ RADIUS
Profiling to | Policy —

identify device [ Decision Corporate DHCP
Company '
asset

IDENTITY

Resources

Single SSID Controller

Posture
of the device

Internet Only

. Enforce policy

in the network Full or partial
access granted

Unified Access
Management
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ISE: Powerful, Flexible Solution

No other solution brings all the context together

Authorization Policy At A Glance
First Matched Rule Applies

Status

Rule Name

Sho O 5O

Device Type Location

User

|dentity Groups

Posture Time

Identity
and Policy

Unified
Infrastructure

Access Method Custom

‘ Other Conditions

’ Permissions

B Enabled
Enabled

Enabled

Enabled
Enabled

Enabled

Enabled

Enabled

Enabled

@ Disabled
& Enabled

Profiled Cisco IP Phones
Game_Console

Domain_Computer

Employee-Wired
Employee-Wireless

Employee-iPAD

Contractor-iPAD

Guest-Wired

Guest-Wireless

Default-Posture
Default

[Cisco—lP—Phone

Game_ConsoIe-RegistereJ

Cisco_IP_Phones

Game_Console

Any

Any

(Workstation

Apple-iPad

Android OF Apple-
iPad OF Apple-

iPhone OF Apple-
@od OR BlackBe

demo.local:External
Computers AND CERTIFICATE: Subject Alternative Nam
MATCHES .*(demo.local)$ A adius:User-Name MATCHES *(host/).*

AD_Login

Employee_Wired AND Postug Compliant

Employee

Employee Wireless ANCf Posture_ComplianfyA®
MATCHES [0-5]

Employee_Wireless

Employee_iPAD

Contractor_iPAD

Guest

Guest

Any

1D DEVICE:Device Type EQUALS All Device
AND Posture_Compliant

Guest

Guest_Wireless

CWA_Posture_Remediation

Central_Web_Auth
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Evolving Roles of ISE and MDMs
o _—

Network Policy Policy Enterprise
Classification/ Enforcement Compliance App Distribution
Profiling (Jailbreak, & Mgmt
Secure Network Access :
: : Enterprise Backup
(Wireless, Wired, VPN) App Policy

Data Loss

Context-Aware Access HEIIEN Inventory/Cost

Control (Role, Location, (Con_tainer., Management
etc.) encryption, wipe)

Native ISE Native ISE

functionality B et ISE — MDM AP

* Profiling . ) + Additional device data
T Registration : :

* Authentication * Policy compliance

« Policy Enforcement 2l Sl Forl - Data wipe

S » Certificate Enrollment

* Blacklisting
Il == HEE BN 4§
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ISE 1.2 & MDM Integration - Scope

On-prem MDM Device
Registration | o | e

ISE
Non registered clients redirected ISE Management n
to MDM registration page (@s

Device Registration

Restricted Access \ Check
Non compliant clients will be given Device
. Status Info
restricted access based on MDM N #
pOStu re State access n)(/etvs?ork MDM Platform

Augment Endpoint Data

Update data from endpoint which '
cannot be gathered by profiling

Ability to Initiate Device Action

from ISE

Device stolen -> need to wipe
data on client

Provision Applications to
Device (AnyConnect &
Jabber)

( ) ZENPRISE
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Attributes from MDM

- With the API, we can query on:

General Compliant or ! Compliant (Macro
level) -or-

* Disk encryption is one
* Pin lock
- Jail broken

- Bulk re-check against the MDM every
4 hours.

- But we are not using the cached data in the
AuthZ

- If result of Bulk Re-check shows that a
device is no longer compliant — we will
send a CoA to terminate session.

-  Works same with all 4 vendors.

sco Expo © 2011 Cisco and/or its affiliates. All rights reserved.

Gv|Ev
U DeviceRegisterStatus
¥ DeviceCompliantStatus
¥ DiskEncryptionStatus
¥ PinLockStatus

U JailBrokenStatus

¥ Manufacturer

@ Model

¥ IME

W SerialNumber
U OsVersion

" & PhoneNumber
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MDM Integration

- Ability for administrator and user in ISE to issue remote actions
on the device through the MDM server (eg: remote wiping the
device)

Endpoints
MyDevices Portal
Endpoints Directory in ISE Jeit derdd | XDekte v  @slmport v @bxort v | [EMOMAdiors v
* Endpoit Profle . wdFiwpe
(] Android 4. Corporate Wipe
O] Android

(] Android

]
C1SCO My Devices Portal

Options

Add a New Device To add a device, enter the Device ID and description and click Submit. . Edit ln
* Reinstate
(O wevice ° Lost?
:  Delete
Edit  Reinstate  Lost?  Delete  Full Wipe  Corporate Wipe  PIN Lock | .
Select Device ID FU” Wlpe .
0  CORMSC = « Corporate Wipe
 PIN Lock
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Provisioning




Onboarding & Provisioning
Demo




i
CISCO

VPN Access
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AnyConnect

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



Mobile Host Scan ("“MDM Lite

Additional access authorization
capabilities based on endpoint

Premium license requirement
ASA 8.4.2+, 8.2.5+

Android 2.4.x, Apple iOS 2.5.x
Desktop post 3.1

@ Add Dymamic Access Poiy TR T D Al W

Policy Name:
Description:
Selection Criteria

Define the AAA and endpoin|
| below and every endpoint af
the logical expression text.
User has ANY of the followi

Add Endpoint Attribute

Endpoint Attribute Type: | AnyConnect
[7] Client version: = v

[V Platform:
["] Platform version: = ~

[V Device Type: :=

[ Device Unique ID: =

= v Appleios

-
iPhone 3G
iPhone 3GS

iPhone 4G AT&T
iPhone 4G Verizon
iPod 2G

iPod 3G
iPod 4G

L

AnyConnect Attribute  |DAP Attribute Name DAP Attribute Type |DAP Logical Operations
Client Version endpoint.anyconnect.clientversion version EQ, NE, GT, GE, LT, LE
Platform endpoint.anyconnect.platform string EQ, NE

Platform Version endpoint.anyconnect.platformversion version EQ, NE, GT, GE, LT, LE
Device Type endpoint.anyconnect.devicetype string EQ, NE

Device UniquelD endpoint.anyconnect.deviceuniqueid caseless EQ, NE

Cisco Expo
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Hostsca
Yes, we can check health of client’s PC

= |dentify the OS, antivirus, antispyware, and firewall software installed on
the host - > coming from CSD, but it is not the replacement

= ASA: prelogin policy that evaluates :
- OS,
- |P address,

B

* registry entries,
* Local certificates

* filenames.

= Configurable from ASDM

247882
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ScanSafe & AnyConnect Integratio

2 Edit a filter

Filter name: | Denied ¥

Select the categories to be included in the filter "Denied"”

Manaae filters i Create a filter

. [

w} Inbound Filters (W] Alcohol (] Anonymous
[ Art / Museums [ Auctions / C

Categories ] Banking (] Building / Re

Domains [URLS [ Business / Services [ chat ?hl=en&rlz=1G1GGLQ_CSCZ309&q=beer&ag=raaqi=g108aq/=80q=8
[ Cinema/TV (] Computer G - —

Content Types — — || Titulek jako v Blesku: Sok! Steve Jo... |

Web Images Videos Maps News Shopping Gmail more v

3.0.0403

alialn AnyConnect
Secure Mobility Client

Cisco

Cisco Expo © 2011 Cisc|

*J Everything
B Videos

& News

8 Images

' Maps

A Blogs

¥ More

Any time

Latest
Past month

All results
Related searches
Wonder wheel
Timeline

[»| More search tools

Something different

AmEEan

beer

About 117,000,000 results (0.18 seconds)

Brands for beer: Bud Light Budweiser Heineken Corona Sam Adams

@ Beer - Wikipedia, the free encyclopedia

Beer is the world's most widely consumed and probably the oldest of alcoholic beverages: it
the third most popular drink overall. after water and tea. ...

en.wikipedia.org/wiki/Beer - Cached - Similar

Germany Beer and breweries by region
Belgium India

Czech Republic  Kenya

Beer style Morocco

More results from wikipedia.org »

© BeerAdvocate - Respect Beer.

Beer community dedicated to supporting and promoting beer through education and
appreciation. Learn more about craft beer. find a brewpub. brewery. bar. ...
beeradvocate.com/ - Cached - Similar

© Realbeer.com: What Part Of Beer Don't You Understand?

Everything you could ever want to know about beer. brewpubs. microbreweries, homebrewir
and the beer industry. We have over 150000 pages about beer. ...

www.realbeer.com/ - Cached - Similar

0 Samuel Adams® - Take Pride In Your Beer
With over 30 styles of beer. Samuel Adams® has been brewing quality beer since 1984 ani




AnyConnect

Deployment — Profile Editors

8 AnyConnect Client Profile E

Profile: MUS_Profile

= Profile Editors integrated in ASDM 6.4

about

sz sy | Preferences (Part 1)
g

Certficate Matching ] se Start Before Logan

[ showPre-Connect Message:

Cortficate Store
Al

[] Certiate Store Override

User Controllable

ko Connect On Start

ininize On Connect

LocalLan Access [C] User Controlable.

Auto Reconnect [ user Controlable:
Auto Reconnect Behavior ] User Controlable

Disconnectonsuspend

Auto Update [ user Controlble

RSA Secure ID ntegration [ User Controlatle
Autamatic

‘Windows VPN Establshment

AlowRemoteLsers v

Clear SmartCard PIN

‘Windows Logon Enforcement
SingleLocallogon v

Defaul Scanring Proxy.
U5 West Coast

Traffic Listen Port

Web
Security

B AnyConnect Client Profile Editor - WebSecurity SEVT.
Profile: WebSecurity_SEVT about
H ey | Scanning Proxy
Eepiors
- fad
5 Authentiction Scanning Proxy st s curentl upo-date.
+ Advanced
‘Scanning Proxy. Host Name Plain Port. S5L Port. Display/Hide Displa:

i [ or
o isere o
e 150 oy
e iore oy
= et ot e ooy
05 East Const 415255 oy
‘ [ .174,58.27 isplay
115 Seuth. 72.37.249.43 443 IDisnlav. |

=

(x)

& AnyConnect Client Profile Editor, - Telemetr;

SEV.

Profile: Telemetry_SEVT

Telemetry Policy

Enable Service

Maximum History Log (MB) 100

Waimum History (Oays)
Aotivius Check nterval (secs) o

Retry Send Attempts =D
Administration Defined Exceptions
| =)
Custom Certificate
Select from File.

Frowes

[cToslsicusteert. pem

Telemetry

Profile: nam_sevt About
J Network )
Policy
5 Authentcaton Plcy
Networks Ak dowed -
Network Groups
cect Al
e
PERP
Eap-aTC
eap-rasT
eap0s
EAPMSCHAPYZ
EPTLS
EAPTILS
BT Alowed vired securty
 (Dynanic (02, 1) WEP)
G2 Select Al
WA Enterprise TKIP
o Open (no encryption)
WA Enterpris AES
e 02.1x nly
Weaz Enterprise TXIP
02,1 with Hacsec
WAz Enterprise AES
K Enterprise TKIP
B NAM



NG Encryption with ASA 9.0

- AES-GCM/GMAC support (128-, 192-, and 256-bit keys)

IKEV2 payload encryption and authentication
ESP packet encryption and authentication

- SHA-2 (Phase 3a) support (256-, 384-, and 512-bit hashes)
ESP packet authentication

- ECDH support (groups 19, 20, and 21)

IKEV2 key exchange
IKEv2 PFS

- ECDSA support (256-, 384-, and 521-bit elliptic curves)

IKEV2 user authentication

PKI certificate enrollment ; \ \ | \
PKI certificate generation and verification Z Z & Z
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ldentity Based Security

@lInfrastructure




ldentity Based Security on FW

Lonfniguration > rirewall > Access Rules
% Add ~ (& Edit [ Delete | ¢ & | ¥ B3 B - | Q Find |F=) Diagram| () Export ~ (9 Clear Hits 5] Show Log & Packet Trace
# Enabled Source User Destination Service Action Hi
= S inside (S incoming rules)
1 @ any &g ASATEST\\John_chambers gk block 16 http & Deny
2 @ any &g ASATEST\\John_chambers @ any e http o/ Permit
3 @ any & none @ any 1 ip « Permit
4 @ any @ any 16 ip € Deny

= B# inside 1Pv6 (1 implicit incoming rule)

F il
B! @ any @ A Grheﬁexmal re ne... 16 ip o’ Permit
5% internet (0 implicit incoming rules) e
; .F' internet IPv6 (0 implicit incoming rules) Web.DE
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Security Group Based Access Control

- SGA allows customers:
Provides topology independent policy
Flexible and scalable policy based on user role
Centralized Policy Management for Dynamic policy provisioning
Egress filtering results to reduce TCAM impact

Ingress Enforcement

@nance (SGT=4)

S8U010
-l .]]ﬂ.

802.1X/MAB/Web Auth

- 0 -

HR (SGT=100)

I’m an employee
My group is HR Egress Enforcement
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Secure Group Access

Topology Independent Access Control
- Term describing use of:
Secure Group TAG (SGT's)
Secure Group ACL's (SGACL's)
When a user log’s in they are assigned a TAG (SGT) that identifies their role
The TAG is carried throughout the Network

- Server Switch applies SGACL’s based on a “Matrix” (see below).

SGT Public Private

Staff Permit Permit

Guest Permit Deny
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Using the SGT’s in the FW Policy

Added Column to Added Column to
Source Criteria Destination Criteria
% Add ~ [& Edj 5 : 5 i iagram amsbow Log
Source Criteria: [ estination friteria‘. \ . , -
- e Source User | Security Group stination |Security Group i iR L

v B outside @l incoming rule)

n e

v 5% Global (Frules)
1 ™ @ any 85 ALL-Employee-Tags @ any |8 HR £ ip « Per...
2 @ any any e ip @ Deny
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Next Generation Firewals
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ASA-CX

- Context-Aware Firewall

RUGELICEN © How to identify user?

- Active/Passive Authentication Rl - What to decryptW
- Application Visibility and Control
- Reputation Filtering Access « Allow or Deny')\/

- URL Filtering

- SSL Decryption
- Secure Mobility CX SSP ASA CX

- Reports

ASA SSP
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ASA CX & WSA/SS: Feature Overlap &

Differences

Inline firewall

Non-web applications (like
Skype, Oracle, SAP)

Network protocols (like SMTP,
DNS, ICMP)

Layer 3-7 access rules

Networking capabilities like NAT,
Routing, VPN

Inbound Threat Prevention*

* Roadmapped

34
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ASA-CX Demo

Cisco ASA CX Context-Aware Security

TechWiseTV 115: Firewall Reinvention with the
New ASA CX







