Webinar: RANSOMWARE

Uvodni slovo — uvedeni do problematiky

Ludek Novak
pracovni skupina kybernetické bezpecnosti



Ransomware

* jiné nazvy: vyderacsky software, vyderacsky program,;
* slozeni anglickych slov ransom ,vykupné® a software

 druh skodlivého programu, ktery blokuje pocCitaCovy system
nebo Sifruje data v nem zapsana, a pak pozaduje od obeti
vykupneé za obnoveni pristupu. Nekteré formy ransomware
Sifruji soubory na pevnem disku (kryptoviralni vydirani), jiné jen
zamknou systém a vyhruznou zpravou se snazi donutit
uzivatele k zaplaceni.

zdroj: https://cs.wikipedia.org/wiki/Ransomware



Aktualni statistiky a trendy ()

Malware (viruses, worms, Trojans) _
Phishing / spear-phishing attacks _
Account takeover / credential abuse attacks _

Denial of service (DoS / DDoS) attacks

Advanced persistent threats (APTs) / targeted attacks _

SSL-encrypted threats

Web application attacks (SQL injections, cross-site scripting) _
Insider threats / data exfiltration by employees _

Drive-by downloads / watering-hole attacks _
Attacks on brand and reputation in social media and on the web _
Zero-day attacks (against publicly unknown vulnerabilities) _
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zdroj: https://cyber-edge.com/cdr/



Aktualni statistiky a trendy (Il)

62.4%
57.7%
55 19, =26.1%
45.0%
2570 I
2018 2019 2020 2018 2019 2020
Organizations affected by Victimized organizations

ransomware that paid ransoms
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Aktualni statistiky a trendy (1V)

Lack of skilled personnel

Low security awareness among employees

Too much data to analyze

Poor / insufficient automation of threat detection
and response processes

Lack of contextual information from security tools

Poor integration / interoperability between
security solutions

Lack of management support / awareness

Too many false positives

Lack of effective solutions available in the market

Lack of budget

zdroj: https://cyber-edge.com/cdr/
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\lyzvy spojené s rozhodovanim (l)

Decisions by U.S. Cities

* Paid Ransom
— Lake City, Florida: Paid $460,000
— Riviera Beach, Florida: Paid $600,000
— Jackson County, Georgia: Paid $400,000

 Did Not Pay Ransom
— Atlanta: Spent $S17M to avoid $51,000 ransom
— Baltimore: Spent S18M to avoid $80,000 ransom
— New Bedford, MA: Spent S400K to avoid $5.3M ransom

1O —
zdroj: https://www.isc2.org/News-and-Events/Webinars/Security-Briefing



Vyzvy spojené s rozhodovanim (Il)

Ransomware payment decision process
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Vyzvy spojene s rozhodovanim (Il1)

Platit Neplatit

 Kratsi vypadek * Rada naklad® spojenych

* Vy&&i pravdépodobnost s resenim vypadku
obnoveni dat * Riziko neobnoveni dat

* Omezeni nezadouci publicity * Riziko nezadouci publicity

* Financovani kriminality * Vyssi naklady

(cca 5 — 10x vysSi nez vypalné)

zdroj: https://www.isc2.org/News-and-Events/Webinars/Security-Briefing



Shrnuti a doporuceni

* Prevence

* Osvedcené metody: zaplaty, zalohy, znalosti
* Pokrocilé nastroje: 2FA, PAM, NAC, EDR

 Uspé&3né zvladani nouzovych situaci
* Plany kontinuity IT sluzeb
* Testy obnovy IT sluzeb a dat
» Efektivni rozhodovani na zakladé objektivnich informaci



