Vyhodnocovani hrozeb
a zapezpeceni v cloudu

Zdenek Jiricek
National Technology Officer
Microsfot Czech Republic

=" Microsoft



CYBER: NOVE VYZVY

160 MIL. uniklych osobnich zaznamu
229 DNI mezi priinikem a detekci
$3 MIL. prim. ztraty pro business / pripad
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VSTUPY PRO THREAT INTELLIGENCE

300B user authentications each month

1B Windows devices updated

200B emails analyzed for spam and malware

18B web pages scanned by Bing each month



Zabezpecen Narustajici hrozby vyzaduji novou koordinaci:
diky analytice

Cyber Defense Operations Center
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« Microsoft Threat Intelligence Center «  Windows & Devices Group



Eliminovat
Malware

Spolupracujeme
s vysetrovateli a
soukromym
sektorem na
rozruseni
zlocinnych siti

Microsoft Digital Crimes Unit
vysetruje, prebira IP adresy
kompromitovanych serverdy,

a organizuje globalni partnerstvi
proti zlocinu na Internetu

Informujeme CERTy a ISP
aby mohli spravne reagovat




8% Actionable Threat Intelligence -
Threat data ziskana z rozrusenych botnetd
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Dorkbot

Operation
December 2015

RUSSIA

CANADA

Dorkbot malware
spreads, steals,
distributes and
disables

Over 15 mil.
infected IP
addresses found

UNITED STATES

AUSTRALIA




DCU Azure

Architecture

Transforming
data into
intelligent action Data

—

Data in

Motion
e

at Rest

Data
Cortana Intelligence Suite Subscribers
Microsoft Products
A~ . . Microsoft Services
g Machine Learning | ¥ .. Governments, ISPs
Advanced Analytics g Big Data Stores and others
Azure Machine Learning Azure Data Lake
Azure HDInsight Azure SQL Data Warehouse
Azure Data Lake Analytics
Azure Stream Analytics Dashboards |
I Visualizations
Information Office 365
&= Management Power Bl

Kibana*

Azure Data Factory Clactic Search

Azure Event Hubs

*Open source software



Bezpecnostni inovace: nejdrive v cloudu

Ochrana emailu a Ochrana virtualnich
dokum. v Office 365 stroju

« Advanced Threat Protection * Azure Disk Encryption

- Safe Links / Safe Attachments - Sifrovani celych VM
« 0365 Advanced Encryption * Autentizace spusteni VM
« Sifrovani s hlavnim klicem * Antimalware for Azure
pod kontrolou zakaznika « Strojové uéeni v redlném case
« Advanced Security Mgmt. e Azure Security Center
 Akvizice izraelske fy Adallom » Dashboard, ktery sam
* Auditni stopa uzivatel( v upozornuje na slabiny VM
cloudu

« Detekce podezielych aktivit na Azure Informat. Protection

bazi abnormalit » Nastroj pro klasifikaci a
ochranu informaci (dat)

Ochrana databazi

 Transparent Data Encryption

« Sifrovani s hlavnim klicem
pod kontrolou zakaznika

« SQL ,Always Encrypted”

- Sifrovani vybranych sloupcti
pod Uplnou kontrolou zakaznika

 SQL Threat Detection

* Ochrana proti SQL injections
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Nastroje cloudu pro IT zakaznika
Microsoft Advanced Threat Analytics (ATA)... link (Aug. 2015)

« Cil: zachytit abnormality na zaklade analyzy AD traffic a SIEM zaznamu
 Profiluje normalni chovani uzivatelt min. 3 tydny, vytvari Sablony
« Vyhodnocuje abnormality, ,Pass The Hash", lateral movement, neautorizované zmeny

System Center Operations Mgmt Suite: navic IP Threat Intelligence

« Qveéruje jestli on-premise PC's nebo servery se pripojuji k nakazenym IP adresam (web serveriim)
 Informace z Microsoft Threat Intelligence Center (MSTIC) a od tretich stran
« Centralizovany pohled na statistiku pokusu pripojit se na Spatné IP adresy

Microsoft EMS, Azure AD Premium

« Zaznamenava a varuje, pokud se pres Azure AD loguje IP adresa kterou mame na rizikovem seznamu


http://www.microsoft.com/en-us/server-cloud/products/advanced-threat-analytics/

Zabezpeceni dat v cloudu

Jak splnit pozadavky vyhlasky
¢. 316/2014 Sb (VoKB)

 Priloha 1.: pozadavky na duvernost,
integritu, dostupnost dat

Studie S.1CZ a.s.: podklad pro analyzu rizik
a zabezpeceni dat v Office 365 (Saa$) a
Microsoft Azure (laaS/PaaS)

S.ICZ a.s.

Ma hiebenech II 1718/10

Protecting Data in Microsoft Online Services

dkladé poptavky Microsoft s.r.o

Zakazka:

Zpracoval:

Petr Hron a kolektiv

finalni

Pocet stran:

111111




Stitkovat a chrénit kategorie dat v organizacich VS
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Legislativni pozadavky na zabezpecéeni

Graf prevzat ze studie BDO IT a.s.: ,Navrh modelu hybridniho cloudu
s vyuzitim Office 365 a sluzeb privatniho cloudu Microsoft” (2016)

Legenda

Klasifikace informace

Forma
informace
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Jak realizovat klasifikaci a ochranu dokumentu?

Protect



Azure Information
Protection




Partnerské reseni: AEC Doclag
AEc CO DELAME PRO KOHO DELAME KDO JSME KONFERENCE KONTAKT

(ffag

LO

Nas pribeh Popis reseni Vyhody Reference
Mas pfibéh
Pouze smeérnice vas problém nevyresi. DocTag spolehlive 855%

zajisti klasifikaci vsech dokumentd.



WINDOWS 10: KROME OBRANY NYNI
MYSLIME | NA MOZNOST PRUNIKU

>

PRE-BREACH POST-BREACH
: : : Breach detection
Device Identity Information Threat investiqation &
protection protection protection resistance 9
response
4
o 0 = L 4
- Device protection / SmartScreen
DAeéicethgalth Built-in 2FA Drive encryption AppLocker Windows Defender
estation Account lockdown Windows Device Guard Advanced Threat
Device Guard : Information Protection (ATP)
Credential Guard ) :
Protection Windows Defender

Device Control
Security policies

Windows Hello :)

Conditional access Network/Firewall
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BY Seville - Cont-LizBean-* X - X

O & windows.com - . * | -

L
. Windows Security Center Cont-LizBean-X1 © Timezone: UTC | ¢ Analyst@SevilleContoso.onmicrosoft.com .

\

Queue » NeroBlaze attack detected > Cont-LizBean-X1

1 Machine Machine IP Addresses Machine Reporting
Cont-LizBean-X1

Domain: Contoso.org )) l
OS: windows10 g g'

=t
Last external IP: 40.122.164.91 First seen: 6 days ago
Last internal IP: 10.0.0.13 Last seen: 6 minutes ago
Alerts related to this machine
02.23.2016 I NeroBlaze attack detected Command And Control New
02.23.2016 A port scanning tool was detected Suspicious Activity New
02.23.2016 I A potential reverse shell has been detected Command And Control New
02.23.2016 I Anomaly detected in ASEP registry Software\Microsoft\Windows\CurrentVersion\Run Persistence New
02.23.2016 I A suspicious Powershell commandline was executed on the machine Lateral Movement New
02.23.2016 I Outlook dropped and executed a PE file. Suspicious Activity New
Machine in organization
Filter by: All Behaviors 0

Sep 2015 Oct 2015 Nov 2015 Dec 2015 Jan 2016 Feb 2016 Today

02.21.2016
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NeroBlaze attack detect...

e

@

o

NeroBlaze attack detected

NeroBlaze attack detected

NeroBlaze attack detected

NEROBLAZE

Introduction

Active since 2007, NeroBlaze is an activity group that has been used primarily to target government bodies, diplomatic institutions and
political advisors. Frequent use of zero-day vulnerabilities, spear-phishing and a number of other distribution methods, makes NeroBlaze a
highly resilient threat.

Interests

We have seen NeroBlaze target government agencies, diplomatic institutions, and military organizations/installations in NATO member
states, and certain Eastern European countries. We have also observed it target organizations associated with political activism in central Asia.

Tools, tactics, and processes

NeroBlaze seeks out victim information through open-source intelligence and social media interaction. It uses simple spear phishing attacks
to obtain victims' email account credentials, compiling information for further attacks. It uses email accounts from generic email providers in
order to imitate the email provider to disguise the spear phishing emails as a notification from the generic email provider, such as ‘a privacy
alert.” NeroBlaze persistently sends spear phishing attacks over many months to the same victims.

NeroBlaze attacks higher-value targets with emails that contain lures designed to take control of

the victims’ machines. NeroBlaze uses a breadth of tactics using lure emails that include:
» URLs to websites containing zero-day exploits
» URLs to websites that use social engineering techniques that cause the victim to download malware
» Document attachments that contain zero-day exploits

NeroBlaze usually packages these emails into a lure that might be interesting to the victim. NeroBlaze tries to provide credibility to these
emails by associating the sender with a real organization.

Note: NeroBlaze appears to have resources to acquire many zero-day exploits that cover a wide range of software products for these attacks.

After a successful attack, NeroBlaze proceeds to get a foothold onto the victim’s network. This includes making use of malware backdoors
and VPN clients to achieve persistent network access. NeroBlaze has also been observed using Kali Linux (a penetration testing Linux
distribution) on the victim’s network for further exploration of the victim's computer. Lateral movement is also commonly used through pass-
the-hash and credential dumping using publicly available tools, such as Mimikatz.

More info about this alert

A set of behaviors likely associated with the NeroBlaze adversary was detected on this machine.

02.23.2016 16:39:42 i# Today

Command And Control

Exfiltration of information from the victim’'s network can happen through dedicated command and control (C2) infrastructure.

NeroBlaze attempts to disguise this traffic through domain names that are associated with common tasks on the network, such as updates
and malware checks. On rare instances, we have observed that NeroBlaze uses legitimate servers, such as local SMTP mail servers, to extract
information. Overall, NeroBlaze tries to blend into the network traffic to avoid suspicion.

Areas affected

Recommended defenses

+ Use the latest, up-to-date operating system and software versions with latest security mitigations

» Conduct enterprise software security awareness training, and build awareness about malware infection prevention
« Institute second factor authentication

= Prepare your network to be forensically ready

+ Keep personnel and personal data private

= Lock down privacy settings on social profiles

+ Keep systems and software fully updated

Dismiss

Recommended Actions New

1. Contact your Incident Response team. NOTE: If you don't have an Incident Response team, contact the Microsoft Consulting Services (MCS)
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