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Bezpecnosti IT/ICT se vénuji od roku 2010

2010 - 2014 Statni sprava

2014 - 2016 Bezpe&nost ve finanénim sektoru (CSOB, Deutsche Bank)

od 2017 Konzultant bezpecénosti a bezpecného vyvoje informacénich systém
2020 - 2022 Oracle

od 2022 Kyndryl
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Rozdily mezi cloud a on-premise reSenim
Zakladni charakteristiky cloudovych sluzeb

NIST SP 800-145 definuje “cloud” jako model umoznuijici
snadny sitovy pristup ke sdilenym a konfigurovatelnym
vypocetnim prostredkum, které jsou poskytované s minimalni
potrebou rizeni nebo interakce s poskytovatelem.

Souvisejici rizika

1. Sitovy pristup
. o Odepreni sluzby (DoS, DDoS)
2. SIUZba na Vyzadam (On_demand) Ztrata duvérnosti a integrity dat

3- Sd "em’ Zd rOjfjj Ztrata dostupunosti dat
4. Mérené S|u2by Soulad s legislativou a normami

Financni ztraty
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Rozdily mezi cloud a on-premise reSenim
Odpovednost za bezpecnost podle modelu cloudove sluzby

Odpovédnost
Poskytovatel sluzZe b <) Zakaznik

Software as a Service (SaaS)

kyndryl



Rozdily mezi cloud a on-premise reSenim
Rozdily v zabezpeceni podle modelu nasazeni cloudu

Komunitni cloud

Privatni cloud

Hybridni cloud

Verejny cloud
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Rozdily mezi cloud a on-premise reSenim

Sdileni zdrojli: Uspora vs. Riziko

VIRTUAL MACHINES

VM1

VM2

Guest
0s

VM3

Host operating system
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Host hardware

CONTAINERS

App App App
2 3 4
Docker Engine

Host operating system

Host hardware



OdliSna bezpecnostni rizika
Porovnani rizik

On-premise Cloud

—

% Nedostupnost
- sluzeb
S Malware
T
Externi utok
Vendor lock-in
Pfirodni katastrova Insider threat
Ngsoqlad S Vendor lock-out
- legislativou a
5 Kradez standardy
=
o
-
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Zpusoby zabezpeceni
Jak mitigovat rizika pri pouziti cloudovych sluzeb?

1. Peclivy vybér poskytovatele cloudovych sluzeb

2. Jediné skuteCné vymahatelné veci jsou:
a. Smlouva
b. Service Level Agreement
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Zpusoby zabezpeceni
Hodnoceni bezpecnosti cloudovych sluzeb
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Cloud Controls Matrix (CCM):
https://cloudsecurityalliance.org/research/cloud-controls-matrix/

https://cloudsecurityalliance.org/artifacts/security-quidance-v4/
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Audit and Assurance

Application & Interface Security

Business Continuity Mgmt & Op Resilience
Change Control and Configuration Management
Cryptography, Encryption and Key Management
Datacenter Security

Data Security and Privacy

Governance, Risk Management and Compliance

Human Resources Security
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Identity & Access Management

Interoperability & Portability

Infrastructure & Virtualization Security

Logging and Monitoring

Sec. Incident Mgmt, E-Disc & Cloud Forensics
Supply Chain Mgmt, Transparency & Accountability
Threat & Vulnerability Management

Universal EndPoint Management


https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://cloudsecurityalliance.org/artifacts/security-guidance-v4/

Dekujl za pozornost.

Q&A?



