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Kde ransomware zacal?

AIDS wtormation ':‘&.;."'::

1. Stset your computer
3. lasen Qs dslotis knto Saive A

3. At e Co> prompt, type AINSTALL
4, Pve2e ENTER
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Kde ransomware zacal?

Corporation. These programs are provided for your use as described above on a leascd basis to you; they are not sold. You may
choose one of the fallowing types oflcase (a) a lcase for 365 user applications or (b) a lease for the lifetime of your hard disk drive
or 60 years, whichever is the Iesser. PCCybothozpomnonmay include mechanisms mthcprogramstohmnor mhibxtcopymg
Andtosnsum ths n1 abide by the terms af'th. consc acmement andtaothes terms ot th age cdiration Thers & mandatory Ies

fee for the use of these programs; they are not provided to you free of charge. The prices for “'leasc a’” and"lmcb"mmnomd
above arc USS189 and US$378, respectively (subject to change withoutnotice). If you install these programs on a microcomputer
(by the install program or by the share program aption or by any other means), then under the terms of this license you thereby
agrectopay PCCyborgCorporanonmfxﬂlforthc costoflmmgtheseptogmm In the case of your breach of this license
AP TCCINCT YDOT £ MPOTAUCT IESErves e JN [0 TAKS any Al ACHAOCII NGCeIsSarv 1o -’Jo“”h'o)lkt\lfﬂh[ OEDI8 DavabDit
toPCCybmngpombonandtouscpmgrammechamxmstocnsumtnrmmanm of your use of the programs. Thcseptogmm
mechanisms will adversely affect other program applications on microcomputers. You are hereby advised of the most serious
conscquences of your failure to abide by the terms of this license agreement: your conscicnce may haunt you for the rest of your
life; you will owe compensation and possible damages to PC Cyborg Corporation; and your microcomputer will stop functioning
normally. Warmning: Do not usc these programs unless you are prepared to pay for them., You are strictly prohibited from sharing

N ALEF Source: https://lomqgcybersecurity.co.uk/



https://omgcybersecurity.co.uk/

Kde ransomware zacal?

Dear Customer:

It i= time to pay for your =s=oftware lease from PC Cyborg Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don’t use the printed INUVOICE, then be sure to refer to the important
reference numbers below in all correspondence. In return youw will receive:

— a renewal software package with easy-to-follow, complete instructions:
— an auvtomatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: AS599796-2695577-

The price of 365 user applications is US5189. The price of a lease for the
lifetime of your hard disk is US5378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATION
for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue
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Jake bylo pokracovani?

X ALEF

Od roku 2005 souborovy krypto-ransomware

- E-mail, distribuce na ,boty*

Od 2010 ,lockery”

+ Exploit kity

Od 2013 ,moderni® necileny ransomware

- Exploit kity, e-mall

licie Ceské Republik

POZOR!

1 Jste perudll autorske pravo a Zaken souviselicich Prav co. NUKS. sofvarc) &
nedowoient pouél nedo diinbusyal 0ds3h Chrndny auoeskem aravem . £'mz dosl & pondiant
188 "mpue ¥ fake snamita pkn Aulneskd p i ik i
=k 1§ U Umie B esin'ho dEkoniku sk sckuly ve 2-500 mrmln mady nemo
SENEL svoLody ra cva aZ asm lal
Sifit nebo pronlizel jete zakizany pornograficky obsah (diteke pomogratcke fotky ate
oyly nakzeny na vadam politadly A tim ‘etz ponusil Lisnzk 202 trestiho 23koalky Irska, ol
s1anov odnétl svebacy po dobu (tyf 52 dvanact et
Nelagaini pristup byl zanajen 2 vaseho potitade bez vaiehe vedoml nebe scunlasy,
vas poditac muze byt napadgen malwarem, tak |ste ponusl 72knn o nedbad VA
asctinihn p e

~

w

Pocle novey Binz 2011, porueni 1eholo z3konu (pokud ce
NE0PEOIE - S0prE) Mahol 941 povalovany 23 pocmingnd v plipace, 22 zaplatite pokuty ve
vyél Statd

Cheete-ll odemkneut goditad a vyhnout se dalsim pravnim pasledkim, povinen |ste
zaplatit uvoingni poplatek ve vy &l 2000 KE, splatnou pres PAYSAFECARD (musite kouprt
PAYSAFECARD kartu, vioite )| 2000 K& 3 zadajte kod). LlUZeta 51 koupit kod na kazdem
obchode nebo cerpaci stanici. PAYSAFECARD je k dispozics v obchodech pa cel
Jek rohu 2213l pakutu Stych cd2mbnoul vl PC?

1. Napdete melootehodn’ Lmistan PAY: ARD tlizko vas:

RoBINOIL

93.181.74.12
Policka,
Pardubicky kraj,
Czech Republic




Jake bylo pokracovani?
* Od 2014 mobilni a ,chytra® zarizeni

- Skodlivé/trojanizované aplikace, drive-by downloady

- 2017

- Cervy

« 2020 — netradicni loT

- API A "'3‘«-\

@

< 7
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Kam jsme dospeli?
* U necileného ransomware se techniky distribuce od let 2013/2017 prilis
nezmenily

+ Totéz Casto plati i o mentalité obrancu
« Postihne nas ,necileny” ransomware
« AV/"anti-ransomware” aplikace nas ochrani

...ale je to opravdu tak?
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Cileny ransomware = APT hrozba pro kazdeho

Zapojeni vice specializovanych jednotlivct/skupin
1. Sbeér dat

2. Prunik do cilového prostfedi (RDP, VPN, USB disky, insider, zranitelnosti

perimetru,...)
3. Rozsifeni na zajmoveé systémy v ramci sité
4. Exfiltrace dat
5. Sifrovani vybranych dat
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Co s tim muzeme deéelat?

- Komplexni pristup pres

« Technologie

* AV/EPP/*Anti-ransomware”, EDR, komplexni logovani site i
endpointu

* Procesy

- Bezpecnostni monitoring, threat intelligence, pripravené reakce na
Incidenty, zalohovani a testovani zaloh i reakce

* Personal
- Kontinualni zajisteni dohledu i reakce na incidenty
N ALEF



Je nami pripravena reakce efektivni?

« Jsme schopni detekovat a zastavit utoCniky drive nez dojde k zasifrovani

dat?
* Mame funkcCni DR (tedy nejen ,na papire)?

« MuUzeme obnovit business procesy a soucasné poskytnout podklady pro

vysetreni incidentu?

Nestaci spolehat na obecna doporuceni — ta jsou vychozim bodem, ale

reakci je vzdy tfeba uzpusobit specifickému prostredi konkrétni organizace.
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