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Pritazlivost dat
Pritahuje analytiku k datdim

Aplikace
& sluzby

Ziskani signalu z sumu vyzaduje
kontext z Siroké mnoziny dat
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Microsoft’s Intelligent Security Graph
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Od signalu k inteligenci:
Uvnitr Microsoft Intelligent Security Graph
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Produkty vytvoreneé se striktnimi
privacy/compliance standardy

Viz Microsoft Trust Center

Analytika napomaha k novych
odhalenim

Produkty odesilaji data do grafu

Produkty pouzivaji Interflow
APIs pro pristup k vysledkim

Produkty generuji data, zavadéna
zpét do grafu

Hunters identifikuji Utoky,
vylepsuji analytiku a poskytuji
zpétnou vazbu do navrhu
produktu


https://www.microsoft.com/TrustCenter
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
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Opozdéna a castecna
viditelnost bezpecnostni |
pozice organizace m
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Potreba spravy
. s Chybéjici prioritiz
hrozeb a zranitelnosti é s Cm 2t neidn

Lta
.
— Mnoho zranitelnosti,

neji zrejmé skutecné riziko

o /N

Prioritizace zranitelnosti
postrada business kontext

Nezvladnutelny pocet nalezu




Nova generace spravy hrozeb & zranitelnosti

Sprava zranitelnosti uz neni jen skenovani

Detekce ,_

Kontinualni detekce I windows Dedender Security Center
zranitelnych aplikaci a konfiguraci monitoringem koncovych . o sec
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Kontextoveé rizena prioritizace & _ 7‘ - Ny -
Nalezy obohacené o informace o hrozbach, business “ N v W B e o
kontextu a skupinové znalosti pro vytvoreni presneého 5 3 e R .
reportu rizik & o
.. Sy K e kg T it Remediation tasks
Presna mitigace & automatické opravy i : o
hrozeb pomoci pfizplisobeného planu postaveném na e o e— il [

organizacnim riziku s vyuzitim bezpecnostnich reseni
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Potreba pro redukci
povrchu utoku

Gl orF
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Zranitelnosti v software
(napr. chyby v kodu)
nezmizi, protoze chybovat
je lidske

Platforma, kde muUze béze
cokoli a zavisi pouze na

detekci je méné bezpecna
nez platforma umoznujici

aplikaci

béh pouze duvéryhodnych

,Out of the box" platformy
maji malo pouzivaneé ’
plochy funkci, které vytvari
prilezitosti pro zneuziti

utocniky

/N
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Zarizeni s omezenym
pristupem pouze do
znamych sit'ovych lokaci je
daleko komplikovanéjsim
cilem




Redukce povrchu utoku

Odolani utokim a zneuziti

HW RIZENA IZOLACE

RiZENIi APLIKACI

OCHRANA PRED ZNEUZITIM

OCHRANA SiTi

RIZENY PRiSTUP K ADRESARUM

Izolace pristupu k nediivéryhodnym webim

Izolace pristupu k nediivéryhodnym Office
souborim

Prevence pruniku do hostitele
Mitigace znamych zneuziti
Ochrana souborti pfed ransomware

Blokovani komunikace do destinaci s nizkou
reputaci

Ochrana historickych aplikaci

Povoleni béhu pouze divéryhodnych aplikaci
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Potreba noveé
generace ochrany

Gl orF

Redeni, ktera zavisi na
pravidelnych aktualizacich

nemohou chranit pred 7 miliony

jedinecnych hrozeb, které se
objevi za jednu hodinu

Omezeni plochy Utoku
muze zvysit bezpecnostni
uroven, stale ngjaké misto
pro utok zlistane

Hra se zménila z blokovani
rozpoznatelnych
spustitelnych soubortd k
malware vyuzivajiciho
pokrocilé metody zneuziti
(napr. fileless malware)

Zijeme ve svété hyper
polymorfnich ohrozeni s 5
mld jedinecnych instanci
mesicné




Nova generace ochrany: klientské zarizeni + cloud

cas

\

Lokalni ML modely, algoritmy detekujici \/f
chovani, generika a heuristika /\ig

Ochrana v milisekundach
Vétsina znamého malware je blokovana vysoce presnou
detekci v Windows Defender AV

ML modely pracujici s metadaty

Ochrana v milisekundach

Pravidla Machine Learning algoritmU v cloudu vyhodnoti
podezrelé soubory na zékladé metadat zaslanych klientskym
dotazem z Windows Defender AV

ML modely analyzujici

Ochrana v sekundach
Kopie podezrelého souboru je odeslana k prozkoumani
pomoci multi-class ML klasifikatora

ML modely pro
detonace

Ochrana v minutach
Podezrely soubor je zpustén v sandboxu za Ucelem
dynamickeé analyzy pomoci multi-class ML klasifikator

analytika

Ochrana v hodinach
Korelované signaly z ML modelU a expertni pravidel ze sité s
vysokym poctem senzorl automaticky klasifikuji ohrozeni
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200+dni v primeéru zlstava

- utocnik v cilove siti nez je
detekovan

46% kompromitovanych
systému nemélo na sobé
malware

A%

Potreba pro detekci a reakci
na koncovem bodu

Slozité se vyznat v
@ detekovanych hrozbach

99.9% zneuziti zranitelnosti byly
pouzity rok po té, co byla
publikovany na CVE

y s

Ziji mimo hranice. Uto¢nici
vyuzivaji vyhybaci techniky
(AET)

CVE — Common Vulnerabilities and Exposures
AET — Advanced Evasion Technique


https://cve.mitre.org/
https://searchsecurity.techtarget.com/definition/advanced-evasion-technique-AET

Detekce & reakce na koncovem bodu

Detekce. Vysetreni.

Odpoved na pokrocilé utoky.

Klient =2

Zaznamovy senzor
hluboce v OS

Cloud O

Machine learning, detekce
chovani & anomalii

Reakce a omezeni Sireni
Sandbox analyza

Siroké vysetfovani napfi¢
stroji, soubory, uzivateli, IPs,

URLs

Historicky a real-time
threat hunting

Threat intelligence a
prizplsobitelné detekce
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Cim vice detekdi, A

tim vetsi zahlceni
analytikd

Zkoumani alert( je Casové
narocneé

Q

Potreba automatizace A

Manualni naprava
vyzaduje cas

Problém
@ kyberneticke

kapacity &

Expertiza je draha A

Lidé neradi délaji véci,

: které zvladaiji stroje




Automaticke vysetrovani
& naprava

Od alertu k naprave v radu minut

Klient 2 Cloud O

Forensic collector Historical endpoint data

Response orchestrator Response orchestration
Al-based

response playbooks
File/IP reputation

Sandbox
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‘ Potreba
dodatecného

" kontextu hrozby Kdyz je potreba,
expert neni k dispozici

Potreby pro
rlzeny Huntlng Ma tento alert nebo
udalost vyznam pro mou
organizaci? Chybéjici doporuceni
reakce pro zpracovani

alertu

Sl o

Dulezité alerty mohou
z(stat nepovSimnuty




Managed Threat Hunting Service

Dalsi vrstva pohledu a analytiky pro zajisténi, ze hrozby nezlistanou nepovsimnuty

Windows Defender ATP
New Alert from Bilbao Team
Software Supply Chain Attack

Neprehlédnete prolomeni

Jistéte si zada
Microsoft experti na hrozby proaktivné hledaji

e . 7 7 v . 7 7 Ve v * ashboard > Software Supply Chain ack
anomalie nebi znama kodliva chovani ve vasem it s
. . v s v , F  software Supply Chain Attack i
jedinecném prostredi. f —— - ma PR
e I T i o
Experti podle potreby = = o ==
Svétova trida expertu e m= i @ &

Potrebujete poradit s alertem,malware nebo - 8= g
kontextem hrozby? Zeptejte se zkusenych Microsoft £ o e o ks oo

expertﬁ. O ———
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Potreby pro
spravu bezpecnosti

D

A\

Neexistuje jednotny

pohled

/N

Konfigurace napfic
resenimi je slozita

/N

Vice rozhrani pro spravu

komponent bezpecnosti m

/N

Neexistujici priority
s Cim zacit nejdrive

/N

Chybégjici doporuceni pro vase
potreby




Windows Defender ATP-
Security management

Rozumi tomu, co se degje, co se
stalo a pripravi vas pro
budoucnost

Dashboardy a trendy
Monitorovani hrozeb
Reporting hrozeb

Sprava konfiguraci

https://security.microsoft.com

Microsoft 365 | Security center

Home

- Essentials

Secure Score 05 update status Scheduled reports Shortcuts

Witbe s
Device security polic
9
2 417 a 50% up-to-date )
Secure Score - weekly report Today, 12:00pm
[_‘ﬁ Data s it
Malware block trend - daily Today, 12:00pm e o preventon
* Up-to-care Updates pending Outofazte unknaun Data loss prevention incidents Tomorrow, 8:00am
2 Device score: 300 / 520 Conditional access p
I Troubleshoot update issues Cf Malware encounter volume Tomorrow, 8:00am
[ Data score: 40 / 230
, Device compliance Risky users What's new ?

2 Identity score: 56 / 20C

. . & Microse
5 g score 21150 82% compliant 12 risky users v |

)

|
)
Corlont B moraceperiod B Ken<omplins Unkoomn 3 \
I1DQCORDE -
Windox
Improve your security posture Learn more See compliance issues % Edit user risk policies 7 Educate these users } -
-~ Reports
Devices with malware Data loss prevention incidents Malware installation vectors Top malware types
108 affected devices 239 incidents Top vector: e-mail Top threz




5 M365 X o+ — O X
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&« O https://security.microsoft.com

Microsoft 365 Security

¢ Edit sections - Add cards

{nr Detection ~
= Active Incidents Identity protection Device protection
B - - - - - - -
27 active incidents ..compm o Users with threat detections 34 devices at risk ;.
Q
Updated 6:20 pm today Updated 6:20 pm today
id) M High (4) Medium (16) Low (7) Liser Alerts Device Risk score
Jesse Wallin 56 ;
] Incident name Severity Last activity RDP_SRV_10 - High
e Golden ticket compromise HENE High June 18, 2018 11:12 AM Robin Goolsby 4 RDP_SRV_5 A High
=
Phishing email campaign detected EEE High June 18, 2018  11:10 AM Eva Macias = FIN_SRV_HQ A High
2
Suspicious PowerShell Activity HEE High June 18,2018 11:07 AM lonathan Wolcott - DC_SRV_US A High
Phishing email campaign detected HEE High June 18,2018 10:56 AM Rex Fredrickson e cont-evamacias A High
Insider threat identified - sensitive data Medium June 18,2018 10:52 AM Benovan Eagle 13 cont-jonathanwolcott A High
Potential Dofoil activity - malicious C2 Medium June 18,2018 10:50 AM Jess Passmore 8 cont-jesswallin Medium
Windows Defender AV detected an active 'Azden’ malware Medium June 18,2018 11:12 AM Antoine Hindman 4 RDP_SRV_25 Medium
Windows Defender AV detected 'Reimage’ unwanted software Medium June 18,2018 11:11 AM Wayne Wallin ‘ RDP_SRV_25 Medium
Show more Show more See more
Email protection Device threat analytics Threat News
M H H Spectre and Meltdown 23 active/132 " N .
12 email accounts at risk /.: Assess your defenses against a Baditten" - New threat in town

Check organization vulnerability

h i g h - profi I e t h rea ts Advanced Trojan Outbreak 16 active/182

NotPetya 13 active/254 Start hunting!
GitHub shared new qu ':l}'

Updated 6:20 pm today

Updated 6:20 pm today
Email account User

l- |
.

Get interartive renorts on Windowe Defender ATE abaut emerninag threate



Ochrana koncoveho bodu je slozita

VYKON ﬁ BEZPECNOSTNI TYM CENA

Dopad na koncové body Cas a znalosti Vice reSeni a on-prem infrastruktura

Malware

Phishing

Ransomware

0-day

World-wide outbreaks A

Advanced attacks

Fileless attacks

Vulnerabilities

Asset discovery

Hunting & forensics
Application whitelisting
Vulnerability patching
Endpoint detection & response
Machine Learning

Sandboxing

Attack surface reduction
Remediation

Signatures

Host intrusion prevention system
(HIPS)

Exploit mitigation
Antivirus



Ochrana koncového bodu je byla slozita.

Malware

Phishing

Ransomware

0-day

World-wide outbreaks
Advanced attacks
Supply chain

Fileless attacks

Vulnerabilities

Microsoft Defender ATP
|

Integrovany, postaven s cloudem.

A0\
NL/




Maximalni detekce behem fazi utoku Microsoft Cloud App Security

Rozsirena ochrana & podmineny
pristup k jinym cloud aplikacim

®
Office 365 ATP Azure AD Identity %
Detekce malware, bezpe¢né Protection ¥
odkazy a prilohy Ochrana identity & podminény pristup " Kradez dat
o— —_— [ J
.’/\‘. Brute force Utok nebo ) Utoénik pristupuje k
Phishing Otevreni \—// pouiti zcizené identity Utocnik sbira data a " citlivym datGm
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~~~~ & instalace & Control
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website UzZivatelsky Gcetje  Utoénik zkousi Privilegovany Ucet Doména
kompromitovan lateralni pohyb kompromitovan kompromitovana
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Windows Defender ATP Azure ATP
Endpoint Detection and Response Ochrana identity

(EDR) & End-point Protection (EPP)



Microsoft Defender ATP

Povyseni bezpecnosti ve vsech scénarich

Aplikace & Data
Microsoft Office 365

1 u . Sitka signalii ohrozeni od Microsoftu

Security B_roker pro cloud aplikaf:e Orchestrated protection and remediation
Microsoft Cloud App Security

[T @

Bezpecnostni analytika & doporuceni
Sprava identit & pfistupu Microsoft Defender ATP Jicrosoft Secure Score

Azure AD & Conditional Access Unikatni platforma pro

ochranu koncového bodu

<

Data Loss Prevention r% E

Azure Information Protection 1 £ Sprava bezpecnostni pozice v cloudu

m@ L Azure Security Center
[

Jednotna sprava koncového bodu
Microsoft Intune



Microsoft Defender ATP

Integrovany. Postaven s cloudem.

IT mu véri. Bezpecnostni tymy jej miluiji.



