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Anatomy of
Ransomware Attack
AFCEA: Kybernetická bezpečnost VIII.

Pavel Minarik, Chief Technology Officer
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Prevention consumes
90% of budget
Firewall protects perimeter, 
but what if it’s bypassed?



Fl
ow

m
on

A
n

at
om

y 
of

 R
an

so
m

w
ar

e 
A

tt
ac

k

Endpoint protection 
can be evaded
On average it takes 197 days to 
identify a breach

Source: Cost of a Data Breach Study, Ponemon Institute
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Attacker 
activity 
starts now

#
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Discovery
Attacker seeking critical systems.
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ARP Scan
Source 192.168.1.50, enumeration of active neighbor hosts on the network.



Fl
ow

m
on

A
n

at
om

y 
of

 R
an

so
m

w
ar

e 
A

tt
ac

k

Vertical TCP SYN
Scan against 3 targets previously discovered to find potentially vulnerable services.
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Credential Access
Password spraying against Samba server.
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Samba Brute Force Attack 
Source 192.168.1.50, target 192.168.1.2, brute force on user credentials.
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Lateral Movement
Attacker exploited Bluekeep vulnerability of RDP protocol.
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RDP Attack
Attack against RDP using Bluekeep vulnerability (CVE-2019-0708).
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Input Capture
Attacker installed keylogger on the Windows device to collect credentials.
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High Data Transfer 
Attacker is hoarding company sensitive data from 192.168.1.2 server.
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Exfiltration
Attacker splits data in chunks and exfiltrate it via ICMP (ping).
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Exfiltration Over Alternative Protocol
Detection based on adaptive baselining.
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Suspicious Payload
ICMP packets with suspicious payload detected. Capture triggered to provide full 
packet traces.
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Exfiltrated File Detail
Full packet trace in Wireshark showing the exfiltrated file name and content.
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Impact
Data encrypted on network share. Destructive action taken.
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Suspicious Samba Traffic
Detected on network share, this indicates data encryption.
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Incident  
detection
summary

Input data

Network telemetry (flow data), 
reputation feeds, IDS signatures,
full packet data.

Detection algorithms

Machine learning, adaptive baselining, 
behavior analysis, heuristics,
reputation-based and signature-based.

Provided evidence

Events, network telemetry, packet capture.



Fl
ow

m
on

A
n

at
om

y 
of

 R
an

so
m

w
ar

e 
A

tt
ac

k
Fl

ow
m

on

Questions
Ea

rl
y 

R
an

so
m

w
ar

e 
D

et
ec

ti
on

 a
n

d
 R

es
p

on
se


