X ALEF

Bug Bounty program a moznosti jeho
vyuziti

Milan Habrcetl

milan.habrcetl@alef.com
ALEF CSIRT



Co to |e?

Program zalozeny na principu
crowdsourcingu pro
identifikaci zranitelnosti v
systémech organizace.




Predpoklady a navaznosti na BBP
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Zavadeni BBP v organizaci

* ISO/IEC 29147 — Vulnerability

Disclosure

* |ISO/IEC 30111 — Vulnerability
Handling

X ALEF

ISO/IEC 29147
Vulnerability disclosure

Develop vulnerability
disclosure policy

Develop capability to
receive and
disseminate

vulnerability information

Receive
vulnerability report
from external
source

ISO/IEC 30111
Vulnerability handling processes

Develop vulnerability
handling policy and
organizational
framework

Identify
vulnerability from
internal source

Acknowledge receipt

Inform finder

Disseminate
advisory

- Verify report

Vulnerability
verified?

————— Develop resolution

Engage in
post-resolution
activities




Dalsi
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efektivni BBP




Dalsi predpoklady pro efektivni BBP

» Stanoveni a publikace podminek BBP
* Rozsah, zakazané aktivity, pozadavky na report, klasifikace

» Efektivni komunikace s ohlasovateli
« Security.txt (RFC 9116), PGP/GPG klice

» Odmenovaci schéma
» Nastaveni a vyhodnocovani souvisejicich metrik
* VyloucCeni stretu zajmu

 Evidence nalezu
» Nalézt a vyloucit duplicitni hlaseni
N ALEF
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