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Security Intelligence & Operations Consulting

Zkušenosti:
• 40+ SOC postaveno
• 117+ SOC hodnocení (Assessments)
• 30+ SIOC konzultantů

Filozofie:  
• Byznys priority
• LPT – Lidé, Procesy, Technologie

Zrychlený úspěch: 
• Metodika zralosti a schopnosti SOMM
• Best Practices
• Široké znalosti a zkušenosti

Účel:

Zajištění, aby naši zákazníci byli úspěšní, poskytnutním 
správných Lidí, vybudováním řádných Procesů a dodáním 
efektivní Technologie.

Založeno: 2007

hp.com/go/sioc

SIOC

http://hp.com/go/sioc
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SIOC Metodika SOMM
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Příklad – workflow eskalace hrozby
Categories SIEM Priority Levels

0-2 3-4 5-6 7-8 9-
10

Unauthorized Root/Admin Access A A A C1 C1

Unauthorized User Access A A I2 C2 C1

Attempted Unauthorized Access A A A I3 C3

Successful Denial of Service A A I2 C2 C1

Policy Violation A A T3 T2 T1

Reconnaissance A A A I3 I2

Malware Infection A A T3 T2 C2

Legend

 C1: Critical callout –15 min
 C2: Urgent callout –30 min
 C3: Routine callout –2 hr 
 I2: Urgent investigation
 I3: Routine investigation
 T1: Critical ticket opened
 T2: Urgent ticket opened
 T3: Routine ticket opened
 A: Active monitoring
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Zralostní model SOMM – Maturity and Capability model

Level 0 

Incomplete

Level 1

Performed

Level 2

Managed

Level 3

Defined

Level 4

Measured

Maturity & capability levels
Metodika

• Kvantitativní hodnocení BLPT 
(Byznys, Lidé, Process, 
Technologie)

• Derivát Carnegie Mellon –
Software Engineering 
Institute’s - Capability Maturity 
Model for Integration (SEI-
CMMI)

• Meziroční a také oborové 
srovnání 

Level 5

Optimized
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Maturity Assessment Jan-14 Dec-14 Year-to-Date Change

BUSINESS 1.67 2.82 69.00%

Mission 2.77 2.84 2.53%

Accountability 1.16 2.29 97.62%

Sponsorship 2.00 2.29 14.65%

Relationship 1.12 2.92 160.91%

Deliverables 1.26 2.89 129.59%

Vendor Engagement 1.51 2.24 48.53%

Facilities 2.16 2.23 3.21%

PEOPLE 1.70 2.55 50.18%

General 1.66 2.22 33.87%

Training 1.46 2.89 97.87%

Certifications 1.16 2.22 91.64%

Experience 1.56 2.85 82.58%

Skill Assessments 1.57 2.82 79.78%

Career Path 1.12 2.48 121.65%

Leadership 1.00 2.98 198.00%

PROCESS 1.20 2.52 110.24%

General 1.72 2.30 33.43%

Operational Process 1.65 2.93 77.30%

Analytical Process 1.26 2.82 124.15%

Business Process 1.74 2.30 32.14%

Technology Process 1.16 2.29 97.35%

TECHNOLOGY 1.00 2.89 188.52%

General 1.14 2.30 101.66%

Architecture 1.47 2.28 55.43%

Data Collection 1.75 2.89 65.14%

Monitoring 1.46 2.93 100.61%

Correlation 1.11 2.30 107.20%

Overall SOMM Level 1.39 2.70 93.60%

SIOC zralostní model
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Current Phase 1 Phase 2 Phase 3

Timeline 6 mos 1 yr 2 yr

SOMM 
Target

1.6 2.0 2.5 3.0

Use Cases Logging Perimeter, 
compliance

Insider Threat, 
APT

Application
Monitoring

Staffing Ad hoc 4 x L1, 1x L2 8 x L1, 2x L2 12 x L1, 2x L2, 2x 
L3

Coverage 8x5 8x5 12x7 24x7
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Median SOMM skóre dle oboru
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Median SOMM dle oboru a BLPT oblasti



Hlavní trendy
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#1 Problém – Nábor a udržení nadaných profesionálů

Znalostní vakuum

Evoluce zevnitř je často rychlejší nežli nábor zvenku

Kariérní postup, směny, přidělení, prostředí

Dobře míněné, ale často zavádějící až nevhodné metriky

Incident 
Handler

Lidé

SOC profesinálové

Level 1 Level 2

Engineer
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Bezpečnost pro nebezpečáky

Veřejné hrozby a průniky jsou známé

Byznysový reporting – „Co to znamená 
pro naší misi?“

“Don’t scare them” – Meg Whitman, HP 
CEO
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SOC je program a nikoli projekt!

SOMM zralost často dosáhne špičky po cca 18 měsících od zahájení

Nejčastěji díky ztrátě podpory vedení anebo nevhodnému zadání
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Bolestný růst technologií

Společnosti hledají švýcarský nůž na bezpečnost

Některé organizace nezvládají základní 
bezpenostní principy

Chybí plán do budoucna a připravenost na 
postupné dozrání

Škálovatelnost a otevřenost



Děkuji za pozornost

hp.com/go/StateOfSecOps

hnevky@hp.com



Backup slides
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Ensure the Operations are Repeatable

BC/DR

 Business Continuity Plan

 Disaster Recovery Plan

Process Improvement

 Maturity Assessments

 Project Methodology

 Knowledgebase (wiki)

Compliance

 Internal Compliance

 Compliance Support

Metrics

 Reporting KPIs 

SIEM Performance

 Operational Efficiencies

Event Management

 Triage

 Callouts

 Case Management

 Crisis Response

Daily Operations

 Shift Schedule 

 Monitoring

 Problem and Change

 Shift Turn-Over

 Daily Operations Call

Training

 Training plans

 Skills Development tracking

Subtle Event Detection

 Data Visualization

 Pattern Analysis

Reporting

 Analyst Comments

 Incident Summary

 Threat Reports

Incident Management

 Incident Research

 Focused Monitoring

 Incident Response

Intrusion Analysis

 Event Analysis

 Threat Intelligence

 Information Fusion

Design

 Developing Use Cases

 User and Asset Modeling

Configuration Management

 SIEM Architecture

 Data Feed Integration

 FlexConnector Development

System Administration

 Access Management

 Maintenance and Upgrades
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Answer the “so what?” question
Line of Business Reporting
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Real life examples how HP ArcSight has helped?

5 minutes to generate IT GRC report 

Logger compliance packs generates IT GRC 
reports that otherwise would take 4 weeks

3 days to run an IT audit

Search results yield audit-quality 
data that otherwise would take 6 
weeks

10 minutes to fix an IT incident

Text based searching and integration with BSM 
detects and  corrects IT incident that otherwise 
would take 8 hours

4 hours to respond to a breach

Logger enables forensic investigation 
and a quick response to a data breach 
that otherwise would take 24 days

2 days to fix a  threat vulnerability

Logger integration with SIEM solution builds threat 
immune that otherwise would take 3 weeks
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Where do I find more information? 

HP Security Intel & Ops Consulting:  http://hp.com/go/sioc

Report: hp.com/go/StateOfSecOps

Blog: hp.com/go/securityproductsblog

SOC Maturity Assessment Solution brief: 
http://h20195.www2.hp.com/V2/GetDocument.aspx?docname=4AA4-4144ENW&cc=us&lc=en

http://hp.com/go/sioc
http://h20195.www2.hp.com/V2/GetDocument.aspx?docname=4AA4-4144ENW&cc=us&lc=en

