Proc prevence jako ochrana nestaci?

== FIOWMmon

| N | Driving Network Visibility

Lubos Lunter
lubos.lunter@flowmon.com



Flowmon Networks

e Technologicky lidr v NetFlow/IPFIX monitoringu
pocitaCovych siti a behavioralni analyzy

* 3x Deloitte CE Technology Fast 50 petoies JUIY

CE Technology Fast 50

* Gartner Magic Quadrant pro NPMD e

INVEA-TECH a.s.

* Cisco, Check Point, IBM partnerships

Check Point
oo SOFTWARE TECHMOLOGIES LTD.

e 600+ customers in

3 O + n t r i o Ostrava
cou €S ocom S e ® M e
vegm YEGON @-0m |7 SIEMENS ustream  Pitcom —
d m HMV V- Energie # matador Mﬂ ATComputers
y'\ kt 005 o w
NT T Communications

dlmensmn Ao CERNET  SWITCH

‘?

9/14/2016 Confidential © Flowmon Networks 2016 2






The Global Risks Landscape
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“..zloCiny spdchané v
kybernetickém prostoru stoji
globdlni ekonomiku odhadem
US 5445 mld. ...”

“Kazdy budouci konflikt bude
obsahovat kybernetickou ¢ast
a nékteré budou probihat
Cisté v kyberprostoru.”

Source:

The Global Risks Report 2016
(World Economic Forum)



http://docs.media.bitpipe.com/io_10x/io_102267/item_465972/WEF_GRR16.pdf

Motives behind cyber attacks

Source:

GLOBAL APPLICATION &
NETWORK SECURITY REPORT
2015-2016 (Radware)



Most Pressing Concerns

50% - [l 2014 [ 2015

Reputation Loss Revenue Loss  Productivity Loss Customer/Partner ~ Service Outage/ Incurring Inability to
Loss Limited Availabilty  Penalties/Fines Meet SLAs

Figure 11: Top Business Concerns of Cyber Attacks

Source:

GLOBAL APPLICATION &
NETWORK SECURITY REPORT
2015-2016 (Radware)



Technologie

Defending Against Targeted Attacks Is Driven by Risk

Source: Gartner, Top Security Trends 2015-2016
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Detekce anomalii & Analyza chovani
sité (NBA)



Technologické pristupy

Network Visibility

& Security
AN AVERAGE DAY

AT AN ENTERPRISE ORGANIZATION

Check Point

TIME Techland

tews and reviews about gadgets, gear, apps and the web

Perimeter Endpoint

Home  Gadgets  Apps&Web  News  Reviews&Features  Companies
st accesses a malicious website i i sEcuRITY
Securi ty Securi ty DNSChanger: FBI Warns Infected

Computers Will Lose Web, Email
Access in July

By MATT PECKHAM  @mattpeckham = April 23, 2012 ﬂ
Median Time of Compromise to Discovery

DATACENTER

L Journal

Attaining Network Visibility in the Era of Big Risk
and Big Data

& Jason Echoks @ May 23,2013 [ 1 Comment »



Adaptivni architektura bezpecnosti

Continuous
Monitoring
and
Analysis

Respond




Co je NBA? —

e Behavioralni analyza sité (NBA) - zvyseni
bezpecnosti sité pomoci monitoringu provozu,
odhalovani neobvyklych aktivit a odchylek od
béznych Cinnosti

* Tradicni pristupy (IDS, IPS, FW) se zaméruji na
perimetr sité pomoci inspekce paketu, detekce
znamych priznaku a blokovani v realnim case

 NBA reseni hlida, co se déje uvnitr site, agreguje
data z mnoha mist v siti a provadi analyzu

@ ™
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Flowmon ADS



Architektura reseni Flowmon

/7

~
—
N\

Network Visibility
Troubleshooting

Network Security

Anomaly Detection
) D o el
Application Performance
(e | Baead | Flowmon Monitoring

LAN/WAN with Flowmon Probes or Collector

NetFlow/IPFIX compatible devices

DDoS Protection



Detekce anomalii

* Jak se nas pristup lisi od ostatnich nastroju?

Mon Sep 11 20:50:00 2006 Flows/s any

brotocol

Bézné nastroje pouzivaji
statistické metody, nimiz
detekuji Spicky a odchylky

Flowmon analyzuje kazdou
jednou komunikaci a jde za
hranici tradi¢nich statistickych
algoritma



Princip Flowmon ADS

Flowmon ADS

trojové uceni

Adaptivni
baselining

Heuristiky

zory chovani

Reputacni
databaze
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W 112.90.18.105

. 112.91.30.17

. 121.10.112.17

W 183.61.138.105.

. 210.73.221.181

. 112.50.18.105

W 112.90.18.105

W 112.90.18.105

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY.

‘The traffic not belonging to any internal network was

detected (this may indicate spoofing). Transferred:

2.6 MiB, packets: 65 559.

‘The traffic not belonging to any nternal network was

detected (this may indicate spoofing). Transferred:

2.37 MiB, packets: 58379,

The traffic not belonging to any fnternal network was

detected (this may indicate spoofing). Transferred:

2.37 MiB, packets: 58 266.

The traffic not belonging to any fnternal network was

detected (this may indicate spoofing). Transferred:

2.6 MiB, packets: 65 415.

The traffic not belonging to any internal network was

detected (this may indicate spoofing). Transferred:

2.36 MiB, packets: 58 086.

The traffic not belonging to any internal network was

detected (this may indicate spoofing). Transferred:

5.04 MiB, packets: 125 924.

The traffic not belonging to any internal network was

detected (this may indicate spoofing). Transferred:

3.60 MiB, packets: 88 749.

The traffic not belonging to any internal network was
spoofing). Transferred:

2013-08-24
07:15:21

2013-08-24
07:15:21

2013-08-24
07:15:21

2013-08-24
07:15:21

2013-08.
07:15:21

locathost

locahost

locahost

locathost

locahost

locathost

locahost

0 1.52.6.170, BN 1.52.13.199, W 1.52.42.167, I 1.52.59.
808 1.52.71.217, W 1.52.87.249, W0 1.52.133.228, 40 1.52.1
0 1.52.192.113, B 1.52.218.16, 10,

W 1.52.54.212, W 1.52.109.106, B 1.52.167.73, W 1.52.1
803 1.52.191.229, W 1.52.218.123, B0 1.52.220.241, W 1.57
0 1.52.241.199, W0 1.53.8.41,

IR 1.52.1.176, B 1.52.2.100, U 1.52.7.105, U 1.52.44.16
W 1.52.77.224, W 1.52.128.196, U 1.52.128.214, WM 1.52.
0 1.52.199.183, W 1.52.241.170, 4,

- 1.52-5“15.- 1. Smm- 1.52.86.18, {0 1.52.92.1
52.184.230, B9 1.52.

- 1.51.20@.1‘..1 e 1
W0 1.52.28.245, M 1.52.44.63, U 1.52.112.109, B 1.52.14
W 1.52.177.97, B0 1.53.40.147, 1M 1.53.58.10, BN 1.53.89.
80 1.53.122.157, 0 1.53.221.26, s

W 1.52.4.138, B0 1.52.12.103, B0 1.52. .52.31.74
W0 1.52.42.130, B 1.52.44.24, U 1.52.48.142, I 1.52.67.
N 1.52.83.34, 1

I 1.527.220, B 1.52.1.109, B 1522057,

8 1.52.122.10, 1
W00 1.52.12.16, W0 1.52.77.184, B0 1.52.104.14, B0 1.52.125
09 1.52.128.99, I 1.52.134.215, J 1.52.137.109, iy 1.52.]
W0 1.52.203.143, B 1.52.209.1




Detekcni schopnosti

* Utoky na sitové sluzby

= Anomalie v DNS, DHCP provozu @
= Utoky na VolP, PBX, ... @

= Neocakavany e-mailovy provoz a SPAM

* |Infikovana zarizeni

= komunikace botnet C&C, utocici zafizeni, ... @ @

= Port scanning apod. symptomy

* Aplikace jako P2P sité nebo on-line Top 10 avest types by priority (11541) UL
, , 21]1.-&-0&-13 16:36 - 2016-06-16 16:37
messengers, obchazeni PROXY , TOR 6 (@ Service ot avlable (SRUN)
Ef SSH attack (SSHDICT)
* Outages of network services or s 0 TP sromaly SHTPANOHALY)
. R . ?. DNS traffic anomaly (DMSAHDMALY)
Improper co nflgu rations % [l Communication with blacklsted hosts (BLACKLIST)
o 7 Pt scarri SCAYS)
* Potencialni uniky dat [ 1HP anomaly (CAPANON)

@. High volume of transferred data (HIGHTRAMNSF)
@ [ New or alien device (ALIENDEV)
E'] [ L3 network anomaly (LIANOMALY)



Flowmon Threat Intelligence

* |P a host-based reputacni databaze

* Detekce C&C domén, P2P botnetu, phishing

= |P addresses
= HTTP host names
= Domain names
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Use Case: Flowmon ADS + Flowmon
Traffic Recorder



Flowmon FlowMon ADS  ~ . en ? | admin s | X

() Dashboard’ 9 sSearch criteria

i Events From |2016-02-08 18:00 To |2016-02-08 19:30 | & m Reset

Perspective | Demo W MetF o

1% Reports 5 f \

X Configuration

overview TS Prehled provozu, detekované

General settings

V4 .
& Traffic by flows I
Traffic processing anomalie
600
@ About j
500 Bytes
400
- Packets
- 300 e
z
=
o 200 | Il High priority
Il Medium priority
100 Low priority
I Lesitimate traffic
0.0
18:00 1810 18:20 18:30 18:40 18:50 19:00 19:10 19:20 19:30
Traffic statistics (2016-02-08 18:00 - 2016-02-08 19:30)
w Priority Flows Average flows Bytes Average bytes Packets Average packets
. High priority 237.3 K flows 43.935 flows/s  145.1 MiB 275 KiB/s 1.9 M packets 356.1 packets/s
. Medium priority 0.0 flows 0.000 flows/s 0.0B 0.0B/= 0.0 packets 0.0 packets/s
Low priority 0.0 flows 0.000 flows/s 0.0B 0.0B/= 0.0 packets 0.0 packets/s
. Legitimate traffic T91.7 K flows 146.608 flows/s 71.3 GiE 13.5 MiB/= 91.8 M packets 17.0 K packets/s

| |Totaltrafic =~ | 1.0Mflows | 190.543 flows/s | 71.4 Gi 13.5 MiB/s | 93.7 M packets | 17.4 K packets/s

— - > - - - - W Famw



Flowmon

() Dashboard

1% Reports

X Configuration

General settings

Traffic processing

® About

FlowMon ADS -

2 Search criteria

From |2016-02-08 18:00 To |2016-02-08 19:30 | @

Source IP [192.168.0.0/16

|
INLIELECL AN - Simple list | By hosts
I_:'Eé
RDPDICT
ICMPANOM
BLACKLIST
SCANS. [ m—
¥
-."",-_-;}. -."",-_-3}. -.",:3}. £
[:% 3 [:3 [:%
TR s L el T, 3 e, tids
"0 0 Yo 0y o o 10 <0
S
192.168.3.22 |[192.168.51.94]

Aktivia utocnika (port scan, SSH
authentication attack)




Flowmon FlowMon ADS  ~ @ - | adminix

) Dashboard 2 Search criteria
From |2016-02-08 18:00 To [2016-02-08 19:30 | @ [ search [TRESECT
Source IP |192,168.0.0/16
1% Reports
|
X Configuration
INLIELECL AN - Simple list | By hosts
General settings
Traffic processing @)
e —— —_—
SRVHA
o o o o
s s s s
10 %y "0 %y 55 %y 10 %oy
| =)
192.1&8.3.22! 192_1568.3.131 \1';‘1.155.51 .';“4/

Obét utoku, zdroj anomalii




Flowmon FlowMon ADS v ‘ en ? admin ¢ | X

( Dashboard 5 Search criteria <@

\16-02-08 19:30 | @ T

4 A4 7 V4 LI 4 7
Utocnik hleda potencialni
|
A4 .
obéti
Trathic processing \/_4emil * Timestamp N;:frlco: Targets
. 3 192.168.3.53, © 192.168.3.55,
® About horizontal TCP SYN scan O3 192.168.3.61, ©p 192.168.3.62,

(attempts with response: 121,

2016-02-08 g 192.168.3.63, C3p 192.168.3.65,

EN/192.168-3-131 1. SCANS :ar“emt':_"‘?‘;““hm:‘ 'e;g‘z’gs‘:zzzz"‘z 18:00:07  Default o407 168.3.71, O 192.168.3.73,
Zz’ge 75 PORNSE 4227, ' Oy 192.168.3.74, Iy 192.168.3.79,
3 192.168.3.51, £ 192.168.3.53,
Start of attack (unsuccessful), 3y 192.168.3.55, £ 192.168.3.56,
attempts: 161, targets: 14, total 2016-02-08 3 192.168.3.61, 3 192.168.3.62,
131 | SSHOICT | 1 v0ad: 383.13 KGB, maximal 18:00:7  Default o 10 168.3.63, T 192.168.3.65,
upload: 4.22 KiB. Single attack. 3y 192.168.3.69, 3 192.168.3.70,
Continuation of attack 3 192.168.3.51, g 192.168.3.53,
(successful) to 60 targets 3y 192.168.3.55, 3y 192.168.3.56,
(whole attack). Current statistics: 2016-02-08 Default 3 192.168.3.61, 23 192.168.3.62,
attempts: 575, total upload: 18:05:00 = 3 192.168.3.63, G 192.168.3.65,
1.39 MiB, maximal upload: 4.65 3 192.168.3.69, 3 192.168.3.70,
KiB. Single attack. ass
End of attack (successful), 3 192.168.3.51, 23 192.168.3.53,
summary: Total count of targets: 3y 192.168.3.55, 3y 192.168.3.56,
60, maximum transferred: 4.65 2016-02-08 Default 3y 192.168.3.61, 23y 192.168.3.62,
KiB, total count of attempts: 736,  18:40:00 e 3 192.168.3.63, 3 192.168.3.65,

duration of attack: 512.68 3p 192.168.3.69, 3 192.168.3.70,
seconds (8m 33s). Single attack.

Ten se stava uspesnym




Flowmon FlowMon ADS  ~

© Dashboard J2 search criteria

From |2016-02-08 18:00 To |2016-02-08 19:30 | @&
Source IP |192,168.3.225 Targets
1% Reports

X Configuration

Aggregated view m By hosts

General settings

Traffic processing # Source E::: Detail «Timestamp

Known botnet ci&c domains

@ About {ac1c%ef33d098al3.eu), attempts: 2016-00-08

1 a g 192.168.3.225 BLACKLIST 1, uploaded: 286.00 B, 1EI-1D?:-5II;
downloaded: 286.00 B, frequently U
used portis): BO.
Known botnet c&c domains
{ac1c%ef33d0%8ali.eu), attempts:
§.3.225 BLACKLIST 5, uploaded: 870.00 B, %?165-?3605

downloaded: 870.00 B, frequently
used port(s): 80.
Koo botost cfe domaine

\'JEI

Nekolik minut poté zacina , proniknutée”
zarizeni komunikovat s botnet C&C

18

mr{nﬂ

18:25:01

5 E Clp 192.168.3.225 BLACKLIST 5, uploaded: 1.08 KiB,
downloaded: 1.08 KiB, frequenthy
used portis): B0.

horizontal TCP 5¥N scan (attempts
with response: 41 906, attempts 2016-02-08

& CIp 192.168.3.225 SCANS wriathni¥ recnnanca: R BA7R  $aracfcs 18.78.1K

HetFlow
source

Default

Default

Default

Default

Default

Default

Targets

= 41.93.128.21

= 41.93.128.21

= 41.93.128.21

B 12.166.%6.32

= 41.93.128.21

OIp 1%2.168.51.1,
CIp 1%2.168.51.2,
CIp 1%2.168.51.24,
CIp 192.168.51.28,

CIp 192.168.51.29,
™ 197 1AR B4 27



Flowmon FlowMon ADS  ~ @ - 2 aminix

© Dashboard # Search criteria 5
From |2016-02-08 18:00 To |2016-02-08 19:30 | &
Source IP |192.168.3.225 Targets
1% Reports
|
X Configuration
Aggregated view  Simple list By hosts Event details @
General settings
Traffic processing Type: Communication with Event source: &g 192.168.3.225 Probability: 100
blacklisted hosts %
Captured hostn : N/A

® About (BLACKLIST) aptured source hostname

MetFlow source: Default False positive: No

Timestamp: 2016-02-08 18:13:50 User Identity: N/A

First MetFlow: 2016-02-08 18:13:50

Detail: Known botnet clic domains (ac1c9ef33d098a13.eu), attempts: 1, uploaded: 286.00 B,
downloaded: 286.00 B, frequently used port(s): 80.

AELL S g Comments (D) Cate 0) Event evidence Interceptions

By country B

= 41.93.128-=4

~

|dentifikace botnetu pomoci Flowmon Threat
Intelligence

(U J




T el FE LT DS R T

Aggregated view  Simple list By hosts

General settings

Traffic processing Type: Communication with Event source: &g 192.168.3.225 Probability: 100
blacklisted hosts %o
Captured hostn : N/A
@ About (BLACKLIST) e

MetFlow source: Default False positive: No

Timestamp: 2016-02-08 18:13:50 User Identity: N/A

First MetFlow: 2016-02-08 18:13:50

Detail: Known botnet clic domains (ac1c9ef33d098a13.eu), attempts: 1, uploaded: 286.00 B,
downloaded: 286.00 B, frequently used port(s): 80.

Targets (1) Comments (0) Categories (0) RES'CELENTEE Interceptions

Count of flows due to Transferred Save as text file
Monitoring center gquery

1.5 ( \

0s Flow data z L2/L3/L4

g
28g 1128 2155 286 )
Filter flows: | Show all data
Source [P Destination IP Timestamp Duration Protoco) t;;f:.iun Transferred Packets Flags
O3y 192.168.3.225 == 41.93.128.21 f?fﬁnugﬁﬂ 0 ARP 0 28 [ — |
Clp 192.168.3.225 =22 41.93.128.21 $g110305200559 0.014 ARP 0 112 g p— I
= 41.93.128.21 [ 192.168.3.225 fg116305200559 1.002 TCP i 42711 215 3 LARS.
Clp 192.168.3.225 == 41.93.128.21 $g1103052[]u§59 1.003 TCP 43711 80 286 4 AR5,
== 41.%3.128.21 g 192.168.3.225 %;1116305200559 0 ARP ] 0 28 U || aooooom I

< >



T el FE LT DS R T

Aggregated view  Simple list By hosts

General settings

Traffic processing Type: Communication with Event source: &g 192.168.3.225 Probability: 100
blacklisted hosts %o
Captured source hostname: N/A
A (BLACKLIST) MetFlow source: Default False positive: No
Timestamp: 2016-02-08 18:13:50 ' User Identity: N/A

First MetFlow: 2016-02-08 18:13:50

Detail: Known botnet clic domains (ac1c9ef33d098a13.eu), attempts: 1, uploaded: 286.00 B,
downloaded: 286.00 B, frequently used port(s): 80.

Targets (1) Comments (0) Categories (0) RES'CELENTEE Interceptions

Count of flows due to Transferred Save as text file
Monitoring center gquery

1.5 ( \

Vcéetné viditelnosti
0 do L7

28R 11zp 2158 286 )

™ Transferred Packets Flags TOS  Source MAC  Destination MAC HTTP host ORI Soue

IP address
0 28 T 0 00:50:56:9e:e0:00 00:00:00:00:00:00 192.168.3.242
0 112 F 0 00:50:56:9e:e0:00 00:00:00:00:00:00 192.168.3.242
11 215 3 ..APS. 0  00:50:56:9e:6d:30 00:50:56:9e:e0:00 192.168.3.242
80 286 4 ..APS. 0  00:50:56:9e:e0:00 00:50:56:9e:6d:30 23:80 aclc9ef33d098ald.eu /  192.168.3.242
0 28 T 0 00:50:56:9e:6d:30 00:50:56:9e:20:00 0:0 192.168.3.242

< >



Flowmon

() Dashboard

ﬁ‘ EVEnts
1% Reports

X Configuration

General settings

Traffic processing

® About

FlowMon ADS . en 2 | admin i | X

2 Search criteria &%
From |2016-02-08 18:00 To |2016-02-08 19:30 | &
Source IP |192.168.3.225 Targets

|

Aggregated view  Simple list By hosts Event details @

Type: Communication with Event source: O3 192.168.3.225 Probability: 100
?éﬁ'g::f&?r;mts Captured source hostname: N/A %

MetFlow source: Default False positive: No

Timestamp: 2016-02-08 18:13:50 User Identity: N/A
First MetFlow: 2016-02-08 18:13:50

Detail: Known botnet clic domains (ac1c9ef33d098a13.eu), attempts: 1, uploaded: 286.00 B,
downloaded: 286.00 B, frequently used port(s): 80.

Targets (1} Comments (0) Categories (0) Event evidence RGNS

FTR

Id State Start Stop Files Action
server

2016-02-08  2016-02-08  FTRR_56bBcdc20bald5_all_0001_20160208_181755.pcap, &

localhost ' 36bBcdc20ba3s  Finished yg.47.54  13:27:54  FTRR 56bBcdc20ba35_all 0002 20160208_182000.pcap

-

Zachyt plného provozu, paketu ve
formatu PCAP

\§ J




File Edit View Go Capture Analyze Statistics Telephoni Tools  Internals  Help

04wy BLIXZ AespTF LIEIFI QO @M% B
Filter: v | Expression.. Clear Apply Save
Me. Time Source Destinaticn Protocol Length Info

1 2016-02-08 18:20:57.492107 192.168.3.225 41.93.128.21

2 2016-02-08 18:20:57.492379 41.93.128.21  192.168.3.225 71¢|  MarkPacket (toggle) 711 [ACK] Seq=1 Ack=71 W
20 25 HT  lgnorePacket (toggle) 1.1 200 OK

/ \ TC (D) Set Time Reference (toggle) +80 [ACK] Seq=71 ack=52
AT D Time Shift... HTTP/1.1

TC _ 711 [ACK] Seg=52 Ack=141
py|  EditPacket 1.1 200 OK

s V4 B .

Forenzni analyza botnet C&C TC ) Packet Comment.. 50 [ACK] Seq-141 Ack-10:
HT) HTTP/1.1

. V4 Tc Manually Resolve Address 711 [ack] sSeq=103 Ack=211

komunikace ze zachyceného , [ACK] Seq=103 Ac

HT  Apply as Filter 1.1 200 OK

~80 [ACK] Seq=211 Ack=17¢
HTTP/1.1

provozu ve Wireshark
711 [ACK] Seq=179 Ack=281

T
Colorize Conversation 1.1 200 QK
K J\N\SCTP ~80 [ACK] 5eq=281 Ack=23(.
| Follow TCP Stream I >

Frame 1: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) Follow UDP Stream
Ethernet II, Src: Vmware_9e:e0:00 (00:50:56:9e:20:00), Dst: Vmware_9e:f Follow S5L Stream
Internet Protocol version 4, src: 192.168.3.225 (192.168.3.225), Dst: 4
Transmission Control protocol, Src Port: 42711 (42711), Dst Port: 80 (€  COPY d
Hypertext Transfer Protocol

Prepare a Filter
Conversation Filter

. . . .

Protocol Preferences L I

4 Decode As..,
= Print...

Show Packet in Mew Window

0000 00 50 56 9e 6d 30 00 50 56 9e 0 00 08 00 45 00 LPvomdlP VL. E.

0010 00 7a 1c 30 40 00 40 06 bO 52 cO a8 03 &1 29 5d L2z.08.@ .R....)]

0020 80 15 a6 d7 00 50 22 80 2a 10 eb db 14 4b B0 18 ..... P, *....K..

0030 0Oe 42 83 09 00 00 01 O1 08 0a 00 1c d5 70 00 1c B = T

0040 8b b4 47 45 34 20 2f 20 48 54 54 50 2f 31 Ze 31 LGET / HTTPfl 1

0050 Od Oa 48 6f 73 74 3a 20 61 63 31 63 39 65 66 33 .Host: aclc9ef3

0060 33 64 30 39 38 61 31 33 2e 65 75 0d Oa 58 2d 51 3d098a13 Leu. . X-0

0070 75 65 ?2 ?9 33 20 48 Ef 77 20 64 6F 20 79 &F 75 uEry: Ho w do you o
Anegn sl i -2

@ M| Files "F'. \temp\Temm Interceptlons B.zip\F... l_ | Profile: Default



File Edit View Go Capture Analyze Statistics Telephoni Tools  Internals  Help

® @ 9 T 4 ERBR QA @ F | MFPM x| O

Mo ~Strearn Content

GET / HTTP/1.1
Host: aclc9ef33d098al3. eu 1 Ack=71 Wi
¥-Query: How do you do?

HTTP,/1.1 200 OK 71 Ack=52 v

1

2

3

4

3 Content-Tlength: 0

(¥ ¥-order: ok 52 Ack=141
7 )
8

9

0

1

GET / HTTP/1.1 _10:
Host: aclc9ef33d098all.e 141 Ack=10:
¥-Query: How do you do?
103 Ack=211

HTTR/1.1 200 OK Prikaz k exfiltraci dat pres ICMP

12 Content-length: 0

211 Aack=17¢
*-order: ok <

14 GET .-"r |.|'|—|'pll,."1_1 179 Ack=28]
15 Host: aclc9ef33d098al3. eu <,/
16 ¥-Query: How do you do? 281 Ack=23(.

HTTP/1.1 200 oK >
Ccontent-Tength: O
¥-order: Could you ping 12.166.96. 32

[ Frame 1: 1
# Ethernet I
# Internet P GET / HTTP/1.1

# Transmissi Host: aclc9ef33d098al3. eu
= ¥-Query: How do you do?

HTTF/1.1 200 OK
Content-Tength: 0
¥-0Order: ok

|Entire conversation (872 bytes)

. End || SavedAs || Prnt | O ASCI () EBCDIC ) Hex Dump ) € Arrays
Qooo 00 50
0010 00 7a
0020 8O 15 Help Filter Qut This Stream
0030 0Oe 42
0040 8b b4 s
0050 0Od 0a 48 6 1 3a 20 6l & 0 3 65 0o ..HosT: aclcle
0060 22 64 30 39 28 61 31 2T Ze 65 75 Od Da 58 2d 51 3d098al13 .eu..X¥-Q
0070 75 65 72 79 23 20 48 6f 77 20 64 &f 20 79 &f 75 uery: Ho w do wyou o
Anein 2N EA &F IF nd nAa nd fea Al

@ @| File: "Rvternph\Temp1_Interceptions-G.ziphF... l_ | Profile: Default



File Edit View Go Capture Analyze Statistics Telephoni Tools  Internals  Help
© ® ST L IEEI Qa@F| MMM x|

Mo ~Strearn Content

1

2 GET / HTTP/1.1 1 ack=71 Wi

3 Host: aclcf9ef33d098al3. eu
— . 7

4 ¥-Query: How do you do? 71 Ack=52 \

3 HTTP/1.1 200 OK

] Content-Tength: 0 52 ack=141

7 ¥-0rder: Do you have any RDP?

g

g9

0

1

GET / H1TP,-“'1-i:1 ] 141 Ack=10:
Host: aclc9ef33d098all.eu
1 X-Callback: ['192.168.51.24", "1 94", "192.168.51.95", '192.168.51.137"] 103 Ack=211
1
12 HTTP/ /1.1 200 oK 211 Ack=17¢
13 Content-Tlength: 0O
¥-0Order: Thx! <‘\
14 179 Ack=281
15 GET / HTTP/1.1
16 HDSt%1EEIEEEf3gngBﬁ13.Eu 281 Ack=23( .
x-Ca ack: nobody home! v . s o
>
PR | re/1.1. 200 ok Prikaz k objeveni RDP serveru
: Content-Tlength: 0O
® Ethernet IN | v gorder: Thx!
F Internet P

E Transmissi GET / HTTP/1.1
= Host: aclc9ef33d098al3.eu
¥-Query: How do you do?

HTTP/1.1 200 OK
Content-length: 0

|Entire conversation (1297 bytes)

. End || SavedAs || Prnt | O ASCI () EBCDIC ) Hex Dump ) € Arrays
Qooo 00 50
0010 00 7a
0020 8O 15 Help Filter Qut This Stream
0030 0Oe 42
0040 8b b4 s
0050 0Od 0a 48 6 1 3a 20 6l & 0 3 65 0o ..HosT: aclcle
0060 22 64 30 39 28 61 31 2T Ze 65 75 Od Da 58 2d 51 3d098al13 .eu..X¥-Q
0070 75 65 72 79 23 20 48 6f 77 20 64 &f 20 79 &f 75 uery: Ho w do wyou o
Anein 2N EA &F IF nd nAa nd fea Al

@ @| File: "Rvternph\Temp1_Interceptions-G.ziphF... l_ | Profile: Default



Flowmon FlowMon ADS - . en ? admin 32 | ®

© Dashboard J2 search criteria

L m | EVERte From |2016-02-08 18:00 To 2016-02-08 19:30 | @ | search |
Source IP |192.168.3.225 Targets
1% Reports
|
X Configuration
Aggregated view m By hosts
General settings
Event
Traffic processing # Source t:ir; [
@ About Kr Y
. ou (a 1
1 [@ oDOp192.168.3.225 BLACKLIST 1, Anomalle - ICMP prOVOZ S
d 7
- neobvyklym obsahem
|
{a

2 [P oOop192.168.2.225 BLACKLUST 5,

downloaded:
used port(s):

2016-02-08

18:20:00 Default = 41.93.128.21

3 @@ o192.168.3.225 BLACKLIST

ree payload of ICMP packets was
detected. Payload: 1.46 KiB, count 2016-02-08

4 g 192.168.3.225  ICMPANOM  of packets: 61, ICMP type: B, 18:23:00 Default B 12.166.96.32
median of payload on the e
network: 84.00 B.

Known botnet cic domains
{ac1c%ef33d0%8ali.eu), attempts: 2016-02-08
5 E Clp 192.168.3.225 BLACKLIST 5, uploaded: 1.08 KiB, o Default = 41.93.128.21

downloaded: 1.08 KiB, frequenthy el
used portis): B0.
g 192.168.51.1,
g 192.168.51.2,
g 192.168.51.24,
horizontal TCP 5¥N scan (attempts g 192.168.51.28,
with response: 41 906, attempts 2016-02-08 O 192.168.51.29,

] Clp 192.168.3.225 SCANS Default

wriathni¥ recnnanca: R BA7R  $aracfcs 18.78.1K ™ 197 1AR B4 27



Flowmon FlowMon ADS - . en 7 admin ¢5; | %

) Dashboard 2 Search criteria 5
W EVente From |2016-02-08 18:00 To |2016-02-08 19:30 | @
Source IP |192.168.3.225 Targets
1% Reports
|
X Configuration
Aggregated view  Simple list By hosts
General settings
Traffic processing Type: ICMP anomaly Event source: o3 192.168.3.225 Probability: 100 %
® Ab (ICMPANOM) Captured source hostname: N/A False positive: No
® About Timestamp: 2016-02-08 . -
MetFlow source: Default User Identity: N/A
18:23:00
First MetFlow: 2016-02-08
18:23:00

Detail: Large payload of ICMP packets was detected. Payload: 1.46 KiB, count of packets: 61, ICMP
type: 8, median of payload on the network: 84.00 B.

Targets (1} Comments (0) Categories (0) Event evidence RBUIGEIIST T

FTR

Id State Start Stop Files Action
server

2016-02-08 2016-02-08

18:28:18 18:28:18 FTRR_56bBd0324a403_all_0001_20160208_182819.pcap %7

localhost  56bBd0324a403 Finished

-

K dispozici PCAP, co obsahuje
ICMP provoz?




vmware_Oe: eu m} (00:50:56:9e:e0: m}). Dst: vmware_de:6d:30 (m} 50:56:9e:6d:30)

2] Ethernet II,
[+ Internet Pr{:-t{:-co'l version 4, src:
Internet Control Message Protocol

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00b0
00cO
00d0o
00e0
0ofo
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
01a0
01b0
01cO
01d0
01eld
01fo
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02a0
02b0
02cO
02d0

el P Yal

192.168.3.225 (192.168.3.225), Dst: 12.166.96.32 (12.166.96.32)

Linux /etc/passwd soubor
obsahujici uzivatelské ucty a
hashe hesel

[WN N RN o T L s e IR B s W N

EHe=l=h M~ MwW=hunOm RHom —hm

R =] B

j=1]

i L L

e B
it bt

Pl b =] ™
=h g

=
el

[y W W UY
==

Lid

|
L
T - T Y e 7|

AARLMOEEREDLDLDLDWAORODEEWES —hE W —ha WE D OO
MO A T W T ™

=]}

(= WNN]

]
5
0
3
[
3
7
3
2
3
7
3
2
3
[i]
7
6
[¥]
[§]
3]
[
[i]
3
[
7
3
3
5 3
(3]
7
[i]
(3]
3
[¥]
[§]
3]

Pl
o =h

B L =h WD = o —h BRSO MM AW —h W h W B LD
[= g

U W oy O s o R DR [ RN A I e I o i oy T O o Iy I T R (Y W Rl N |

L

SN W W W W R
Fe = B =hEm



3

@ o 192.168.3.225 BLACKLIST

used portis): BO.
Known botnet c&c domains
{ac1c%ef3id0%8al3.eu), attempts:
5, uploaded: 870.00 E,
downloaded: 870.00 B, frequently

Hledani Windows servert s RDP

10

G) o 192.168.3.225

SCANS

@ op192.168.3.225 RDPDICT

@ o 192.168.3.225 BLACKLIST

B o 192.168.3.225

ICMPANDM

@ oOp192.168.3.225 BLACKLIST

CMP packets was
= 1.46 KiB, count
NP type: B,

on the

- domains

.eu), attempts:
"B,

KiB, frequently

horizontal TCP 5YN scan (attempts
with response: 41 906, attempts
without response: 5 875, targets:
97, port(s): 3389).

Continuation of attack to 2
targets (whole attack). Current
statistics: attempts: 178, total
upload: 785.1% KiB, maximal

ad: 10.07 KiB. Single attack.

et cic domains
.2u), attempts:

download thy
used port(s):

.

2016-02-08
18:20:00

2016-02-08
18:23:00

2016-02-08
18:25:01

2016-02-08
18:28:05

2016-02-08
18:28:08

2016-02-08
18:30:13

Default

Default

Default

Default

Default

Default

= 41.93.128.21

B 12.166.96.32

= 41.%3.128.21

Op 192.168.51.1,
g 192.168.51.2,
CIp 192.168.51.24,
CIp 192.168.51.28,
CIp 192.168.51.29,
OIp 192.168.51.37,
OIp 192.168.51.57,
OIp 192.168.51.72,
OIp 192.168.51.79,

OIp 1%2.168.51.89, ...

O 192.168.51.24,
O 192.168.51.137

= 41.%3.128.21

Utok na RDP sluzby

L 157Z.108.91. 1,
g 192.168.51.2,




@)

@
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Recommendation

After you have successfully deployed firewalls
® and intrusion prevention systems with appropriate

processes for tuning, analysis and remediation,
you should consider NBA to identify network
events and behavior that are undetectable
using other techniques.

Flﬂdings

* Most “advanceq* att

acks larget bagie

: ;_l%u_qu,:jl r;ga..ﬂ :;,}djﬂ:::i;ﬁ::; hyperbole e SCh OpnOSt de tekce a reakce je
ot o e g dulezitéjsi nez blokovani a
enin prevence.

Gartner

* Monitoring a analyza sité by
meély tvorit zaklad vsech next-
Neil MacDonald

VP Distinguished Analyst generation bezpecnostnlch
Gartner Security & Risk Management Summit p/atforem.



Flowmon ADS

* Analyza chovani a detekce anomalii

= Detekce a upozornéni na abnormalni chovani

= Reporting anomalii a APT

= Detekce pruniku a utokl nerozpoznatelnych
standardnimi nastroji vyuzivajicimi signatury

© Flowmon Networks a.s. 2016



Dékuji za pozornost!

— F I ow m o n Driving Network Visibility

| N Networks

Lubos Lunter
lubos.lunter@flowmon.com

+420 779970 084
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U Vodarny 2965/2
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