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FlowMon ADS

Prehled produktu

» Reseni pro automatickou analyzu provozu datové sité
» Urceno k detekci provoznich a bezpecénostnich problému a podezrelych aktivit
P ZaloZzeno na automatické analyze provozu, strojovém uceni a profilovani chovani
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DNS Changer

TIME Techland

News and reviews about gadgets, gear, apps and the web

Home Gadgeats Apps & Web Mews Reviews & Features Companies
SECURITY

DNSChanger: FBI Warns Infected
Computers Will Lose Web, Email

Access in July

By MATT PECKHAM  @mattpeckham  April 23, 2012 E

sSummary

DrSChanger is a trojan that will change the infected system's Domain Mame Server (DKE) settings, in order to divert
traffic to unsolicited, and potentially illegal sites.

The trojan iz usually a small file (ahout 1.5 kilobytes) that is designed to change the 'MameServer Registry key value to a
custom IF address. This IP address is usually encrypted in the body of a trojan. As a result of this change a victim's
computer will contact the newly assigned DMS semver to resolve names of different webserners.
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DNS Changer

Stanice pred infekci

Connection—specific DHE Suffix
Description . . . . . . . . .
Physical Address. . . . .

s——
UIfA Rhine I1 Fast Ethernet fAdapter
BAA-BA-E4-n2-BF-4B

Lease Obtained.
Lease Expires .

Friday, May 18, 2812 12:83:12 PM
Saturday, May 19, 2812 12:83:12 PH

o] S Dhep Enabled. . . . . . . . : Yes
©) DNS Changer Check-Up - Clean - Mozilla Firefox Autoconfiguration Enabled . : Yes
File Edit View History Bookmarks Tools Help IF Address. . . . . : 1@.8.1.54
— - Subnet Mask . . . . . i = 255.255.255.8
0 Qualys BrowserCheck i DNS Changer Check-Up - Clean x l G l Default Gateway - :18.8.1.1
DHCP Server . . . : 18.8.1.1
- v dhssok.us DHS Servers . . :18.8.1.1

5 | Latest Headlines Kontrola malware DN... ~© DNSChanger-Check - | @ Qualys BrowserCheck

DNS Changer Check-Up

DNS Resolution = GEEEN

Your computer appears to be looking up IP addresses
correctly!

Had your computer been infected with DNS changer malware you would have
seen a red background. Please note, however, that if your ISP is redirecting DNS

http:/{dns-changer.eufenjcheck. php traffic for its customers you would have reached this site even though you are i
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DNS Changer

Stanice po infekci

cmdicmd.exe

Connection—specific DNS Suffix : b . c -
Description . . . . o - : UIA Rhine II Fast Ethernet Adapter
Physical Address. . & Z : BB-BA-E4-A2-BF-4B

#2) DNS Changer Check-Up - Infected - Mozilla Firefox Dhcp Enabled. . . . . . . : Yes
7 2 2 3 Autoconfiguration abled : Yes
File Edit View History Bookmarks Tools Help - IP fddvess. . . . : 18.8.1.54
heck NS Ch Check-Up - Infected x| + Subnet Mask . . s = 255.255.255.0
@ Qualys BrowserChec SOREIeLE U s LB l ' Default Gateway :18.8.1.1
e dis-ok DHCP Server . . & : 18.8.1.1
ns-ok.us DNS Servers . . : 213.1689.64.1

213.1089.79.254
= Latest Headlines : : Kontrola malware DN... ~° DNSChanger-Check - ... @ Qualys BrowserCheck Lease Obtained. : Friday, May 18, 2812 9:55:22 AM
Lease Expires . : Saturday,. May 19, 2012 9:55:22 AM

DNS Changer Check-Up

DNS Resolution = RED

Your computer is using the DNS Changer nameservers and is
therefore probably infected.
It is extremely difficult to remove this particular malware from your system but we may be

able to help. For suggestions on how to fix this problem please visit hitp./fwww. dewg. org
iz,
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DNS Changer

Detekovano ve FlowMon ADS
U S T Aggregated view m By hosts

il EXEntbrE SourEs jaroEk # Source Event type Detail Timestamp Net flow sourc: RUssian Federation -~
1 HIGH  DNSANOMALY 10.0.1.54  213.109.64.1 - 1 io04s4 b i

2 MEDIUM HIGHTRANSF 10.0.1.54 204,160.120.126 < e T =

3 LOW DIVCOM 10.0.1.54

213.109.64.1 *

RO
000

+
I General event oriorities j'
Event details i
Type: DNS Anomaly (DNSANOMALY)
Timestamp: 2012-05-18 13:29:04 IAY PINUAND :
Event source: 10.0.1.54 [ 213.109.64.1 Y
RUSSIA d et
Event source host name: N/A SWEDEN
NetFlow source: localhost : s
Probability: 100 %o
False positive: No
Detail: Use of unauthorized DNS server {connections: 93)
POLAND
206 TANY.
100 - KAZAKHSTAN
ML MONGOLIA
80
60 K -
ITALY 4 = KYRGYZSTAN™
40 ' : TURKMENISTAN
Joni TURKEY. v JAPAN:
20 & o 8 g ‘ AFGHANISTAN
0 ; ‘ % IRAN GG
53 Sogz 1013z 2524y W7y 2zop 0229 : L RS el
o "
LIBYA : 1 A
EGHET SAUDI ARABIA . INDIA
# Source Destination IP Start Duration Pra =
1 10.0.1.54 213,109,641  2012-05-18 13:29:04,362 0 uol'—‘woggfg .
i mi e
2 213.109.64.1 10.0.1.54 2012-05-18 13:29:04,558 0 UDIp - @o010 NAVEEDAN 2y Of ©2012 Yahoo! Tnc,
3 10.0.1.54 212.109.64.1  2012-05-18 13:29:06.432 0 UDP 57612 53 59 S5 R 0
4 10.0.1.54 213.109.64.1  2012-05-18 13:29:06,506 0 UDP 37463 53 54 6 |G 0
S 213.,109.64,1 10.0,1,54 2012-05-18 13:29:06,546 0 upP 53 57612 126 L) i ]
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DNS Changer

Shrnuti

» Z pohledu uzivatele naprosto transparentni a neviditelné
» Umoznuje presmérovat provoz k podvodnym strankam a sluzbam, phishing!!!

P 7 osob z Estonska a Ruska bylo obvinéno, prostfednictvim viru DNS Charger
vydélali $14 mil. béhem 5 let

» MuUze byt snadno pfehlédnut antivirem, existuje mnoho zplsobu modifikace DNS

» \azna hrozba sledovana i FBI

» http://www.fbi.gov/news/stories/2011/november/malware_110911/DNS-changer-malware.pdf

Tradiéni metody a FlowMon ADS
pristupy

Obsah paketu (L7) Legitimni DNS dotaz neresi

Flow data (L3/L4) neresi Pouziti nelegitimnich
DNS serveru

Profil chovani neresi Vyznamné se odliSuje
od ostatnich PC v siti
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Soucasné hrozby

Sifrovany provoz P2P siti

Torrent

How To Encrypt BitTorrent Traffic

L Ermesto More and more I5P’s are limiting and throttling BitTorrent traffic on their
Ll networks. By throttling BitTorrent traffic the speed of BitTorrent
@ ;E:;I,:w: downloads decrease, and high speed downloads are out of the question.
@ 0o The List of I5P's that limit BitTorrent traffic, or plan to do so is growing
every day, and according to the BBC, the ‘bandwidth war' has begun.
W bittorrent,

rc4_encryption, Are you not sure if your traffic is being throttled Check the list of bad

traffic_shaping =P 5.

D Print But there is a solution. Encrypting your torrents will prevent throttling
I5P's from shaping your traffic. | will explain how to enable encryption in
¥ ¥

Azureus, uTorrent, and Bitcomet, the three most popular torrent clients.
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Soucasné hrozby

Sifrovany provoz P2P siti

» Faze 1 —fada neuspésnych spojeni k poskytovatelim obsahu
» Faze 2 — soubézné stahovani dat, nestandardni porty
B Faze 3 — souCasné konceni stahovani z fady zdroju

» Analyza obsahu neni nutna!

Tradicni metody a FlowMon ADS
pristupy

Obsah paketu (L7) neznamy, zaSifrovano neresi

Flow data (L3/L4) neresi Lze detekovat
specifické chovani

Profil chovani neresi Rada komunikacénich
partneru a zemi
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Soucasne hrozby

The Onion Router

» Nastroj pro zajisteni anonymity na siti Internet

» Muze maskovat nezadouci aktivity a aplikace ...

» Pouzivan pro pfistup k blokovanému obsahu

» \ aktualni verzi odolny proti analyze obsahu prenasenych dat (L7)

Home About Tor Documentation

Anonymity Online . v e aoms o

; learning your location or
Protect your privacy. Defend yourself b,-o.,.,,.,,rgiﬁg’ habits.

against network surveillance and traffic

: ® Toris for web browsers
analySIS- T['Dfr[ v t Ll v [ 5

Instant messading clients,

remote logins, and more.

Toris free & e
@- Download Tor ® L
LinwdUnix, and d
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Soucasné hrozby

The Onion Router

Event details

Type: The Onion Router (TOR)

Timestamp: 2012-05-09 13:06:59

Event source: 10.0.1.25

Event source host name: NfA

NetFlow source: localhost

Probability: 75 %

False positive: No

Detail: Tor communication, unique onion routers: 51

Tradicni metody a FlowMon ADS
pristupy

[
x

Obsah paketu (L7) neznamy, zasifrovano neresi
Flow data (L3/L4) neresi Pravdépodobnostni
heuristicky algoritmus
Profil chovani neresi V zavislosti na mire
vyuziti fada

unikatnich partnert

ADVAiCT www.advaict.com



Soucasné hrozby

Rada dalSich ...

» Utoky (slovnikové utoky proti sitovym sluzbam, atoky DoS/DDoS,
utoky typu DNS amplification, ...)

P Nezadouci aplikace, které mohou ohrozit bezpecnost site
(TeamViewer, Skype, ICQ, MS Messanger, ...)

» Poruseni bezpec€nostnich politik (obchazeni proxy, uniky dat, ...)

» Bezpecdnost neni jedina véc, na které zalezi (vypadky sluzeb,
konfiguracni problémy, tunelovani IPv6 v IPv4 sitich, ...)

# Source

i 10.0.1.73

2 10.0.1.73

3 10.0.1.55

4 10.0.1.73

= 10.0.1.73

& 10.0.1.73

7 1000173

=3 10,001,335

E 10,001,732

i0 10,001,585

Event

type
OMLINEMSS

OMLIMEMSG

SCANS

OMLIMNEMSG

OMLIMEMSG

OMLIMEMSG

OMLIMEMSS

SCANS

OMLIMEMSS

SCANS

Detail
www.meebo.com

www.meebo.com

horizontal TCP %M scan (attempts with response: 21, atternpts without
response: 94, targets: 110, port list: 6881)

www.meebo.com
www.meebo.com
www.meebo.com

www meebo, com

hatizontal TCP S¥M scan [attermnpts with response: 24, atternpts without
rezponse: 78, targets: 102, port list: 6551)

wwworneebo,com

horizontal TGP 5¥M scan [attempts with response: 20, atternpts without
response: 87, targets: 107, port list: 6851, 65582)

Timestamp

2012-03-09
11:46:40
2012-03-09
11:41:39
2012-03-09
11:37:48
2012-03-0%9
11:36:35
201z2-03-0%9
11:31:32
2012-05-09
11:24:55
2012-035-09
11:20:30
2012-05-09
11:17:55
2012-035-09
11:1é:44
2012-05-09
11:12:42

Net flow
source

localhost

localhost

localhost

localhost

localhost

localhost

localhost

localhost

localhost

localhost

F4.114.28.110

F4.114.28.110

27,130,215,94
62,168.45,108

F4.114.258.110

F4.114.28.110

F4.114.28.110

F4.114.28,110

376,190,131,
41.1435.34.97,

F4.114.22.,110

Targets

2 31.37.244,126, 31,1350.26,23, 49.0,3,222, 62,82, 217,38,
»67.81.64,156, 71,192, 37,125, 77.65.47.91, 77 100,222,129, , ...

37.15,187,111, 37.17,113,24, 37,55,101,210, 41,141,93.88,
41.201.1591.45, 41.221.105.69, 46.12.143.36, 46.13.13.81, , ...

2,25,13,238, 2,101, 4,177, 2,235.40.10%9, 31,181,599, 45, 46,13.16.120, 46,13.56.144,
46.12.71.2, 46.25.29.173, 46.27.1.113, 46.44.59.126, , ...
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FlowMon ADS

Dashboard

OkamZita’ indikace prObIémlj £ Search criteria ¥

, From [2012-05-10 2228 T [2012-0511 2225 Ps [REsE
Zobrazeni formou tabulky/grafu -

Detaily a drill down na vyzadani ——

vVvyvyy

Top 10 by priority — Top 10 by events count
7 . [
U d a | OSt| # Priovity Eventtype Source Target

1 HIGH HISHTRANSF 10,0,1,159 213.151.84,56

. . —

» Top 10 udélostl' dle prlorlty 2 HIGH CUTSPAM  10.0,1,159 22167,250,11% g Q_'W‘
3 HIGH QUTSPAM  10.0.1,159 83.167.250,113
. viv e , 4 HIGH GUTSPAM  10.0.1.153  83167.250.11%
» 10 nejnovéjSich udalosti S MG OUTSRAM 100458 85167230113
&  HIGH OUTSPAM  10.0.1.158 83167.250.11%
T 1 1~ Al h °) d 5 | 1 7 HIGH QUTSPAM  10,0,1,159 22,167.250,113
> Op O nejcaSteJSIC typu uda OStI 8  HIGH HIGHTRANSF 10.0.1,43  213,151.84,56
9 HIGH QUTSPAM  10.0.1,159 83167250113

» Top 10 |P adres dle pOétu udélosti 10 HIGH GUTSPAM  10.0.1.53  173.194.70.108

» Profily chovani (top uzivatelé) —
» Top 10 IP adres dle objemu dat e
» Top 10 IP adres dle poctu spojeni

Top 10 by data volume (All traffic) = Top 10 IPs by communication peers count

= =
IP adres dle k ikaCnich p y
> Top 10 adres € Komunikacnic artneru # Source SUM(MIB)  IN(MiB)  OUT(MIE) # Source Unique peers
, ’ , 1 10.0.1.43 2438.88  1811,8% £27.05 1 10,0,1,34 5135 —
» TOp 10 |P adreS dle C||0VyCh zemi 2 10.0.1.68 236352 2129.66 233,86 geg: 2 10,0,1.68 3599 33
3 10,0.1.2 1699.63 32,15 1667.48 3 10,0,1,55 3553
7 e 7 ry v 4 10.0.1.253 136115 131178 49,37 4 10,0,1.49 2965
' Chovanl Cele Slte 5 10.0.1.39 1281.70 1187.68 94.0% s 10.0,1.36 1041
& 10.0.1.33 115202 1127.68 24,34 3 10.0,1.64 350
e , ~ 7 10.0.1.36 1095.67  1038.28 56,79 7 10,0,1,5% 750
> TOp 10 VyuZ|VanyCh S|Uzeb 85 10.0,1.34 935,43 549,40 86,03 8 10,0,1.96 661
9 10.0.1.67 916,72 862,95 53,77 9 10,0,1.67 644
10.0.1.64 841.00 808.62 32,39 10 10.0,1.4% £33

» Top 10 poskytovanych sluzeb
» Top 10 zemi

BB
[F=)

- Total unique pasts

Othars 6342.22 4620.69 1721.52
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FlowMon ADS

Udalosti

» Utoky (skenovani portQ, slovnikové utoky, DoS, Telnet)

» Anomalie provozu (DNS, multicast, vysoka variabilita komunikace)

» Anomalie chovani IP adres (zména profilu chovani)

» Nezadouci aplikace (P2P site, on-line komunikatory, TOR, TeamViewer)

» Malware (viry, spyware, botnety, komunikace s adresami na blacklistech)

» Posta (odchozi SPAM, nelegitimni postovni servery)

» Provozni problémy (zpozdéni, pfetizeni, reverzni DNS zaznamy, vypadky sluzeb)
» Potencialni uniky dat (upload na verejné servery, webova ulozisté)

» PoruSeni bezpecnostnich politik (obchazeni proxy serveru, neznama zarizeni)
» Specifické metody (sledovani senzorové sité)

Source Event type Detail Timestamp Met flow source Targets
10.1.1.84  UPLOAD Uploaded: 28.83 MiB, downloaded: 0.57 MIiB, ports: 80 2012-05-1011:43:34  localhost 98,136,145,156 (rS.pcpi.vip.acd.vahoo.neat)
10.1.1.84 UPLOAD Uploaded: 2432.48 MiB, downloaded: 4,07 MIiB, ports: 80  2012-05-1011:37:19 localhost 92,126,145,156 (rS.pcpi.vip.acd. vahoo.nat)
10,1,1.824 UPLCAD Uploaded: 199,97 MiB, downloaded: 4,49 MIiB, ports: 80  2012-05-1011:332:47  localhost 98.135United Sta.tes n vip.acd,yahoo.net)
10,1.,1,.84 UPLCAD Uploaded: 232,03 MiB, downloaded: 4,358 MIiB, ports: 80 2012-05-1011:28:32 localhost 98,136, L9 Loo Lrovpepnvipoacd, vahoo,net)

#
i
2
2
4
'5 101184 UPLOAD  Uploaded: 197.11 MiB, downloaded: 3.74 MiB, ports: 80 2012-05-10 11:24110 localhost
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FlowMon ADS

Analytické moznosti

» Urceny k prizkumu a analyze provozu, ktery zpUsobil udalost
» Graficka reprezentace pfenosu dat na siti
» Uzly reprezentuji IP adresy
» Hrany reprezentuji pfenosy dat mezi IP adresami
P Vizualizace je Ziva a interaktivni, detaily a dalSi povoz je dostupny na vyzadani

» Export dukazl pro budouci pouziti

Type: Instant Messaging (INSTMSG)
Timestamp: 2012-05-11 15:48:45
Event source: 10.0.1.87

Event source host name: N/A

Event type Timestamp Source  Resolved source IP Detail Probability Net flow source  False positive
Multicast teaffic (MULTICAST) | 2012-05-11 16:24114 10,1133 M/A Reserved, attempts: 63 100 % lacalhost Mo

MetFlow source: localhost —
Detail: Skype protocol (Skype); unique servers: 1 ‘ B |
Save as text file
+228.7.7.7
i1l Count of flows dus to Duration
+
22 8 . 1 . 2 u 1
info
info
1 016 5 0267 4 0157 5 D223 O2zy 0235 5 02495 4

# Source Dactination IP Start Duration Protocal Source port Destination port Transferred (B

1 10.0.1.87 19%.120.199.16 2012-05-11 15:44:00.684 0.246 TCP 3911 12350 a

2 192,120,199.16 10,0,1,87 2012-05-11 15:144100,735 o TGP 12350 2911 4t

2 10.0.1.87 192,120,199.16 2012-05-11 15:45:35,452 0,235 TGP 3911 12350 Y m

4 193,120,199.16 10.0,1,87 2012-05-11 15:45:35.506 o TGP 12350 3911 4 in

5 10.0.1.87 192.120.199.16 2012-05-11 15:47:10.912 0162 TCP 3911 12350 at

& 192.120.193.16 10.0.1.87 2012-05-11 15:47:110.963 o TCP 12350 3911 4

7 10.0.1.87 192,120,19%,16 2012-05-11 15:48:45,787 0,223 TGP 3911 12350 3t

g  192,120,199.16 10,0,1,87 2012-05-11 15148145,837 o TGP 12350 2911 4t

9 10.0.1.87 193,120,199.16  2012-05-11 15:50:22,738 0,227 | TGP 3911 12350 a8t

10 193.120.193.16 10.0.1.87 2012-05-11 15:50:22.792 o TCP 12350 3911 4 —

11 10.0.1.87 19%.120.199.16 2012-05-11 15:51:57.953 0180 TCP 3911 12350 a

12 192.120.198.16 10.0.1.87 2012-05-11 15:51:58.054 o TCP 12350 3911 4

13 10.0.1.87 192,120,199.16 2012-05-11 15:53:32,745 0,181 TGP 3911 12350 Y

14 193,120,199.16 10.0.1,87 2012-05-11 15:53:32,797 o TGP 12350 3911 4
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FlowMon ADS

Profily chovani

>
>
>
>
>
>
>

Obecna role zarfizeni — klient/server  (uosserie.  ossook
Objem provozu

Unikatni komunikacni partneri
Vyuzivané a poskytované sluzby
Celkovy pomér aktivity IP adresy
Vyhledavani klientt/servert
Vyhledavani sluzeb

I Activity by data transfer
I Activity by conne. ctions

Communication peers - Summary Communication peers by days /\\
|
16%
s00 Client peers - 756,00 |
-
20% A ————
u]
659%

May & May 7 May 2 May 2 May 10 May 11 May 12

Traffic structure summary
By transferred bytes By packets By flows
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FlowMon ADS

Pokrodilé funkce

» Agregovana vizualizace
» Aktivita zafizeni a trvani udalosti na ¢asové ose

» Podpora DHCP

P Identita IP adresy je ovéfena a ulozena v okamZziku vygenerovani udalosti

» Podpora PROXY

P Korelace NetFlow dat na obou stranach proxy serveru

» Podpora SIEM systému
» Export udalosti protokolem Syslog nebo SNMP

LLLIEGEICE R - Simple list | By hosts

€ "=
ACTIVE =
HIGHTRAMSF s
INSTMSGE F—
< < < < < < < <
2212 a3, 12, o5 12, %12, 1.2, Ig. 02, RS 2512,
% 5 »GGGSJJ G 3{.! Gy, S'.J Gy S.JJ Er S.JJ "0 Y5, b 95

£ £
] Ny N = =]
=—-1 a— a— r=—-1 =1
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FlowMon ADS

Srovnani s tradi€nim pfistupem

Tradi¢éni metody a FlowMon ADS
pristupy

Misto instalace Perimetr LAN, datoveé centrum,
perimetr
Metoda detekce Analyza L7, na Analyza L3/L4,
zakladé signatur statistika, chovani
Druh hrozeb Znameé hrozby Znamé L3/L4 a
neznamé hrozby
Rozsah BezpecCnostni hrozby Bezpecnostni,
provozni a

vykonnostni problemy

» Cilem FlowMon ADS je doplnit a rozSifit schopnosti tradicnich nastroju
pro ochranu sité a detekci anomalii!
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Kontakt

AdvalCT, a. s.

Jundrovska 618/31, 624 00 Brno

tel.: +420 511 112 170,
info@advaict.com, www.advaict.com

Sprava IT infrastruktury:
lépe, snadnéji, bezpec€néji a levnéji

ADVAICT
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