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Co je cloud computing predevsim?

Nova technologie?
Nova architektura?

Nova metodologie?



Co je cloud computing?

" model poskytovani sluzeb

"= Nejde o technologicky, ale ekonomicky pojem



Desetileta prognodza
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= |n-house/owned w= Qutsourced managed services = Qutsourced cloud

Vyzkumna firma Vanson Bourne pro ziskani podklad( oslovila 550 IT s rozhodovaci
pravomoci v USA, Velké Britanii, Némecku, Japonsku, Hong Kongu a Singapuru.

http://www.businesscloud9.com/content/cloud-edging-out-outsourcing/11820



Osnova prispevku

1. Standardy — jak to s nimi je
2. Je to ekonomicky problém



1. Standardy, jak to s nimi je



a) Normy ITU — rok 2012

Joint Coordination Activity on Cloud Computing

International Telecommunication Union

ITU-T FG Cloud TR

— TELECOMMUNICATION Version 1.0

: ~ s'rmmg‘r"n%u SECTOR (02/2012)
— Focus Group on Cloud Computing
Technical Report

Part 1: Introduction to the cloud ecosystem:
definitions, taxonomies, use cases and high-
level requirements
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http://www.itu.int/en/ITU-T/jca/Cloud/Pages/default.aspx



FG Cloud Technical Reports

Organizace ITU-T dokoncila svoji predbéznou studii na téma normalizace
ekosystému cloudu a vydala své FG Cloud Tecal Reports (¢asti 1 az 7). Kazda sice
vysla samostatnég, ale vzajemné se doplnuji:

1) Uvod do ekosystému cloudu: definice, taxonomie, pfipady uZiti a poZzadavky

2) Funkéni pozadavky a referencni architektura

3) Pozadavky a ramec architektury infrastruktury cloudu

4) Management zdroju a analyza dér

5) Bezpecnost cloudu

6) Prehled SDO (Standards Developing Organizatons ) zapojenych do cloud
computingu

7) Vyhody Cloud computing z hlediska telekomunikaci a perspektiv ICT

Tim bylo ukoncéeno studijniho obdobi a jeho vysledky budou pod dohledem Joint
Coordination Activity on Cloud Computing slouzit pro Study Group 13 (budouci sité).
Byly identifikovany dva nové typy cloudovych sluzeb, a to CaaS a Naa$S
(Communication and Network as a Service). Kromé toho jsou definovany cloud
ekosystému a ICT referencni architektura cloudu.



Doplnéni CaaS a NaaS
do architektury cloudu
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Mapovani sluzeb cloudu do jeho typu

| saas | Paas | laaS | NaaS | CaaS_

Desktop as a service X
SDPaa$ X X X
Komunikacni centrum cloudu X X
VPN X
Pasmo na vyzadani X

= Virtuadlni desktop muze snizovat TCO — CAPEX (capital
expenditure) i OPEX (operating expenditure )

= SDPaaS (Service Delivery Platform as a Service) — platforma
doruceni sluzby jako sluzba

= Jde o usnadnéni pristupu k novym konvergovanym ICT sluzbam
(napf. IMS, IPTV, M2M/10oT), formatim jako jsou oBIX (Open
Building Information Xchange) a schémat XML-0BIX



Klicova technicka reseni DaaS

= Server-based computing: Mezi serverem a klientem je prenasena
pouze informace z obrazovky klienta. Tato technologie resi problémy,
které se vyskytuji pri realizaci aplikaci na strané klienta.

= Virtualizace prezentace: technické reseni, kdy je aplikace uzivatelske
rozhrani oddélena se od jeho logiky. Aplikace je prezentovana na
jednom misteé a jeji zpracovani, konfigurace a udrzba se provadi na
jiném miste.

= Virtualizace desktopu: technickeé reseni oddéluje prostredi PC
desktopu z fyzického pocitace pomoci modelu klient-server. Data
jsou poskytovana zapouzdrena do vzdalené klientské zarizeni.
Zarizeni klienta mUze pouzivat Uplné jinou hardwarovou
architekturu, nez kterou pouzivad desktopového prostredi, a mize byt
takeé zalozena na zcela jiném operacnim systému.

Realizace klienta: dinCloud, Desktonr, Nivie, Applications2U, ICC Global Hosting...



Koncept loT

" |nternet of Things (loT) je jeden z novych konceptd,
zalozenych na sbéru mnozstvi informaci od velkého
mnozstvi malych nizkonakladovych zafizeni (RFID, senzoru,
mobilnich zarizeni atd). Dalsi jsou Internet of Internet of
People (loP), Internet of Energy (loE), Internet of Media
(loM), Internet of Services (loS) atd.

= Neboli mame jedno paradigma (uhel pohledu na
zkoumanou skutecnost), ale rada scénaru. @' #
.
Qo

= Protokoly rezidenéni (nap¥. X10, ZigBee, =
Z-Wave, Konnex), komercni (napf. BACnet, S# —----=
Lonworks), priimyslové (napf. Modbus, & 'H:Q'_;", L _
DeviceNet, ContolNet), automobilni (napf. & ‘. __f"' “‘IE
CAN-Bus), mé¥eni (M-Bus) a dalii (Veriticals). ~ < <&




SDPaaS pro konvergovaneé sluzby
(Service Delivery Platform as a Service)
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b) Navrh architektury cloud
computingu v publikacich NIST

Special Publication 500-291

NIST Cloud Computing
Standards Roadmap - Version 1.0

NIST Cloud Computing Standards Roadmap
Working Group

Michael Hogan

Fang Liu

Annie Sokol

Jin Tong

NIST Special Publication 500-146

Cloud Computing Synopsis and
Recommendations

Recommendations of the National
Institute of Standards and Technology

Lee Badger

Tim Grance
Robert Patt-Comer
Jeff Voas

INTERNETWORK TECHNOLOGIES

COMPUTER SECURITY
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NIST Cloud Computing Security Reference Architecture
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Pét aktéru cloud computingu
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Mezi aktéry mohou byt slozité vztahy

Broker
‘l’ v
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SLA ma zde bohaté clenénou strukturu
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Soucasti SLA je bezpecnostni politika

UMBC

AR MAMOEE SMINEREITY (M MARTLANE

PROTOTYPE FOR REQUESTING STORAGE SERVICES FROM THE CLOUD

SERVICE ATTRIBUTES

Expected Start Date (MM-DD-YYYY):
Storage size needed (units/month):
Service Cost:

Service availability:

Data Preservation/Backup requirements:

DATA AND SECURITY POLICIES

User authentication mechanism:
Data Encryption:

Data Location:

Data Deletion:

Virtual Machine (VM) separation:

Interface for a storage spedification:

COoMPLIANCE POLICIES

Trusted Internet Connection (TIC) :
CC Evaluation Assurance Level (EAL):

CLoup INSTANCE

Size: 1GB Speed: 1GHz

11-10-2011 2
lessthan2GB ~

Free - ?
95% =~ 2
Weekly backup - 2

FIPS 140-2 supported + 2
No encryption + 2
Anywhere in the world - 2

Data archivedfinaccessible + 2

Not Supported v ?
SOAPWSDL ~

Compliant - 2
3

(28]

Number of cores: 10

REQUEST for
Service (RFS)

DISCOVER
Services >>

NEGOTIATE
and Finalize
SLA >>

COMPOSE
Services on
the CLoud

Launch

(CONSUME)
Service




Vybornym cilem utoku je broker

specialni zprostfedkovatel (broker)  cloud jako mezilehly poskytovatel sluzeb dalsich cloud(

—

Visibillty into both :

Broker and Cloud
Provider

Visibility into Invisible Services

Intermediary
Provider Only

—

Cloud

Provider Cloud
ABC Provider
Broker e
Broker Ul Requests
Requests and
and LELLELY  Intermediary Cloud
Person Responses Provider

Cloud Consumer

Cloud Cloud
“ Provider Cloud Consumer Provider DEF
Provider
DEF a0
Requests
and Cloud
Respenses Provider
‘ Cloud GHI
Provider

GHI

F0BJIFU| JDj0ig
J@oig pnojd

Broker API
Requests
and
Responses

Zprostredkovatel hleda nejlepsiho poskytovatele sluzby (napf. cestovni kancelar)
a uctuje si za to prislusné poplatky
Utok: vyberu nejhoriiho poskytovatele, navy$im poplatky a ty pfevedu na svijj Géet
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(cil: TaaS)

c) Cloud Security Alliance

-1V, MSAN Cloud .. Cloud _
_ N wral udit CERT
Security Guidance V3.0 Cloud Control Matrix Consensus Assesments Initiative
Eeecitrifyrg%ziie o (bezpecnostni ramec) (méreni) - Computer Security
(Nov 2012) ' ZZZdZZZZ;rO/S Matrix (CCM) v1.2 CO”Z?Z)S:: Assessments Ini Incident Response Teams
109/01/2012
e of o Y B . 3.3 Fa e of o 3 EEEA S Fatl o Yol
IS VRV Ceallell™ raaave I
Governance,
N . CloudTrust :
Trusted Cloud Initiative Risk Management and Protocol Health Information  Cloud Data Governance
TCl Reference Architecture Compliance — integrace rotoco Management
Model v1.1 - A o it CloudTrust Protocol
(Oct 2012) OnSé’f'lSUS _ssessmen S Initiative /nformation Overview
Questionnaire (CAIQ) v1.1 (Sept 2012)
(09/01/2012)
Top mparsm CTSA CSA
SecaaS . TSA
Threats 1wV Innovate Mobile

Secaa$ Defined Categories of

Service 2012 (Sept 2012) Top Threats Report v1.0

Telecom Working Group

(Mar 2010)
0 M =" ™ N r u Bfg N RANAN»~S
Ve r ad 7 Data mwwv

Cloud metrics

Open Certification Framework Privacy Level Agreement


https://cloudsecurityalliance.org/
https://cloudsecurityalliance.org/research/security-guidance/
https://cloudsecurityalliance.org/research/ccm/
https://cloudsecurityalliance.org/research/cai/
https://cloudsecurityalliance.org/research/cloudaudit/
https://cloudsecurityalliance.org/research/cloudsirt/
https://cloudsecurityalliance.org/research/tci/
https://cloudsecurityalliance.org/research/grc-stack/
https://cloudsecurityalliance.org/research/ctp/
https://cloudsecurityalliance.org/research/him/
https://cloudsecurityalliance.org/research/cdg/
https://cloudsecurityalliance.org/research/secaas/
https://cloudsecurityalliance.org/research/top-threats/
https://cloudsecurityalliance.org/research/telecom/
https://cloudsecurityalliance.org/research/innovation/
https://cloudsecurityalliance.org/research/mobile/
https://cloudsecurityalliance.org/research/ocf/
https://cloudsecurityalliance.org/research/pla/

SecaaS Working Grou

SecaaS

Security as a Service
Working Group
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]

é

cloud

/v A

o P 54

security
alliance=

Table of Contents

INETOAUCHION. et s s s s b a8 BR800 SRR bbb R 2
FOPEWOTE. .ottt a8 888 s e s s -+
ACKNOW B G IMEIIES .ot sd b bbb bbb bbb bbb bbb bbb 5
EX@CUBIVE SUIMITIATY ..ottt e ses i ses s b s s hh s s cd s b s hes b s s bbb e b nm e st hem s 7
Category 1: Identity and Access MaNagemMent .. ... s s 8
Category 2: Data Loss Prevention. ... 10
Category 31 Web SECUITEY ..o st s 12
Category 4: EMail SECUTTY ....c..oiviiveciieiciiic st st s s st st s s i s 14
Category 5: Security ASSESSIMENES. ... ...t e et sha s shs st s ses b s i s b nninin 16
Category 6: Intrusion Management.... ... s 18
Category 7: Security Information and Event Management (SIEM).......cocoooas 20
Category 8: Encryption.. ... et e s 22
Category 9: Business Continuity and Disaster RECOVETV.....c.ooiiiiii s 24
Category 10: Network SECUITEY ...t i sases st 26



Mapovani modelu cloudu do
bezpecnostniho modelu

Zivotni cyklus vyvoje systému, analyza binarniho
kédu, skenery, firewally webovych aplikaci,
bezpeénost transakci

ochrana pred uniky dat (DLP), Content
Management Framework (CMF), monitorovani
aktivit databazi, sifrovani

management rizik, management identifikace a
autentizace (IAM), management zaplat,
konfiguraéni management, monitorovani

zafizeni pro detekci resp. prevenci priniku, firewally,
hloubkova inspekce paketl, Anti-DDoS, QoS,
DNSSEC, protokol pro autorizaci OAuth

:>- hardwarova resp. softwarova opatieni, API

firewally typu host-based, prostredky pro detekci
resp. prevenci pruniku typu host-based (HIDS/HIPS),
prostfedky pro zajisténi integrity & management
souboruflogy, sifrovani, maskovani

1




Ukoly Big data WG CSA

Analyza big dat z hlediska bezpecnosti (Fujitsu, HP,
Sumologic) — sbér dat z logli senzort, M2M, posty...

Podle McAfee Risk & Compliance Outlook 2012 60 % respondent letos instalovalo

nastroje pro ziskani prehledu o svych datech. Zajem je hlavné o monitorovani aktivity
databazi — aktivity administratora, neobvykla ¢teni/aktualizace, agregace udalosti,
korelace...

Ochrana soukromi (CipherCloud, DSS)
Kryprografické problémy big dat (Fujitsu)
Infrastruktura big dat a utoky proti ni (Fujitsu, Symantec)

Politika a governance (zatim nikdo)

Podle http://www-01.ibm.com/software/data/bigdata 90 % dat vzniklo v poslednich dvou letech



we d) Open Grid Forum — standardy

penGRden™ (v oblasti bezpeénosti spolupracuje s CSA)

= Bezpecny a rychly datovy prenos (GridFTP, SRM)

»= Data Format Description (DFDL)

* Dohody o sluzbach(WS-Agreement, WS-Agreement Negotiation)
" Federated Identity Management (FedSec-CG)

= Rizeni dlivéryhodného ekosystému(CA operations, AuthN/AuthZ)
= Virtual Organization Management (VOMS)

= Job Submission and Workflow Management (JSDL, BES)

= Management sité (NSI, NML, NMC, NM)

= Rozhrani pro cloud computing (OCCl)

= Management distribuovanych zdroju (DRMAA, SAGA, etc.)

= Firewall Traversal (FiTP)



Transakcni firewall FiTP

GFD-R-P.196
FVGA-WG May 15, 2012

Ralph Niederberger, Research Center Jilich

http://forge.gridforum.org/sf/projects/fvga-wg

3 and 4 are needed only, if
intermediate firewall cannot read

control connection enthe fly. - Request firewallto open port

Clientat
A

Client at
C

| FW e.g.viaCLIl, SNMP or special

API protocol Authentication &

-I Authorization
=~- \ done . Check credentials of A

Iwant a connectionfromC(1174)to D(7711) .
and here are my credentials Auth server
Control connection i ’ B
-« —_——

OKservice and credentials checked, go on,
All message exchanged include HMAC

" Data Connection ended. Close conn. request
C(1174)to D(7711). Close control connection

s
Dataconnection pot!
Y W eaconnector > Apps Server

Communication starts D
After end of datatransmission signal A

PPN P |

Firewall je transparentni, a to na rozdil od nékterych rozsiteni iptables (napt. Dyna-Fire, ktery pouziva Port
Knocking) pro Linux. Je uréen pro SIP, H.323, FTP atd.



-..2) Business Application Software

BAS DA

Developers Association

10 Special Interest Groups (SIGs)

= Financials SIG

= HR & Payroll SIG

= eBusiness SIG

= Tax and Final Accounts SIG

=  Construction SIG

= Marketing SIG

= Green SIG

= |ogistics & Supply Chain SIG

* Cloud Awareness SIG (od roku 2010 porada Business Cloud Summit London)
Ukol: vzdélavani a komunikace mezi vyvojafi, uZivateli a vyrobci.

=  Public Sector SIG

www.basda.org


http://www.basda.org/

/E:Jrcﬂou_c_l/. f) EuroCloud

EuroCloud je nezavisla neziskova organizace budovana na dvou
urovnich (koordinatofi, vybory zastupujici oficialni ¢leny). Béhem
dvou let ma zastoupeni koordinatory v 10 zemich a oficialnimi
¢leny je 17 evropskych zemi. Ceska republika nemad ani
koordinatora. Koordinator pro Slovensko je Juraj Zelenay
(juraj.zalanay@itmg.sk) — ze spolecnosti ITMG, kde ma na starost
jako konzultant produkty spolecnosti SAP. Proc Clovek ze SAPu?

SAP Business One OnDemand predstaveny letos na CEBITu je
vhodny pro malé firmy a pobocky velkych podniku, kteri chtéji
nasadit svuj prvni komplexni ERP software. Zakaznici se mohou
rozhodnout pro model s vyuzitim cloudového reseni anebo
mohou cloudové reseni zkombinovat se softwarem
nainstalovanym u sebe, a tak se vyhnout velkym jednorazovym
vydajum nebo kapitalovym investicim.



h) ISO SC38 WG3 — probuzeni v roce 2012
(obvyklé vyckavani, az co jini)

ISO Council IEC Council Board
TMB SMB
ITTF
JTC 1
SC 38 DAPS
\
I | I
WG WG2 WG3
Web Services SOA Cloud Computing

prvni schlizka unor 2012 — slovnik
CR: UFad pro technickou normalizaci, metrologii a statni zku$ebnictvi



g) IEEE bude od roku 2014 vydavat

cloud €

The Essentials Issue

$IEEE EEE D computer society




Standardy pro interoperabilitu

IEEE: CPWG/2301 WG Cloud Profiles WG Working Group
Guide for Cloud Portability and Interoperability Profiles (CPIP)

IEEE: CPWG/2301 WG Cloud Profiles WG Working Group
Standard for Intercloud Interoperability & Federation (SIIF)

Open Grid Forum:
Open Cloud Computing Interface (OCCl)

SNIA (Storage Networking Industry Association):
Cloud Data Management Interface (CDMI)



Standardy pro portabilitu

SNIA (Storage Networking Industry Association):
Cloud Data Management Interface (CDMI)

jde o portabilitu dat

= Distributed Management Task Force (DMTF)
Open Virtualization Format (OVF)
jde o portabilitu systému

= |EEE: CPWG/2301 WG Cloud Profiles WG Working Group
Guide for Cloud Portability and Interoperability Profiles (CPIP)

opét jde o portabilitu systémd



Komunitni cloudy

Automitive Composites Consorcium (DaimlerChrysler, Ford
a General Motors)

HR-XML Consorcium (XML pro e-business)

Web Services Reliable Messaging — pro OASIS (Organization
for the Advancement of Structured Information Standards)

Health Level Seven International (HL7) — ANSI akreditovana
organizace



Konsensualni standardy

= QOpen Virtualization Format (OVF)
= Open Cloud Computing Interface (OCCI)
* Cloud Data Management Interface (CDMI)

neboli je jich velmi malo!



2. Cloud computing je
predevSim ekonomicky
problém



Priklad mozného reseni provazanosti
sluzeb v zavislosti na business procesech

Business Process as a Service

p——

CRM service

Paa$S Developed HR — Tracking service
service

I

Analytics service Payment Social network
Service service

Infrastructure
services

Prevzato z: http://www.dummies.com/how-to/content/how-bpaas-works-in-the-real-world-of-cloud-computi.html




Business procesy vyuzivaji sluzeb
vhitrniho privatniho a verejného cloudu

Public Cloud or
Virtual Private Cloud

Choreografie (napf. pomoci WS-CDL —

Orchestrace (napf. pomoci BPEL —
(napr. p Web Services Choreography Description Language)

Business Process Execution Language) ~ Co maji spolecné?



Priklad: Nabidka SaaS spolecnosti IBM

= socialni spoluprace

" management business procesu

= analyza webu

" management marketingu

" integrace procesu B2B

" management zasobovacich procesu

= bezpelnost governance, fizeni rizik a dodrZzovani predpisu
" management business

BliZe: http://thoughtsoncloud.com/index.php/2011/12/business-process-as-a-service-bpaas-delivered-from-the-cloud/



BPaa$S z pohledu IBM

Common Cloud Management Platform Reference Architecture

(" Cloud Sor wca (< Cloud Service Provider \ (" Cloud Service \
Consumor : ) Developay

Security & Resillency

navrzeno IBM proThe Open Group



Priklad Sablon pro business procesy
(Blueworks Live konsoliduje procesy na jednom miste)

Ti spravni pracovnici jsou okamzité informovani o prislusnych zménach




Porovnani business modeld

Tradicni BPO model Tradicni IT+BPO BPaaS
model

Vlastnictvi aplikace &€l Zakaznik Poskytovatel sluzby
Vlastnictvi Zakaznik Zakaznik Poskytovatel sluzby
infrastruktury

Implementace Zakaznik Poskytovatel sluzby Poskytovatel sluzby
aplikace, podpora a

udrzba

Pouzivani Zakaznik Poskytovatel sluzby Poskytovatel sluzby
infrastruktury, jeji
podpora a udrzba

Operace business Poskytovatel sluzby Poskytovatel sluzby Poskytovatel sluzby
procesu

TCO je u model BPaaS vyrazné mensi nez u zbyvajicich model(!




Urovné reéeni BPaaS

= BP outsourcing v cloudu

= Nové sluzby (napft. Collaborative Care Solutions spolecnosti
IBM a ActiveHealth Management)

= Business Process utility (outsourcing se posune ze vztahu
1:1 na vztah 1:n) pro ucetnictvi, lidské zdroje, zasobovani
atd.)



Lifecycle as a Service (LCaaS)

ePMO -

Enterprise Project Manapement Office (PMO)

| Transformation and SAP consulting projects

Transform o
and Innovate

IBM LCaas for
! t nd R
nnovation a anovation projects SAP Solution
Level 1 Help Desk (optionsl)

SAF functional applicaton suppon - ' .
SAP AMS - , \ A

Help Desk -

Minor enhancements

al suppor (Bass)

SmartCloud
Enterprises+
for SAP

J
\

SCE+ oparating system, Dack-up, secunty and

management

SCE+ sarvers slorage,. data centes
(

management and mamnienance



Zaver

Lze oCekavat radu dalsich smysluplnych XaaS podporuijicich
business a resicich problém ,,Big data” — napr. Analytics-as-a-
Service (33Across hleda v daném case vhodné misto pro
umisténi reklamy na Internetu, Profitero analyzuje ceny
konkurence, Sourcefire detekuje malware na korporatni siti a
analyzuje, jak se do ni dostal, atd.)

Standardizacni organizace mezi sebou soutézi a konkuruiji si
Rada z nich je pod silnym vlivem komeré&nich firem
Organizaci, které vyvijeji standardy, je pres 200

Z toho 20 se zabyva vyvojem standard( pro cloud computing

Zde jste byli seznameni s témi zakladnimi a jejich prinosy pro
budoucnost



