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-2 Potencidlni oblasti rizik S

Ztrata dat jako nasledek utoku nebo jiného incidentu (napf. porucha)

Unik davérnych informaci jako nasledek utoku nebo podvodu

Nedostupnost ICT sluzby jako nasledek utoku

Nedodrzeni zakonu nebo nafizeni jako nasledek opomenuti vyvoje




.9 Potencialni spusoby utoku ____.__

* Lidsky faktor a vnitfni incidenty (,omyly®, ,pokusy®, ,umysl®, ,nedbalost)

* Zneuziti nebo nasledky chyb v organizaci a fizeni ICT

% Zneuziti chyb produktt a poruchy (software, hardware)

% Podvody na uzivatele (phishing, pharming, spyware, virus, ...)

% Zneuziti vlastnosti nebo nedokonalosti architektury, protokolu

% Cileny utok, Spionaz (sledovani komunikace, prolomeni Sifry vypocCtem, ...)

% Odcizeni komunikacni komponenty (inteligentni mobil, ...)

VétSinu utoku Ize detekovat pred samotnym prolomenim bezpec€nosti —
- hledame odchylky od standardniho stavu nebo vyskyt charakteristickych situaci



B2 Oblasti fegent

» Bezpecnostni mechanismy operacnich systémua (MLS, EAL4+, ...)

GC sttem Aa.S.

» IPS/IDPS (Intrusion /Detection/ Prevention Systems) — NIPS, WIPS, HIPS, NBA
» DLP (Data Loss Prevention) - @network/DiM, @storage/DaR, @endpoint/DiU
» SIEM (Security Information and Event Management)

» NetFlow (RFC 3954), IPFLIX (RFC 5101, RFC 5102, vychazi z NetFlow)
Jflow/Cflowd (Juniper), NetStream (3Com/HP, Huawei), Cflowd (Alcatel), ...

» Compliance Management (PCI, FISMA, Basel Il, SOX, HIPAA, 1ISO27001)
» Aplikacni bezpecCnost

» |ldentity & Access Management

> Sifrovani, podpisy a certifikaty, sprava klic¢t (3DES, AES, RSA, DSA, ...)
> Firewally, antiviry, ...

» Fyzicka, personalni a administrativni bezpecnost
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» Mechanismy operacnich systému (MLS, EAL4+, SELinux, ...)

» IBM: Tivoli — SIEM, ldentity, Access, zSecure, Security Policy,
Key LifeCycle, Security Compliance,
Rational AppScan, PolicyTester
ISS (Internet Security Systems), Proventia (NIPS)

» HP: ArcSight SIEM, HP S Intrusion Prevention System (IPS) N Series,

HP Security Management System Appliance Series
» CISCO: Virtual Security Gateway, ASA (Adaptive Security Appliance), IPS
» CheckPoint: 61000 Security System, IPS-1, DLP-1, VSX-1, SafeOffice
» Symantec, Fortinet, Juniper, INVEA Tech

» Ruckus Wireless, Safenet



Sm. Konkrétni reseni
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v" ldentity Management — Tivoli Identity Management

v Access Management — Tivoli Access Manager + SSO

SSSSSS ity Tools
les | Proxy | Tables | Policies |Reports | Query | Securty | Server

v SIEM - Tivoli Security Information and Event Manager

v" Compliance — Tivoli Security Compliance Manager

oooooooo

v IPS — Proventia Network IPS

v" E-mail — Proventia Network Mail Security System

v Encryption — IBM Secure File Encryption for Desktops (SFED)

) Dther Exavglen
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Konkrétni high-end reseni ...

IBM System z (mainframe) + zOS + RACF + DB2
Tivoli zSecure Alert for ACF2/RACF
Tivoli zSecure Audit for ACF2/RACF

Tivoli zSecure Audit for TopSecret

IBM Security zSecure Admin
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