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Trend intenzity utoku

Blokovany provoz sluzbou FlowGuard
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Dlouhé Gtoky
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Exoticke IP protokoly
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Kobercove nalety

Cilem je mnoho adres nebo
cely subnet

* Obvykle kombinuje vice typu
utoku a protokol(

* Problematicke RTBH

* Velikost prefixu /32

* Omezeny pocet prefixU
* Doporuceni

 Rozsireni RTBH

* Flowspec
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HTTPS TCP 443 X.X.X.X/24 HTTPS flood z podvrzenych IP adres
HTTP TCP 80 X.X.X.X/24 HTTP flood z podvrzenych IP adres
Memcached UDP 11211 X.X.X.X/24 Memchached amplification attack
DNS UDP 53 X.X.X.X/24 DNS amplification attack
NTP UDP 123 X.X.X.X/24 NTP amplification attack
SNMP UDP 161 X.X.X.X/24 SNMP amplification attack
SSDP UDP 1900 X.X.X.X/24 SSDP amplification attack
Chargen UDP 19 X.X.X.X/24 Chargen amplification attack
WSD UDP 3702 X.X.X.X/24 WSD amplification attack
UDP frags uDP 0 X.X.X.X/24 UDP fragments
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Trendy dalsiho vyvoje

e Sdileni informaci, integrace s
MISP

e Klasifikace a korelace
bezpecnostnich (DDoS) incidentu

e Import informaci do SIEM
e I[mport informaci do SOAR
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e \/yuziti provoznich dat

e \/yuziti dat o bezpecCnostnich
incidentech

e Aplikace automatizace pro zmény
konfigurace sitovych prvku

e Definice stupnl obrany a
automatické prechazeni mezi
nimi
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Dekuji za pozornost

Email: petr.kadlec@comsource.cz
Tel: 774 744 725
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