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DMZ je 0 segmentaci

" |n computer security, a DMZ is a physical or logical
subnetwork that contains and exposes an
organization's external-facing services to a larger
untrusted network, usually the Internet. The purpose of a
DMZ is to add an additional layer of security to an
organization's local area network (LAN); an external
attacker only has access to equipment in the DMZ, rather
than any other part of the network.

= The name is derived from the term "demilitarized zone", an
area between nation states in which military action is not
permitted.

= http://en.wikipedia.org/wiki/DMZ_(computing)

|
“ ' softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 2



(] Check Point

e SOFTWARE TECHNOLOGIES LTD.

Segmentace je o Fizeni pristupu

= VycCleneni sluzeb do specialné vytvorené zony pro
pristup uzivatelu na sluzby z Internetu
oddeleni klientskych PC a sluzeb
bezpecny vzdaleny pfistup pobocek, partneru a jednotlivych
uzivatelu pres VPN
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3 oblasti

= Prostredky rizeni pristupu
" Management

= |nfrastruktura
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Prostredky rizeni pristupu

= Firewall

= |dentity Awareness

= |PS — Intrusion Prevention

= Web Security

= Ochrana pred DDoS utoky

|
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Bez meéereni neni rizeni

= Centralni sbér logu z mnoha bran a vrstev
" Prohledavani logu — Google pro logy

= |dentifikace bezpecnostnich incidentu

= Reporting

= Sprava konzistentnich a prehlednych bezpec€nostnich
politik

= Workflow zmen politik a jejich audit

® |ntegrovana kontrola splnovani norem a best practices
(Compliance Blade)

|
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Infrastruktura

" |nspekce Sifrovaného provozu — HTTPS
= Zabezpeceni virtualizace — Virtual Edition

" Virtualizovana bezpecCnost — Virtual Systems
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Vicevrstva architektura (4 Check Point

|| Data Leakage Prevention “
|| Antivirus | || Anti-Bot l || Anti-Spam “
| H Application Control | | URL Filtering

|| HTTPS inspection |
. Stream Reassembly Engine

|| |dentity Awareness “

|| Layer 2—4 Firewall & IPS l || IPsec “
Multi-Core Packet Queuing and Dispatching |

I
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ldentity Awareness

Access Role R V4 ’
— ——— : = Politiky zalozene na
Comment: 14 v m o

rolich uzivatelu, ne
| =] Ne:tworksl bl Usersl B Machines =17 puthertication Role Preview: ;
o By oo A e pouze na IP adresach
-{?-%NI idertified machines & ,'-‘u‘r?'use.r. . || rq rs V&4 v 0
| E} Specific machines./groups: % Flceriedmacnes S I t I a p O C I ta Cu
' » UzZivatel, zarizeni,
lokalita
[] Erforce IP spoofing protection {requires full identity agent)
Machine identification requires AD Query or Full Identity Agent with Kerberos oK l ’ —

e |

I
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Srovnani nékterych zdroju identity

. Captive Identity Agent l§ Identity Agent
e Cli/ ‘ess||Clientless| | Resident | | Resident
Deployment

Requires Admin Unique
Privileges - No agent on AD No Yes

- No additional server

4
Transparent . Captive portal ‘ .
Authentication Web auth

Machine
Identity
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Detect IP Spoofing

Logoff & IP Change
Detection

Keep window

open option Umque

- Packet tagging
= High Security

Security Strength Excellent

Delayed

I
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IPS: prehled ochran

- _—— k!
B Demo Mode - Check Point SmartDashboard R75.20 - IPS - - . - - o] b
File Edit View Manage Rules Policy SmartWorkflow  Search  Window  Help Check Point
: : : E 8 ’ martDashboard®
H | EE|-D.tgo-—- _ S Erd_lj
2 Firewall | 223 NAT | f#h PS |28 Application & URL Filtering | B30 Anti-Spam & Mail | 3£ Mobile Access [ [2 Anti-Virus | T; Data Loss Prevention | &) 1PSec vPN | Bl Qos | i Desktop|
(| | CR Overview Protections Q> (@) Help
----- mﬁ Enforcing Gateways
Frer Look for: | Arotection, Category, CVE.  Q|fin: [al + | Products: [ ® Al - Profiles... Protection Actions... | | View..
,’u [ Froccions N\ — Ea l ) | | [en]
) Show additional fitters : Sort...
B 88 By Type Protection
[ @ Signatures Protection all Sever CEﬂE‘QPf)’ Perfor... Industry Refe.. Release D.. ¥ | Products ~ | Supported From | 2 Defaul.. & Recomm... Customize...
----- @ Protocal Anomalies 7 Intemet Explorer Invalid Pointer R... | ;g Critica CZ:FTd-Ite)’nce Level  Medium |CVE-2010-0249 | 17.01.2010 IPS Blade | R65 (“: Inactive . Prevent Hide Description
""" g Application Cantrols ) Adobe Reader U3D DLL Loading...| 1] Criica m’ﬂ‘;t”r"fggfefe”jgf Low | CVE2009-3954| 12.01.2010 IPS Blade | RE5 1 Inactive | @ Prevent Export View... ]
""" Engine Settings ol i Release Date i [ wve | ; [ -
B E By Protocal "2, FOF Files Cortaining Timed Java... [ Protection Type Medium | CVE-2009-3956 | 12.01.2010 [¥] IPS Bladz | R70 L ; Inactive |77 Inactive |17 Inactive
u E'IE IPS Software Blade 7 Adobe Reader JPEG2000 Regio... | ] Cittica EOHOW HD & Medium | CVE-2009-3955 | 12.01.2010 IPS Blade | R70 [ Inactive | §f Prevent | Prevent
H ] ollow Lp Comment —
f E"g Network Securty 7 Adobe Reader Plugin Malformed ... | 51 Mediu Pmdudg Medium | CVE-2007-00... | 12.01.2010 IPS Blade | RE5 [ Inactive . Prevent . Prevert
' ﬁiim:r Intelige. J HP Operations Manager Server ... | 1] Critican % |u1e§u|E|rr?1m (7] Lowe CVE-2009-3843 | 30.12.2009 IPS Blade | R70 iﬂ: Inactive . Prevent . Prevent
: nteligence - —
ENG) ||?5I.1 Sensor /' HP OpenView Network Node Ma... | ] Criical | [g2 Medium | @ Medium | CVE-2009-41... | 30.12.2009 [¥] IPS Blade | R70 1 Inactive | §F Prevent | Prevent
{53 Metwork Securty -1 N7 PDF Containing Obfuscated Java...| i High | [g] Medium | Low MNone 29.12.2009 IPS Blade | RG5 1 Inactive | §f Prevent | Prevert
\ ' Application Inteliger by ppF Containing Obfuscated Nam... | g High E Medium.... | Mediom | None 25122005 IPS Blade | RE5 7 Inactive |7 Inactive |77 Inactive
5 web Inteli - = hd . !
N fs "%/ W HP OpenView Network Node Ma... i) High g Medium | g Medium | CVE-2009-4173 | 29.12.2009 [ IPS Bade | R70 1) Inactive | @ Prevert | @ Prevent
| EEE Network Exceptions W' HP OpenView Network Node Ma... | ] High | [ Medium | Medium | CVE-2009-4178 | 29.12.2009 IPS Blade | R70 [ Inactive | @ Prevent | Prevent
i W/ Dowrload Updstes W Microsoft 1IS Filename Bxtension ... | i High | [g] Medium | @ Low CVE-2009-4444 | 28 12 2009 IPS Blade | RAA 1 nactive | @ Prevent | Prevert
il  Follow Up Y Adobe Aash Media Server Reso... | g Critical E Medium | g Low CVE-2005-3791 | 22.12.2009 IPS Blade  R70 iﬂ: Inactive . Prevent . Prevent
a{a Advanced . 5
. HTTP Inspection -
5B HTTPS Inspection Attack ID: CPAL-2010-013 [
0 Pl 1
£ Policy Last Update: 17-January-2010
Industry References: CVE-2010-0249
Security Gateway: R70, R71
b | Supported Products:  VPN-1 Power/UTM: NGX R65 57
Demo Mode  Write Mode

I r
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IPS v detailu

Confidence Level

~,
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" Protection t{ Severity High Performance Inf
. Signatu . Critical Medium-high . Critical Protection Type
. Protoco . High Medium . High . Server
. Applica . Mediurq Medium-Low . Medium . Clients
. Engine . Low : Low \ Low \
Micro isual BaswActiveX Controls ote Code Executio 08-070) ~
N Type Sawverity =; Confidence Leve 217, Performance Impact Protection Typs
‘ ' Signature IJDDI Cntical E_'j Medium-high ! Low Clients
P Ty
Pt protections Settings - My _Profile - Micresoft Visual Basic ActiveX Controls Remote Code Execution (MS08-070) ﬁ
E
= b ain Action
B
i@ Action according to IPS Policy: Prevent
(7 Ovemide IPS Policy with: Prevert
Logging Settings
Track: [Lu:ug v] [ Capture Packets
L k. J [ Cancel ] [ Help
L A
[ Edit... ] I[Ehange P-.c:tiun...] [ Follow Up... ] [ Wiew Logs ] Supported on @ IPS Software Blade
Prevent on All Profiles
Detect on All Profiles [ Fonecl ] [ Help
Deactivate on All Profiles — — =

I
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Geo Protection

%2 Demo Mode - Check Point SmartDashboard R75.20 - IPS w - F-3 - . [ESREEE)

File Edit View

‘| i &

Manage Rules  Policy

SmartWorkflow  Search

’ Check Point
-1 SmartDashboard?

B uE s

B Firewall | 221 NAT| 1l PS |28 Application & URL Filtering | £31 Anti-Spam & Msil | 3 Mobile Access | [2} Anti-Virus | ¥ Data Loss Prevention | @) Psec veN | B} Qos | FEf Desktop|

E-= Protections

ng By Type

[ g Signatures

..... @ Protocol Anomalies
..... Application Cortrols
I lﬁ Engine Settings
2-E8 By Protocol

=[] IPS Software Blade
L}'g Network Security
Application Intellige.
[ Web Inteligence
0} 1P5-1 Sensor

L}'g Network Security - |
Application Intelliger
w-Fg Web Intelligence - 1
..... (#) Geo Protection

..... EE% Network Exceptions

..... ¢/ Download Updates

..... ¥ Follow Up

a@ Advanced

W HTTP Inspection

Elfi HTTPS Inspection

: E| Palicy

i Gateways

Trusted CAs

...... HTTPS Validation

Geo Protection

Block netwark traffic to and from any country.

Prefile: = [ My_Profile

V o

@B @ rep

i Performance Impact: @5 Low

Emceptions...] [ View Logs ]

Policy for Specific Countries

Courtry Action
= Norway @ Block

Direction Track
From and To Courtry  Log

Comment
Block the Vikings! -}

[ Add.. | [ Edi.. | | Remove |

Policy for Cther Countries

@Nlow -

Track: [None -

Advanced

Policy Preview

Traffic From Country

Traffic To Country

Demo Mode  Wiite Mode
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DDoS Attack Information

Network Flood

Server Flood

(] Check Point
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Application

Low & Slow
Attacks

0111010101100110011000011100101010

0101010100001101010010101110010101
101

01(
0101 . Accessis . ot |
"ol denied o

110§
011

1004

110101010101011100011010100010111
0111010101100110011000011100101010

High volume of

packets

1
I’ " softwareblades-

High rate of

new sessions

Web / DNS
connection-
based attacks

Advanced
attack

techniques
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©2013 Check Point Software Technologies Ltd

15


http://www.istockphoto.com/stock-photo-9862533-siren.php?st=c4031d8

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Multi-Layer DDoS Protection

Low & Slow

Network Flood Server Flood Application Attacks

O1T1010101T00TTO0TT00001 110010101
010101010000110101001010111001010

1101010101010111000110101000101110§
011101010110011001100001110010101(

Automatic and Behavioral
pre-defined HTTP and
sighatures DNS

Behavioral
Granular

custom filters

network
analysis

_ Challenge / :
Stateless and Protections Create filters that
: . ) response
behavioral against misuse LT e block attacks
engines of resources d and allow users
methods

e
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Layers Work Together

Protection Layers Flow

4 4

Network Server Application Low & Slow Allowed
Flood Flood PP Attacks Traffic

Behavioral Automatic and
network pre-defined
analysis signatures

Behavioral
HTTP and
DNS

S a Q

Granular
custom filters

. softwareblades~
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Behavioral DoS Protection System

Automatically Block Abnormal Network Behavior

»

Inbound Traffic |
y l Y
r———*L@f """" T
"ILearning \

Degree of Attack = High I

Blocking RT Statistics Fuzzy !_OQIC
Module - Engine

Degree of Attack = Low
(Positive Feedback)

Closed
Feedback [ s S
Controller

Footprints
Lookup

Outbound
Traffic

Nn
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DDoS: On-the-Fly Signature Creation

Protect Applications and Services Automatically

Inputs L DoS and DDoS
- Network | ——

Public . Servers Application Level Threats
“’V Network j . Clients \
\_—\vvﬁ-/ Zero-Minute
Malware Propagation
bound Behavioral
Traffic An alyS|S
Real-Time
Signature
Abnormal
Closed Activity
Module :
Feedback Detection
Outbound - <
raiic Real-Time .
Signature
. Generation Optimize Signature
Enterprise Remove When Attack
Network , is Over
-

1 r
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The Solution

DDoS Protector

P DPx06 i ﬁ
= DOS Shield (DOS signature) = Qut of state
= Behavioral DOS = Connection Limit
= DNS Protection = HTTP Mitigator
= Syn Protection = White list/Black list

Block Denial of Service Attacks Within Seconds!

i
[ W softwareblades ©2013 Check Point Software Technologies Ltd. 20
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Where to Protect Against DDOS
Scenarios:

On-Premise Deployment

DDOS Protector Appliance

Off-Site loyment

DDOS Protector Appliance

"
[| " softwareblades- [Restricted] ONLY for designated groups and individuals ~ ©2013 Check Point Software Technologies Ltd. 21



Appliance Specifications
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DP 506 DP 1006 DP 2006 DP 3006 DP 4412 DP 8412 DP 12412

Capacity 0.5Gbps 1Gbps 2Gbps 3Gbps 4GBps 8Gbps 12Gbps

Max Concurrent
Sessions

Max DDoS
Flood Attack
Protection Rate

Real-Time
Signatures

2 Million 4 Million

1 Million packets per second 10 Million packets per second

<60 micro seconds

Detect and protect against attacks in less than 18 seconds

I
[ | " softwareblades”
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We Secure the Internet.
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Management
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Seznamte se s Majou

Systemova administratorka
ve velké firme na léky

Ml
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Seznamte se s Alexendrem

Financni reditel
ve velké firme na leky

' r
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Prehledny management

PSR
El BEeCEXR @ Install Poliy 33 SmartConsole » Check Point
SmartDashboard*
- . . 2 = : .
& & Application & Data Loss A p=  Anti-Spam Mobile -
- Firewall N&  URLFiltering Prevention "' IPS ¥V "J & Mail ‘. Access . .' IPSec VPN 0 Qos m Desktop

Overview ®

‘World's most proven Firewall solution, featuring the most adaptive and intelligent inspection technology.

My Organization x

-

Top Gateways X
= 23 security Gateways
Policy Identity 27000
1P Address Version Package Install Date  Awareness
24000
Branch-Office-gw Dynamic Addr...  N/A Standard 1/6/2013 —| Disabled o
Corporate-Cluster-1 192.0.2.100 R76 Standard 1/6/2013 —| Disabled :
Corporate-Cluster-2 192.168.80.100  R76 Standard 1/6/2013 —| Disabled z
. 2 15000
Corporate-Identity-A... 1034325 R76 Standard 1/6/2013 [ Enabled 5
£ 12000
Corporate-gw 192168.751 R76 Standard 1/6/2013 Enabled S
: 9000
Mobile_Access_London 1074573 R76 Standard 1/6/2013 —| Disabled
Mobile_Access_NewY... 1044.56.23 R76 Standard 1/6/2013 —| Disabled L
Remote-1-gw 198.51.1001 R75.20 Standard 1/6/2013 Enabled 1y
Remote-2-gw 10502001 R75.20 Standard 1/6/2013 —| Disabled 0
Remote-5-gw R te-3-gw R te-1-gw R te-2-gw

Network Activity

Policy Information

19 rules in policy

O rules are
expired

@ 13 Accept Rules

@ 3 Drop Rules
@ 0 Reject Rules

. Accepted

LS smartworkflow

12:35:00

12:36:00

12:37:00

B oropped

0

rules are

disabled

rules have

zero hits

Demo Mode  Wiite Mode MNUM

it
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Viditelnost

-

Chci vedet, jak jsme na tom \
s bezpecnosti a co se deje

na siti naseho oddeéleni

.

=c

\)\\
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“ ' softwareblades- [Restricted] ONLY for designated groups and individuals ©2013 Check Point Software Technologies Ltd. 27



Bezpecnostni politika - firewall Check Point
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x| She s % Picture Tools s this OK? - Message (HTM [ 50
Message Insert Optigns Format Text Review Faormat o &
maed LY LY m® gy e g
E3 copy ¥ High Importance
Paste abr . A - . = = | £E = 4 | Address Check | Attach Attach Signature Zoom
- ;yFormat Painter B 7 U — % — T = o Book Mames File Item~ - § LowImportance
Clipboard M| Basic Text M| Mames | Include | Tags | Zoom |
Ta... |Mmanaqer@Mvapanv.mm |
=1 o | | |
Send
Subject: | is this OK? |
i ix]
Hi Manager, -

M Finance Allow

Finance_Users. & Finance

=ness I SmartWaorkflow

Demo Mode  Write Mode

Il : ll [ softwareblades™
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-

-

Pl

-

-

-

SmartLog — Google pro logy

Favorites

Help
Exit

Top Sources
Top Destinations
Top Services

Top Actions

Accept
Prevent
Drop
Redirect
Allow
Encrypt
Decrypt
Detect
Block
Reject

Top Blades
Top Origins
Top Firewall Rules

Top Users

Are WA

abc| | %u SmartConsole -
I .
3 Grid Columns Profile 3
3 Log Details Pane 3
3 Results Pane 3
Initial Log Results 3
v | Timeline
v Status Bar
28/Nov/2012 01:1.
28/Nov/2012 01:1
84% 28/Now/2012 01:1
13% .
N 28/Nov/2012 01:1
036% [ 28/Nov/2012 01:1
353?,: i 28/Nov/2012 01:1
0.14% :': 28/Nov/2012 01:1
00%% [ 28/Nov/2012 01:1
0.08% | E
0.05% ——| = 28/Nov/2012 01:1
| 28/Now2012 01:1
28/Nov/2012 01:1
28/Nov/2012 01:1
g i.raan o1y
Query Results Timelin

Edit Columns Profile...

v Automatic Profile Selection

Manual Profile Selection

Anti-Bot

Anti-Malware

Anti-Virus

Application Control
Endpaint Application Control
Compliance

DLP

v Firewall

Endpaint Firewall

Full Disk Encryption

1Ps

Identity Awareness

Media Encryption & Port Protection
Mabile Access

URL Filtering
WebCheck
Default Profile

Check Point

SOFTWARE TECHNOLOGIES LTD.

Source ion Na...

P
E Check Point
SmartlLog
x| =
Query Syntax
Application Risk ~ Description Source » Log Details
Operator.5pitefulPod.i Prevented o... 10.1.0.1 - Operator.SpitefulPod.i Prevented -
Mail analysis Detected on 10.1.01... 10.1.0.1 v on 10.1.0.1 at 27/Nov/2012
Operator.SpitefulPod.i Detected ... 10.1.0.1 23:58:45
¢ O High Redirected application Dropbox RnD_host_134 Log Info
3 O High Redirected application Dropbox RnD_host_134 origin cp_mamt
¢ O High Redirected application Dropbox RnD_host_134
. . N Time 27/Nov/2012 23:58...
¢ O High Redirected application Dropbox RnD_host_134
OperatorSpitefulPod.i Detected 0. 10.10.1 Blade [ Anti-Bot
¢ O High Redirected application Dropbox RnD_host_134 = Product Family Network
¢ [ High Redirected application Dropbox RnD_host_134 Type Log =
| . WA - L 1 - £y L oo 1 FEW]

/2012 02:53:38 B8 @ 9, 1006876

Dropbox

M menit podie typu

0 High
0 High

[0 High
O High

Redirected application Dropbox
Redirected application Dropbox
Redirected application Dropbox
DLP Ask User DLP Data Type Nam...
Allowed application Dropbaox
Redirected application Dropbox

RnD_host_134
RnD_host_134
RnD_host_134

10.1.195.219

RnD_host_134
RnD_host_134

Traffic

Source

bi Destination

uery Results Timeline

12:00 AM
11/22/2012

1200 AM
11/23/2012

12:00 AM
11/24/2012

12:00 AM
11/25/2012

12:00 AM
11/26/2012

12:00 AM
11/27/2012

Service HTTP_and_HTTPS._...
X Sent Bytes 0
Received Bytes 0
Interface Direction [= outbound
Interface Mame ethl
Frotocol TCP (6)
Destination Port 8080
Source Port 50775
Service Mame HTTP_and_HTTPS_... -

Rule UID

prohlizenych dat

[BB5CCF48-TFBE-4F78-8(

10.1.0.1
10.1.03

Total logs: 66,882

From: 20/Nov/2012 03:16

To: 28/Nov/2012 01:15

softwareblades-
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SmartEvent — reporty za oddeleni

El E~0| +.3SmartConsole~ Check Foint
A n =
@ Overview Events ’J Timelines :!._. Charts
= %::I‘“”“ | Finance - Application and URL Filtering Report (& ceneste.. J& Mansge. | | Show Sample- | [EAE-) @
= 29 Application & URL Filtering
@ Daily -
[& week! [

@ Mont

Review

Insert Options Format Text

[}
B
4

- A A @ I Attach File ¥ Follow Up ~

B2 B 7 U |:iZ .= = 5= 9 attachtem = § High Importance
Paste 1 Names i “oom
_ T . [# signature - J Low Importance

Ty DLP
W rs
£ # Anti-Bot §
IE! Daily
[ Weeki
@} Mont
@ Other
@ Report Histol

ﬁ Settings

‘
&
=
I
1]
Il
X

Clipboard | Basic Text [ Include Tags | Zoom |

Subject: ‘Report - Finance Department

Attached: E‘-'Lﬁcheckpoint 05-01-2013 Finance - Application and URL Filtering Report.pdf (208 KB)

Dear John,

Here is the report you requested,

Cheers,
Maya

3y SmartEvent from the Application

Control and U

s

11
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Delegace prav pro reporty

¢ g% Application & sim Data Loss
) U

L]
* IPSecvEN 0 Qos = Desktop

JRL Filtering Prevention
o = Overview
111 Palicy ‘World's most proven Firewall solution, featuring the most adaptive and intelligent inspection technology.
B NAT v
My Organization
£ Track Logs® 8 23 security Gateways
—
Bdit Permissions & Draie - B S
General Events and R ts
i Monitoring and Logging
- and Reports [ SmartReporter Policy: -
i Provisioning
.. Endpaint (] Smart Reporter: -
[] SmartEvent Events: -
[ SmartEvent Palicy: -
SmartEvent Reports: A4l Blades -
All Blades
Applications & URLF | |

&8 cpeonfig_s hew Administrator... 0
External User P Edi . et
t... cep
LDAP Groups ' 1
emplates Delete . Dropped
seglipe Where Used... 0
Sers
Sort 3
0
14:5%:30 15:00:00 15:00:30 15:01:00 15:01:30 15:02:00 15:02:30 15:03:00 15:03:30 15:04:01
‘ 8. Objects List | Identity | cmartWorkfl |

I r
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Prehled uzivatelské aktivity

(IEESSYTUS B s LR 5 5 b Sels BSSe . v SEEES

!..1 SmartConsale = Q Check Point

SmartEvent

,5!1!. Charts 6—“ Maps Reports

f\
‘a¥ Timelines

= % T!:rorts ¢ User ACt|V|ty Repor‘t [0 Generate... Manage... ] [ Show Samplevl [ 0 & _ x ] @
= 29 application & URL Filte |
[& Daily
& Weekly User Activity Report i&| Check Point
@\ Monthly May 01, 2012 12:00 AM - May 14, 2012 11:59 PM
[ Multi User Activity User: Jared Josh(jaredjosh@myBiz.com)
@‘ Suspicious Activity
ES oc Aty (1outof2) [ 1) |
@‘ Other
; DLP Start Time Application / Site Risk Category Action Traffic Browse Time (hhzmmss) e
E} s 14-May-2012 04:31:10 PM Facebook B Low Social Networking & Allow 123MB 00:23:47
B ® Anti-Bot & Anti-Virus 14-May-2012 04:33:15 PM bettingsitesreview.com — Unknown Gambling @ Alow  36KB 00:19:47
& Daily 14-May-2012 04:41:12 PM espn.com ~ Unknown News / Media D Allow 36KB 00:19:47
(£ Weekly 14-May-2012 04:55:00 PM YouTube B Low Video Streaming & Allow 207.5MB 00:19:27
E z:’:rh'y 14-May-2012 05:01:12 PM B B Medium Webmail € Alow  4KB 00:13:44
@‘ Report History 14-May-2012 05:02:28 PM LinkedIn [ Low Social Networking & Allow 3KB 00:13:58
@ Settings 14-May-2012 05:05:10 PM Twitter [ Low Social Networking & Allow 136MB 01:18:44 B
14-May-2012 05:22:33 PM mIRC 0 High Instant Messaging & Block 0B 00:00:00
14-May-2012 05:23:12 PM Time.com = Unknown News / Media & Allow 39.5KB 00:03:44
14-May-2012 05:29:05 PM PayPal [ Very Low Business Applications & Allow 9.7MB 00:00:54
14-May-2012 05:31:10 PM Windows Live Writer [ Low Multimedia & Allow 50.7MBE 00:53:44
14-May-2012 05:32:00 PM adobe.com = Unknown Business Applications @ Allow 2.5KB 00:35:55
14-May-2012 05:41:20 PM Telnet Protocol ] High Network Protocols & Block
14-May-2012 05:44:10 PM Adobe Update u Very Low Business Applications @ Allow
14-May-2012 05:44:20 PM Windows Update 1] Very Low Business Applications @ Allow
14-May-2012 05:47:25 PM Odnoklassniki A Low Social Networking @ Allow
14-May-2012 05:49:10 PM eMule n High P2P File Sharing o Block
14-May-2012 05:52:10 PM iTunes ) Medium Multimedia D Allow
14-May-2012 05:53:29 PM DMS Protocol 1] Very Low MNetwork Protocols @ Allow
14-May-2012 05:55:32 PM Photobucket [ Low File Storage and Sharing @Allow
14-May-2012 06:05:13 PM Flickr [ Low File Storage and Sharing @Allow
14-May-2012 07:05:02 PM google.com = Unknown Search Engines / Portals @ Allow
14-May-2012 07:20:12 PM Google Toolbar [ Low Browser Plugin @ Allow
14-May-2012 07:20:12 PM yahoo.com = Unknown Search Engines / Portals D Allow
15-May-2012 05:49:10 PM OpenFT ] High P2P File Sharing & Block
15-May-2012 05:52:10 PM Google Earth [ Low Virtual Worlds & Allow
m »
Ready Server Time: 1/17/2013 15:26 Demo Mode
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VysSetrovani moznych incidentu

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

A” Events [9 Last 30 Days - E BUUUU-—] [T;.-'pe.‘:u Search Q l [=E Group by Product]
Top Events TC. W Product Name T User T Event Name TS5. T 7 Source
W= 5 T} Check Point IPS Software Blade Frida Flash 5 Event Names 4. 5 Sources
B 17% - Media Encyptio W Check Point IPS Software Blade Frida Flash  Non Compliant DNS @) = FridaFlash-laptop..
[7] 8% - DLP Incident W Check Point IPS Software Blade Frida Flash  55H over Mon Standard Ports aiLp 192.53.2182
\ W Check Point IPS Software Blade Frida Flash  General HTTP Worm Catcher CEEE) =1 19262236
B s - Genersl HTTP Wo .
T} Check Point IPS Software Blade Frida Flash MNeon Compliant HTTP GAdd)  ® FridaFlash-laptop...
B [ 8% - 1P Fragments W Check Point IP5 Software Blade Frida Flash  IP Fragments N 192.53.2.177
I:‘ 583 - Other = 2 & Media Encryption and Port Protection Frida Flash  Media Encryption File Operation 2.. 2S5ources
& Media Encryption and Port Protection Frida Flash ~ Media Encryption File Operation sla 192.80.2.209
s T é’ Media Encryption and Port Protection Frida Flash ~ Media Encryption File Operation [0 19257236
: ikeri : : | e 1733,
1 "n? Check Point URL Filtering Software Blade Frida Flash  Web Browsing HEEN 192123.2.51
1 1 ‘;' Check Point DDoS Protector Frida Flash  Invalid TCP Flags M= 192116.2.81
B 25% - FrigaFlash-lapto | 4 [¥¥| Check Point Anti-Bot Frida Flash  Bot Incident @D  *  FridaFlash-laptop...
- [ 17%- FridaFlash-lapto 1 28 Check Point Application Control Software Blade  Frida Flash  Application Activity I B FridaFlash-laptop...
[ 1 '2:1- Check Point DLP Frida Flash  DLP Incident G == FridaFlash-laptop...
[ ' I s5-10253.2182
\‘/ 85 - 192.57.2.36
B8 Check Point Security Gateway Chloe Cash Port scan from external network CQadd) =] 192622153
2 @ Check Point SmartEvent Client 2 Users Check Point administrator legin ... “=..' 2.. 2Sources

I
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Vazba incidentl na spravu politik

Translate Security Information into Action!

(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Vet | ¥ « | 7| ¥ Source TV User | 7] ¥| veotectonType | 7 Protection Name | 7 Maware Activey [ v] v
= 3 @EEP ¢ 3Sources 3 Users v @ [J URL Reputation REP ggds Mahcous file /expiot dowrload 3. 3De
@EEP ¢ BancaBashiaptop (125.0... Blanca Bash 7 & [ URL Reputation REP ggds Malicious file/explot download 204
@EED ¢ HebieHashiaptop (1250... Herbie Hash v & [ URL Reputation REP gods Malicious file/explot download = 910
) @EED © [eelashisptop (125.00.3) Lee Lash 7 & [J URL Reputation REP ggds Malicious file,/explot dowrload il 870
Mz3 @@ 2. 3Souces 3 Users 7 W 2 Protection Types 2 Protection Names 2 Maware Activiies 2. 3De
@ED LS BranBashiaptop (86.0.0.12) Bran Bash @7 Wl 2 Suspicious Mai Mai Analysis Spam = 810 A
— @ED  © DiedeDashdesidop (125.. Diedre Dash & B [ P Reputation REP48034 Communication wiih C&C = 880 132
@D  CI3  lanWhtewashiaptop (86...  lan Whiewash v B ) Suspicious Mal Mad Analysis Spam - 116
1% 13 <2 — i e
- I¥'s Bot Incident: 7 Detect [Elcopy Detais © @ Actions ~  [B8] AntiBot - o oo oo |
ar D
202 Go to Rule
&£, Diedre Dash Event Description: Add Exception to Anti-Bot Rule
E] REP483034 (IF Reputation) A Malware on machine ®125.0.0.63 attempted to locate and
download a malicious file from 22 88.0.0.22 at 09:45:51 04 Apr
%7 Detected
2012.
Communication with C&C
all  High Severity Additional Data:
E High Confidence Destination: 83.0.0.22
@ Today at 09:45:51 Sent Bytes: 84 Bytes
Received Bytes: 224 Bytes
Origin: e lapan-gateway (125.0.1.245)
iy
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(] Check Point

- SOFTWARE TECHNOLOGIES LTD.

Workflow: prehled, autorizace, revize

SmartWorkflow: Automated Policy Change Management

Visual change
tracking

Q-
]

Flexible
authorization

SmartWorkflow ﬂw

Software Blade WHIELIES

Audit trails

Single Console
Integration

smels » bujbboy
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(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Compliance, best practices

Stovky bezpecénostnich kontrol predpripravenych experty pfimo
v managementu slouzicich pro monitorovani splnovani norem a

jako zaklad doporucéené bezpecné konfigurace

(5] OECD Risk Checklist 04 Gateways across LU Blades op> () Bottom > () Favorites  Configure | | O dtus DYy blade

~[2) FFIEC Information Securty |

ISF Standard 27 Total Status S = = S frcod £3% Y deds)
N —

"B ISOIEC 272 @D Strong v rgamzatlon o Application Control 25% (31 checks)

-[&) DISA Secure Remote Compt| (177 Meditira

URL Filtering
- IRS Pub 175

96% (34 checks)

250 Security Checks on

ACSI 33 @D Weak Data Loss Prevention 9% (26 checks)
R . - .
i €D Ineffective 64 Gateways across 10 Blades s 67% (13 checks)
G = - More Details
(5]
2 Action
a Sﬁ;:;:ms Total Status
@ Strong 44% (110 Checks)
367 Associated regulatory rec
G Medium 31% (78 Checks)
HIPAA (32) ISO 270(
45 Checks
i o @D Weak 18% ( ) »
@D 1 G2 @D Ineffective 7% (17 Checks) i
@D 17 @D 1
€D 5 €% More Details =
«ao 24% @ /o oz 7V 7TI70 -
Compliant Compliant Compliant Compliant
e B -~ ©& o H
@ Stong @l Medium @D Weak @1 Ineffective See all regulations Action Items o Compliance Alerts System Messages
For Help, press F1 Demo Mode  Write Mode

I
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Check Point

SOFTWARE TECHNOLOGIES LTD.

Compliance: Bezpecnostni kontroly politik

ck Point SmartDashbo

7‘§ew Manage Rules Policy SmartWorkflow Search  Window  Help
=8 :ojo[@)] o= 2l ) B o ‘@ : : LB e

& Welcome | E58 Firewall | i3 NAT | 8§ Application & URL Filtering | Ty Data Loss Prevention | € 1PS [ & Anti-Bot & Anti-Virus | E33 Anti-Spam & Mail | X{ Mobile Access | ) Psec vPN | B} Qos | FEJ Desktop & Compliance

@ Overview Security Checks @O @ rew
7 Securty Checks W“ pe fo }ar* O\ ~No Grouping- -
02} m Gateiays

- . vl O Psecven VPN111 ‘ q ‘ SOUVisejiCi
Doporuéeni W B —— pFedpisy
v B Frewal FW 140
W Vs PS110
il 18 Freval EW1iD7

heck #FW107: Check that there is additional log server defined for each Gatew

- © text

uster for the storage of Firewall logs

Relevant Gateways: 0 of 17 items are effective Relevant Regulatory Requirements

at each Gateway and Active Object Profile Result - Regulation 1d Result
p log server in case IERemohe-S-gw [ Default_Protection @ ) Ineffective 150 27001 010053 () Medium
g server is unreachable [l Mobile_Access_NewYork ) Defauit_Protection i Ineffective | 1S0 27001 010067 ) Medium
® Recommendation: [ [ Remote-1-aw & Recommended_Protection &) Ineffective | | 150 27001 010069 (L) Medium
Each Gateway and Cluster should E V4Vv6_duster [ pefault_Protection & ) Ineffective 3 ISO 27001 010131 () Medium
specify an additional log server for the IE GX [Z pefault_Protection @ Ineffective | 150 27001 010133 (i) Medium
storage of Firewall Log server mRemohe-Al-gw 2 Default_Protection €10 Ineffective | HIPAA Security 020002 () Medium
Due Date [ Remote-5-gw [ Default_Protection @ Ineffective + HIPAA Security 020004 @) Medium

o [ ¢ .l 1150 AM

ll H softwareblades™ [Restricted] ONLY for designated groups and
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SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

(3 Check Point '

Infrastruktura
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(] Check Point

“% SOFTWARE TECHNOLOGIES LTD.

Check Point and HTTPS Inspection

Application Control Blade can blocki/allow
Important HIFTPS based applications even
without enabling HTTPS inspection!

' Destination - Application . Action

%) any 3 Internet Facebook & Block

" The above rule would block all access to the
following examples (and more)
— http://lwww.facebook.com
— http://www.facebook.com/FarmVille
— https://www.facebook.com
— https://www.facebook.com/FarmVille

I
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(] Check Point

= SOFTWARE TECHNOLOGIES LTD.

Check Point HTTPS inspection

\
= Granular policy

= Active Directory objects

HTTPS " URL Filtering groups
i ns p ecti on = All or per Software Blade

= Supports Inbound and outbound

= CA list and certification verification
\ Y,

Destination | Services Site Category Action Track Blade

1 2 » TCR | [ - |

Ik
2 (%] Any {JlInternet | TCP https £ Email & Bypass - Mone (%] All

TCP HTTP_and_H... | © Finandal Services

£ Health

3 & Any {JlInternet | JCP https & Any (%) Inspect 2 Log & Al

TCR HTTP_and_H...

| [
[ v softwareblades” ©2013 Check Point Software Technologies Ltd. 40



(] Check Point

: SOFTWARE TECHNOLOGIES LTD.

Virtual Edition: zabezp. VMware ESX

‘ l Security Challenges
In Virtual Environments

@ o

| 9 : @ e j | Protection from external
T : z |
| | Q ﬁ threats
g %
. — s —

Inspect traffic between
Virtual Machines (VMSs)

Secure new Virtual Machines
automatically

"
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(] Check Point

“% SOFTWARE TECHNOLOGIES LTD.

Virtualized Security — Virtual Systems

= ’b | ‘ ‘
o8

e

|I
- ) ,!_-.: -
-.______.. . /ﬂ_..-' \\\’ _...--"‘.'"

"fj Server Farm

I
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SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

(3 Check Point '

Shrnuti
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(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

DMZ — koncepty zabezpeceni

® Prostredky rizeni pristupu — vicevrstva ochrana

= Management — pokrocilé nastroje pouzitelné snadno i ve
velkych prostredich, viditelnost

" |nfrastruktura — flexibilni podpora vykonavani bezpecnosti
v nejruznéjSich podminkach (platformy, vykon)

|
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(] Check Point

e SOFTWARE TECHNOLOGIES LTD.

Nad ramec prezentace

" Pristup uzivatelu do Internetu — Secure Web Gateway

Application Control — identifikace a fizeni aplikaci bez
ohledu na protokol
URL Filtering — pfedchudce, prvni generace App. Ctrl.

= Ochrana uzivatelu pred hrozbami a malware — Threat
Prevention
multi-layer Antivirus
slabiny klientskych aplikaci — IPS
nezname hrozby — Threat Emulation
post-infekCni ochrana — Antibot

|
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CHECK POINT
2013

" What's Hiding on
) SECURITY
REPORT o =1 Your Net.wgrk?

- e,
’

- U - ~ " '\‘l - A

« 47% used anonymizers

Based on research of nearly 900 companies and 120,000 hours of monitored traffic,

the 2013 Check Point Security Report reveals major security risks organizations are D OW N I—OA D

exposed to on a daily basis. Most importantly, the report provides security A sample of what your custom
recommendations on how to protect against these threats. Security Report Analysis could look like

First Name

0 'l INTRODUCTION

CHECK POINT 2013 AND METHODOLOGY

Last Name
SECURITY REPORT [

Company Name

0] - JUST AL WATTR STTAING WO
nYcosicn § Wetoackgy x4 CONSIANT SHAPE SO IN wARTAR( 8 oy )
THIRE ARE NO CONSIANT S b sl dontrond s - Company Size
02 il §E 5N 5N 55 =N ER _ conmmone Ly ot R ¥ - ‘
S e t A A A, T e |Please select... [=]
259t e 0 e [remrce Won ek o 20 . st voyerar Yo 2 sy y cOuntry
org 1] | e v o, wing sty v s b, oPven ey o ' Please select.. E]
Dt Lost inchess 18 Towr Wetusrs x rhaer farran gl gt deenyers ey sp e :
05 I i o oo, s sl b Al bttt — State / Province
bamadry 003 be< oty DTGy ) Frete ”',—__'”'“ o Metnsdsiogy r -
e e s b Ok Pt ) | Please select. .. E]
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NSSY)

LARS

Check Point Achieves Top Scores for

Firewall, Next-Gen Firewall and IPS

Tests by NSS Lalbs

HIGHEST SCORE FOR SECURITY EFFECTIVENESS AND MANAGEMENT

Check Point NGFW Achieves the highest score for security
effectiveness and management in the latest NSS Labs test

Firewall

100%s
Security Effectiveness

Next Generation Firewall

98.5%
Security Effectiveness

Intrusion Prevention System

090G
Owverall Protection

<

<

4

Check Point extends its record of exceptional security effectiveness
and management by receiving three "Recommend” ratings from NSS
Labs in their most recent round of Mext Generation Firewall (NGFW,
Intrusion Prevention System (IPS), and Firewall testing.

+ Firewall: 100% Security Effectiveness and Management and
Recommend Rating

« NGFW: The top score in Security Effectiveness and
Management and Recommend Rating

+ IPS: The best overall protection at 99% and Recommend
Rating

With the outstanding results in the latest NSS Labs tests, Check
Point continues its history of excellence in both security
management and leadership.

Learn how you can leverage Check Point's industry-leading firewall,
MNGFW and IPS solutions to protect your business' critical network
infrastructure.

Register Now to Schedule Your Onsite Security Analysis

| Addmional Information |

Download a summary
of the 2013 NSS Labs NSSD

Firewall, NGFW, and IFS v
Tests
Download Now +

i ] i ' ]
ooy By | T S B ey

Click to enlarge



Gartner.

Check Point:
Leader in Enterprise Network Firewall

Magic Quadrant for 16 Years —r—r——1—

Check Point Recognized As Leader in Enterprise Network We'd Like o
Firewall Magic Quadrant for the Sixteenth Consecutive Year B CHATLIVE

¢ Start Chat Now

Check Point was positioned as a leader in the | fowe . usge ouson for Enarprise Network Frewiis

latest Gartner 2013 Enterprise Network challengers leaders Contact Us ©
Firewall Magic Quadrant. This is the sixteenth 4 cmlww, )
year Check Point has been positioned as a Pato A Noavorks
leader in the Enterprise Network Firewall | WM%“ Download the FULL REPORT "Magic
Magic Quadrant. Check Point is the industry %‘ea\%?lg.t, for Enterprise Network
leader in providing robust firewall technology. e = required
As the firewall market has evolved to include z Dot SonTWALL |9 S1onesch : :
integrated IPS and other next generation ’ wm", Sophos Ll
firewall capabilities, Check Point continuously e P Notty
expand its firewall capabilities to maintain et Sk R mees
that leadership. Check Point not only has the \
vision for next generation firewall security niche players visionanies
technologies but also leads in the ability to ‘ L ONOONE o R T ” _
execute and deliver the most advanced e company Name
firewall. Download a complimentary copy of MW'M*C‘“ck fo dilias
the report and see why Check Point has been Company Size*
positioned as a leader in Gartner's Enterprise Network Firewall Magic Quadrant. '
Please select. .. E]

Register Now to Schedule an Onsite Security Analysis
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