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Bezpecnost v Red Hat Enterprise Linuxu
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Agenda

e kompletni stack
evirtualizace
* platforma
* Update a identity management
* RHEL technologie
e SELINUX
«SSSD a ti druzi
eerrata
e 7Ivotni cyklus



Virtualizace: Red Hat Enterprise Virtualization

» paremetal hypervizor X RHEL
* live migration

* maintenance rezim

» system scheduler

* power saver

* high availabllity

* thin provisioning

* ksm

* mnoho dalSich funkci...
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Management: Red Hat Network Satellite
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Management: Red Hat Network Satellite
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Management: Red Hat Network Satellite

Disconnected mode
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Identity management: Red Hat Directory Server




Identity management: Red Hat Directory Server
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Kompletni prostredi
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access control - fizeni pristupu

 DAC - Discretionary access control
* UNIXova prava jsou prilis Siroce definovana
e vlastnik mUze vSe
» User, Group, Others
* WX

* POSIXova ACL
* WX
 chybi append, modify
» Spatna prenositelnost

* MAC - Mandatory access control
* nastavuje bezp. administrator
 platnost do zmeny politiky
* SELINuX



NP HNSE.GOV! vladni ogranizace USA
* 1950
 Specialni pravomoce
o .Velké ucho*
e databanka tajnych informaci
*utajeni a zabezpeceni
*linux Vv jejich sluzbach



SELInux

e Implementuje MAC do Linuxu
* GNU General Public Licence
* od 2.6 ve vanilla kernelu
e pfimo ovlada systemova volani
o file
o directory
* process
e port
* bezpecnost na zaklade politik
 kontrola superuzivatele
« RHEL 4, 5, 6

RBAC - ,role based access control” fesSi, kdo (minéno uzivatel, ¢lovék) smi co délat,
TE -, Type enforcement” stara se o to, ktery proces smi delat néjakou Cinnost
MLS - ,multi level security” urcuje, jakym zplsobem smi proudit v systému data.
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security

System Security Services Daemon (SSSD)
identity a authentication management
RHDS, AD, LDAP, 389, Kerberos a LDAP
lokalni keSovani

Enterprise Security Client
smartcard, tokeny

cryptosetup a luks
backup passphrase - aneb nic
neni ztraceno

sVirt
nejen virtualni
bezpecnost

Netfilter
firewall v jadre
iptables

cGroups
sprava prostiedu



Red Hat Errata

. critical
| securit '
- a | y Important
yp: ‘Ef'«g‘ bug fixes dopad: moderate
4% enhancements low
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Advanced Search

ft Knowledge Groups Support Downloads Security Subscriptions
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Zivotni cyklus

Production 1 Production 2 Production 3 Extended Life

(Approximately 4 years) (Approximately  (Approximately 2 years) Cycle
1 year) (Additional 3

years)

Year 3 Year / | Year| Year Year
8 9 10




nékteré reference v CR
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