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Multidisciplinarni bezpecnost

Kyberneticka bezpecnost IV, Policejni akademie Praha
Adrian Demeter, Deloitte, 14.09.2016
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http://dupress.com/articles/protecting-sensitive-data-government-cybersecurity/
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Mluvi se uz o tématu ve svete?

G Multidisciplinary Security ... X

€ ) )R hitps

www.google.cz/s
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Google

Multidisciplinary Security

Dr. Ron Ross

CIA Security Professional Jobs, Degrees and Training Requir...
www.ciaagentedu.org/security-professional/ v

How to Become a Security Professional with the Central Intelligence Agency ... The
CIA's Multidisciplinary Security Officer occupation is quite extensive

Security Professional — Central Intelligence Agency (A Securty Erofessionalobs. . ¢

hitps://www.cia.gov/careers/opportunities/.../security-professional.html v

A Multidisciplinary Approach to
Building Trustworthy Secure Systems

Protecting the Nation’s Critical Assets
in the 21% Century

Computer Security Division
Information Technology Laboratory

i Py [ IO ciaagentedu.org/securit wBe 9 3 # =
Viar 10 - The mission of the Central Intelligence Agency (CIA) is to provide nation T P A O
security intelligence to the President of the United States and senior Ji n A
. nd they often wo
Salary: $49,509 — $100,736* Location: Washington, DC metropolitan Choose Concentration i . i
s, and operations officers
Work Schedule: Full Time CBelEE ORa~ s, and operations office!
¢ Zip code D . ) y
Multidisciplinary Security ... X escrl ptlon
2 xposed to a
About Us Our Services Employee Portal Job Listings Contact Us ok ’Wg
s s : Pawered by CAMPUS EXPLORER
Multidisciplinary Security o
Privacy Policy
Trinity provides s to the Federal Bureau of Investigations (FBI), US Army Corps of Engineers (USACE), U.S. Navy
ch Projects Agency (DARPA), Defense Informatio ns Agency (DISA), U.S. Air Force, the Joint
— multidisciplinary security include
= Antiterrorism and Force Protection (AT/FP) Analytic Methodologist
= Law Enforcement Support
Cartographers and Geographers
= Personnel Security I
he CIA's Multidi pation is
= Planning and Policy Development CIA Special Agent
quite extensiv
Core Collector s . :
e The collection, analysis and reporting of security or
Counterintelligence Threat Analyst nterintelligence information
Counterterrorism Analyst
= Clearance Adjudication
Connected to trinitytechnologygroup.com... v Economic Analyst v
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Mluvi se o tématu u nas?

Multidisciplinarni bezpecnost ... X

2 ¢ ¢ Deloitte.

i) | www.ictsecurity.cz/security-bezpenost/multidisciplinarni-bezpecnost-v-cloudu.html

KALENDAR AKCE

Multidisciplinarni bezpecnost v cloudu. Kde cekat dskali

Integrovana multidisciplinarni bezpecnost

€T PA -

2 DeIOItte"S rozvojem cloudovych sluzZeb se stava ka b
infrastruktury stale disk &jSim témat ISSS 2016
Neni divu, jakkoli jde stale o IT architekturu a plati zde zdkladni be
klasickych informacnich systémii, prrece jen ma cloud sva specifika.

BEAEREEARE] Pisrovani bezpecnostni strategie brat zietel.
. - - = . ~ . = Ing. Adrian Demeter -

V pfipadé, Ze spoletnost pfipravuje bezpectnostni strategii 05 04 2016

pro vnitini IT infrastrukturu, byva situace obvykle pomérné

jednoducha. Vétsinu klicovych sitovych prvké ma pod

“

/

MEMOS Software NET siti . . - .. - . . .. — .
st - Mendi ro Strategie kybernetické bezpecnosti je tfeba propoijit s pravem, financemi i dalSimi '
oftware s.r.o pol -

nenosg | ov @DIASTMI

Stz Nedéle, 17 Leden 2016 00:00 -

IT Project Manager - Senior - odl - o i :
redtoo s.r.o. sl <

od DEIOltteO,,PouZiti prediktivni a behavioralni analytiky bude nezbytné pro vsechny
S RO Pet: organizace, které celi vyznamnym rizikam kybernetického dtoku,™

e nt

SPU oy - - - - - -
ob fika Adrian Demeter, Senior Manager spolecnosti Deloitte
Java programator - ICZ a.s. ne
ez |

Obrana proti kybernetickym Gtokiim pfestava byt tkolem IT
oddéleni, ale stava se soucasti obchodnich strategii
spolecnosti. Firmy si uvédomuji, Ze jsou na informacnich
technologiich stale zavislejsi. O tom, jak se méni svét
kybernetické bezpecnosti a jaké jsou v této oblasti hlavni
trendy si ICT Network News povidal se Senior Manazerem
spolecnosti Deloitte Adrianem Demeterem.
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ProC vlastné potrebujeme multidisciplinarni reseni bezpecnosti?

Prizkum . . . e s et . o
Social Engineering Takticky sitovy pruzkum m
VIP/ADM \' _

N Office

7 ANy

Utoénik se nebude omezovat jenom na slabiny poditacové/sitové infrastruktury, ale zkombinuje
vSechny moznosti aby identifikoval a vyuzili cestu s nejmensim odporem pro prtlinik do
organizace!l!

¥ < ao

i

A co je cilem Gtoku a ma cil ICT povahu? Jsou to penize? Informace? Poskozeni jména?
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Multidisciplinarni bezpecnost

On-Premise x Cloud

Eybernetlcka @ Legislativa
ezpecnost
ovbert @ a pravo

Fyzicka
bezpecnost

~Physical®

E Finance

@ Governance
Lidské chovani Risk Management

a psychologie Compliance
L~Human"

Bezpecnostni analytika
a zpravodajstvi
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Kyberneticka bezpecnost (Cyber)

1SO27001, ITIL, COBIT, ZoKB

FW
SIEM IdM/AM PKI /\

AV DLP IDS/IPS \
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ICT Infrastruktura
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Fyzicka bezpecnost (Physical)

Fyzicka bezpecnost Kyberneticka bezpecnost

ICT
SIEM
CyberSec

Security
Intelligence

v Propojeni informaci z pfistupl do SIEM
v Rozpoznani osob a korelace s identitami t
v Propojeni ochrany objektu do kybernetické g .

bezpelnosti J \ky
e /J
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Lidské chovani a psychologie (Human)

‘ Mirumilovnost ’ ‘ Cudnost ’ ‘ Stédrost ’

‘ Prejicnost ’ ‘ Stridmost ’

‘ Pokora ’ ‘ Cinorodost ’

000

i

Pycha Lenost

Lakomstvi Nestridmost

Hnév Smilstvo Zavist

Reseni: Pracovat s lidmi
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Legislativa a pravo (Legal)

« Smluvni vztahy subjektd (SLA, licenéni,
dodavatelsko-odbératelskg, ...)

« Mezinarodni pravo a jeho aplikace
(smlouvy, cloud, ...)

« Aplikace zakonu (ZoKB 181/2014 Sb.,
ZoOUI 412/2005 Sb., ...)

« Ochrana osobnich Udaji (ZoOOU 101/200
Sb., smérnice EU)

« Ochrana dat EU (GDPR - General Data
Protection Regulation 2016/679)

. Ochrana dat jinych zemi (Rusko, Cina, ...)

- Verejné zakazky (ZoVvZ 137/2006 Sb.)
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Finance (Economic)

Realistické ohodnoceni aktiv a hrozeb
(Analyza rizik)

Predvidatelnost cash-flow
a solventnosti

Vyvoj zivotni Urovné, zameéstnanosti
a socialniho zazemi

Prevence proti ,fraud“-Um a prani
Spinavych penéz (AML)
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GRC - Governance, Risk Management, Compliance

ITIL

412/2005 Sb.
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Bezpecnostni analytika a zpravodajstvi
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Clustering Naive Bayes Neural Networks

Predict: Classification ML:  K-nearest neighbour (KNN)
Regression Support Vector Machines (SVN)
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On-premise x Cloud

On-premise

Physical Legal

aw I,
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Intelligence

GRC
Human
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V praxi ...

Dnes isolované sila => Potreba propojit

Integrovana multidisciplinarni bezpecnost

Provéreni bezpecnosti:

Red Team Blue Team

X

Statni sprava a velké organizace:

= nejCastéji vlastni implementace

Stredni a malé spolecnosti:

= bezpecnost jako sluzba
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Satelitni bezpecCnost - nové téma pro bezpecnost
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[ X, Y,z t] Pl = F( Xs4, x, Ys4, y, Zs4, z, Ts4, t)
000
Open Service (0S) HH‘.}
Jamming - Spoofing - Meaconing
+ Sifrovani + klice + monitoring + procesy + ..

Commercial Service (CS) - Public Requlated Service (PRS)
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Déekuji za pozornost

Adrian Demeter
addemeter@deloittece.com

http://www.deloitte.com/cz/security/ CECZSecurity@deloitte.com
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Deloitte oznacuje jednu Ci vice spolec¢nosti Deloitte Touche Tohmatsu Limited, britské privatni spolecnosti s
ruéenim omezenym zarukou (,DTTL"), jejich &lenskych firem a jejich spfizné&nych subjektt. Spole¢nost DTTL
a kazda z jejich ¢lenskych firem predstavuje samostatny a nezavisly pravni subjekt. Spole¢nost DTTL (rovnéz
oznadovana jako ,Deloitte Global") sluzby klientdm neposkytuje. Podrobny popis pravni struktury spole&nosti
Deloitte Touche Tohmatsu Limited a jejich ¢lenskych firem je uveden na adrese www.deloitte.com/cz/onas.

Spolecnost Deloitte poskytuje sluzby v oblasti auditu, dani, poradenstvi a finan¢niho a pravniho poradenstvi
klientdm v celé Fadé odvétvi vefejného a soukromého sektoru. Diky globalné propojené siti ¢lenskych firem
ve vice neZ 150 zemich a teritoriich ma spole¢nost Deloitte sv&tové moznosti a poskytuje svym klientdm
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