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Narodni centrum bezpecneéjsiho internetu (NCBI)

Vewvy/s
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internetu, modernich informacnich a komunikacnich technologii,

k osvojovani etickych norem v online komunikaci a napomahat
predchazeni a snizovani moznych socialnich rizik spojenych s jejich
uzivanim. Sdruzeni je clenem celoevropskeé sité narodnich osvétovych

center bezpecneéjsiho internetu INSAVE a spolupracuje s mezinarodni
siti horkych linek INHOPE.



http://www.ncbi.cz/

Aktivity NCBI pro bezpecnost v kyberprostoru

instgrfe?!z technologii a vzdélavat uzZivatele

Nizkoprahové kontaktni centrum pro prijem hlaseni tykajiciho se nezakonného obsahu
na internetu, zejména détské pornografie a kybersikany pachané na détech.

Poskytuje pomoc détem ohrozenym sexualnim zneuzivanim, kybersikanou,

enjg®
hel"‘l ne groomingem, stalkingem a jinymi negativnimi jevy na internetu a v kyberprostoru

«.i#ProtiKybernasili

Zaroven poskytuje pomoc dospélym a seniorlim v zavaznych Zivotnich situacich,
spojenych s uzivanim internetu a ICT technologii, které vnimaji jako naléhavé, ohrozujici
a krizové a nedatri se jim je zvladat béznymi zplsoby.

*
) ; Pro bezpecnéjsi skolu!
3

Podporuje realizaci bezpecného IT prostredi, provozovaného na sSkolach, pomaha
Skolam stat se vice bezpecnym a obohacujicim prostredim pro vsechny Zaky i ucitele.




Jaké aktivity planuje NCBI

* Vramci dotaCniho programu MPSV : ,,Podpora verejné ucelnych aktivit seniorskych a proseniorskych
organizaci s celostatni plsobnosti“ pFipravujeme PROJEKT ,INTERNET VSTRICNY PRO SENIORY* ktery bude
resit prevenci kybernetické kriminality a elektronického nasili pachané na seniorech, vyuziti internetu k
podpore seniorskych aktivit a zaclenéni senior( do spolecnosti.

 Podilet se na plnéni Akéniho planu k Narodni strategii kybernetické bezpeénosti Ceské republiky na obdobi
let 2015 az 2020, predevsim na bodu:

D.4.01 Poskytovat poradenstvi a organizovat vzdélavaci a osvétové aktivity pro subjekty soukromé sféry

a celé kapitole:

F. Podpora vzdélavani, osvéta a rozvoj informacni spole¢nosti Navysovat povédomi a gramotnost v otazkach
kybernetické bezpecnosti jak u Zakl a studentl zakladnich a stfednich Skol, tak i u Siroké verejnosti, respektive
koncovych uzivatel(i, pomoci podpory iniciativ a osvétovych kampani, poradanim konferenci pro verejnost apod.




Iniciativa Stop, premyslej, pripoj se

STOP | PREMYSLEJ | PRIPOJ SE™

Navrh, jak by bylo moZno tuto iniciativu realizovat v CR:
Cilové skupiny: vSechny skupiny osob podle Akcniho planu

. Obsah: Podle iniciativy Stop, think, connect

Jazyk : Cesky, anglicky

Garant: statni sprava — NBU, MV CR, MSMT

Koordinator: NCBI, CZ.NIC,

Spoluprace: AFCEA, akademicka sféra, TELCO, IT, Security firmy,

Klicovy problém: kvalitni, rychly a aktualni preklad obsahu




Iniciativa Stop, think, connect

STOP | THINK
CONNECT"

The Stop.Think.Connect. Campaign is a national public awareness campaign aimed at increasing the
understanding of cyber threats and empowering the American public to be safer and more secure online.
Cybersecurity is a shared responsibility. We each have to do our part to keep the Internet safe. When we all
take simple steps to be safer online, it makes using the Internet a more secure experience for everyone.

Stop.Think.Connect. Kampan je celostatni verejna kampan na ziskani zamérena na zvyseni porozumeéni
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Iniciativa Stop, think, connect

Vyvoj iniciativy ridi National Cyber Security Aliance a Anti-Phishing Working Group
Statni gesci poskytuje US. Department of Homeland Security

Partnersky program umoznuje po podepsani jednoduché licenc¢ni dohody pouzivat
kompletni obsah originalni verze

Parner ziska pristup do , Partner Resource Center”, kde jsou k dispozici loga, Sablony
a dalsi materialy

Ke spolupraci jsou zvany:

* Neziskové organizace

* CSIRTy

* VIadni agentury



Iniciativa Stop, think, connect

Iniciativa Stop, think, connect nabizi:

* Vyukové video klipy

 Rady a tipy

* Vysledky vyzkumnych programu

e Sdileni zkusenosti

* Blogy vedoucich firem v oblasti IT bezpecnosti




Vyukové video klipy
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Public Service Announcements
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afer for me, more secure
for all. We each need to
do our part to keep the
Internet safe.

Safer for me, more secure
for 2ll. We each need to
do our part to keep the
Internet safe.

Sharing online is serious
business.

Be a good online citizen.
Sharing enline is serious
business.

Stop and think before you
connect. Playing online is
serious business.

Stop and think before you
connect. Playing online is
serious business.

Symantec, afounding
member company of the
global cyberse
education and awareness
campaign STOP. THINK.
COMNECT.. prepared this
PSA, which aired in
California during Mational
Cyber Security
Awareness Month in
October 2013.

A 30-second public
service announcement
from the STOP. THIMK.
COMNMNECT. campaign
featuring the campaign's
"Cyberspace" online
safety rapvideo
performed by students
from the William E. Doar
School for the Performi
Arts inWashington, D.C.




Rady a tipy
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Tips & Advice

Tips & Advice

General Tips & Advice

d online safety habits with these tips and advice.

Safety Tips for Your Mobile
Devices

Spanish Tips & Advice

« Keep security software current: Having the latest security software, web browser, and operating system

French (Canadian) Tips & Advice ) . .
5 are the best defenses against viruses, malware, and other online threats.

Portuguese (Brazilian) Tips &

Advi « Automate software updates: Many software programs will automatically connect and update to defend
vice

against known risks. Turn on automatic updates if that's an available option.

Japanese Tips & Advice « Protect all devices that connect to the Internet: Along with computers, smart phones, gaming systems, and

. ) ) other web-enabled devices also need protection from viruses and malware.
Russian Tips & Advice

* Plug & scan: “USBs™ and other external devices can be infected by viruses and malware. Use your security

Share Your Tips & Advice software to scan them.
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Vysledky vyzkumnych programu
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Research Findings

Research & Surveys

Overview This research is based on a national survey on online behaviors and attitudes for NC5A and APWG.

Research Findings

« 94 percent of Americans feel a personal responsibility to be safer and more secure online.
Share Your Research

« 93 percent believe their online actions can protect not only friends and family but also help to make the Web

safer for everyone around the world.

Sg A "LE « &1 percent believe that much of online safety and security falls under their personal control, and consistent
with those feelings, 90 percent said they want to learn more about keeping safer on the Internet.

« 48 percent feel their actions to stay safe and secure can have a positive impact on financial, economic, and
E B I'-OG s national security of the country, indicating Americans are open to making the bridge between their own
. safety and the nation's security.

Stay Inthe Know »
« Concern about identity theft rates slightly higher than fears of job and healthcare loss. 54 percent of
Americans are extremely concerned about loss of personal or financial information. To place this is in
® TIPS & ADVICE ! Y p p
context, 53 percent are concerned about losing their jobs, while 51 percent feared not being able to provide
Be Empowered »

healthcare for their family.

["I] ‘".“.l I{HﬂW'J « Nearly two-thirds of the American public have heard, read or seen something about online safety and



Sdileni zkusenosti
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STOP | THINK | CONNECT" Keeping the web a safer place for everyone.

Forgot Password?

HOME RESOURCES CAMPAIGNS GET INVOLVED TIPS & ADVICE RESEARCH & SURVEYS BLOGS ABOUT Us

Share Your Experience

Get Involved

Overview We'd love to hear from you.

Partner Program

International Campaign Share YOUI’ Q Share Your ! Areyoua... 4

Partners STOP. THINK. CONNECT.

Department of Homeland RM TWAQ AAU’W?

.
Security Campaign AV‘I.(J

Twitter Chat Series

Share Your Story

Shane

Your Experience

& BLOGS



Blogy vedoucich firem v oblasti IT bezpecnosti
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be free

Protecting over 230 million PCs, Macs, & Mobiles - more than any other antivirus
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Nejnoveéjsi verze Avastu pIné kompatibilni s Tytoe
Windows 10

Na konci Eervence Microsoft uvedl na trh novy operaéni systém Windows 10 a zpFistupnil jej
zdarma po dobu jednohoe roku uZivatelim Windows 7 a Windows 8.1. Na tuto dlouho
oéekavanou novinku jiZ wyila celd fada recenzi. MiZete tak napfiklad zjistit, jak je hodnoti
respektované tuzemské portaly iHned, SmartMania nebo Cnews.
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Dotazy ?

Dékuji za pozornost

stelibsky@saferinternet.cz




NARODNI CENTRUM
BEZPECNEJSIHO INTERNETU

Sidlo organizace:
Prvniho pluku 347/12a
186 00 Praha 8

tel.: +420 252 548 438
e-mail: info@saferinternet.cz




