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= Doba automatizacni

= Softwarove Definované a Sité

= SDN technologie a jejich specifika
= Novy pristup, nove hrozby

= Akademicke vyhledy

= Aplikacni ukazka

= Shrnuti
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Hustota VM v DC

42RU Rack

Figure 3-8 Three-Tier Model with 8-Way ECMP

Space for Network,
Internet Connection,
Firewall.
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—— Module 1 I I S I 8x10GE uplinks fo Core
—— ~ ~1500 VM. » » : 12x10GE to Access Layer

— — 120G/80G=1.5:1 oversubscription
Total 28 RU space.
——— [[—1 14 x 2 RU nodes.
C— [C—1 Each nodes has 4 ESXi Hosts.
Each host has 2 sockets.
[ — N w—
— C—J = 10 Gigabit Ethernet
— == = Gigabit Ethernet
1 1RU 4948 Access

Layer 2 loopfree or Layer 3 Modes
12-4948 switches per Agg Module
12 switches * 16 Agg modules=192
192 * 48=9216 server ports
48/20G=2.4:1 oversubscription ratio
Space for Backup, = 1.5:1 at Agg Iayer = 277Mbp8
UPS, Shared Storage per server
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http://virtual-red-dot.info/1000-vm-per-rack-is-the-new-minimum/
Cisco Data Center Infrastructure 2.5 Design Guide
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Kam to celé smeruje?

- A ’
This is what makes networking so complex L NarGStaj 'iC'i kompleanSt
systemu na vsech vrstvach
ISO/0OSI modelu.

» Nedostatecna flexibilita CLI.

= Potreba programovatelnosti
zarizeni, frameworku,
nastroju, zavedeni procesu
a procedur jejichz
fundamentalni soucasti je
testovani.

AN
5 A V
RFC 1925 - It is more complicated than
you think.
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Hlavni cile sit’'are

= Automatizované a konzistentni nasazeni sluzeb

do site.

= Bezpecnostni politiky konzistentni skrze celou
sit’.

= Rozhodnuti tvorena na zakladeé centralizovaného
pohledu na sit’ od hrany k hrane.

= Automatizovana konfigurace a rizeni sitovych
zarizeni.

= Dynamicka reakce na zmeény stavy site.

= (Qdstranéeni hop-by-hop mechanismu?
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Everything that can be automated
will be automated.

Shoshana Zuboff

Expect -> Puppet / Chef / Ansible / Salt
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Co je to Softwaroveé Definované?

= Mnoho je dnes Sofwarové Definované (SD), ale
bylo tomu nékdy jinak?

= SDN v Software-Defined Anything - SDDC (Data

Center), SDS (Storage), SDSec (Security), SD-
WAN.

= Obecneé pridani abstraktni (unifikovane) vrstvy
aplikacniho programoveho rozhrani nad systémy
nizsich vrstev.

= Nejednoznacna definice pojmu vede k ruznému
vykladu a pohledu na SDN.
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Roviny v sitovych zarizenich

Adjacent router Router Adjacent router
Management / Policy plane
Configuration / CLI / GUI
Routing Control
plane Static routes
8
OSPF < > OSPF < > OSPF
! | L
Control _ . : Control
plane Neighbor Link state IP routing plane
table database table
Switching
NA > Forwarding table -
Data plane Data plane Data plane
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Puvodni idea SDN

3. Consistent, well-defined global view

| Network OS

. : _ 2. At least one
1. Open interface to packet forwarding

Network OS

C . probably many
OpenFlow | Open-and

Packet closed-source

Forwarding

Packet
Forwarding

Packet

packet Forwarding

Forwarding

4. But is it really
this simple?

Packet
Forwarding

http://www.nojitter.com/post/232602872/how-software-defined-networking-will-change-communications
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Definice SDN

~-—

= SDN je takovy pristup ke spraveé pocitacovych si?{
ktery umoznuje spravcum ridit sluzby v siti skrze
abstrakci funkci nizsich vrstev.

= Toho je dosazeno pomoci

1. separace ridici a datove roviny,

2. logicky centralizovaneho kontroleru
poskytujiciho jednotny pohled na rizenou sit,

3. otevreného aplikacniho rozhrani mezi ridici
rovinou a zarizenimi operujicimi v datove
rovine,

4. aplikaci tvoricich logiku sitovych funkci.
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Obecna architektura SDN

Northbound
protocol/API

SDN technologie v souvislostech

~ Westbound |
protocol

.. Eastbound _,
protocol

\
~ / Southbound
\
protocol

Underlying network
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Co na to historie?

=  SDN neni prvnim svého druhu:
= The Tempest (1998),

= Forwarding and Control Element Separation
(2004),

= Path Computation Element (2006),
= Ethane (2007),

= OpenFlow (2009),

= OpFlex (2011),

= OnePK (2014),

= a dalsi.
RFC 1925 - Every old idea will be proposed again with a different name and
a different presentation, regardless of whether it works.
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Ctyri cesty k SDN

Separace ridici a datove roviny:
= OpenFlow
Interakce ridici a management roviny:
= Existujici nebo novy ridici protokol (BGP, 12RS)

= Existujici nebo novy management protokol (NETCONF
XMPP, OpFlex, OF-Config, SNMPv3, OVSDB)

Oddéleni a abstrakce
=  Prekryvné virtualni sitée
= VPN reseni
= Proprietarni API
=  OnePK, eAPI, DirectFlow, ...
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Architektura nasazeni sluzeb a
zarizeni v SDN

Network Device

Management / Policy ¥¥a

Configuration / CLI / GUI

Control
plane Static routes

Control protocols l

y

Neighbor Link state IP routing
table database table

Forwarding table

Data plane

= Kontroler ridi nasazeni
nové sluzby/prvku do sité
s vyuzitim vzoru
konfigurace.
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Network Device

Management / Policyiblal

Control
plane

Control protocols l

Configdsation / CLI / GUI

Static routes

Neighbor Link state IP routing
table database table

Forwarding table

Data plane

Kontroler je vyuzivan k
upravam cest v siti skrze
programove rozrani nebo
protokol ridici vrstvy.
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Pripady uziti

= Zalezitosti, které umime dobre:
= smeérovani dle L3 destinace hop-by-hop mechanismem.
= Co neumime tak dobre:
= retézeni sluzeb - mikrosegmentace,
= poskytovani sluzeb s vyuzitim orchestrace (DC),
= synchronizovana distribuce politik (QoS, bezpecnost),
= optimalni smérovani provozu v siti - problém batohu,
= smérovani elephant toku.
= Co neumime vubec:
= adaptace smeérovani zalozené na QoS nebo zatizeni,
= smerovani postavené na L3/L4 nebo zdroj/cil,
= integrace bezpecnostnich funkci do datoveé roviny.
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OpenFlow a separace rovin

= OpenFlow, zakladni kamen SDN, je postaveno na myslence

7 Vv7

oddeéleni ridici a datove roviny a vyuziti univerzalnich TCAM
pro prepinani datovych ramcu.
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Zaklady OpenFlow

Out-of-Band
Control-Plane Network

-~

Prefix B

. OpenFlow klient v prepinaci inicializuje spojeni s kontrolerem.

. Kontroler je klicovym elementem v infrastrukture a je zodpovédny za distribuci
ridicich zprav.

=  Kontroler buduje topologickou mapu rizené sité (LLDP, operator, ARP, DHCP, etc.)

=  Kontroler dotazuje prepinac na jeho vlastnosti a na zakladé nich a dalSich vstupu
generuje a odesila pravidla pro datovou rovinu prepinace.

=  Prepinac na zakladé pravidel toku zanesenych do tabulek tokl nasledné prepina
ramce tak, jak v konvencni prepinané siti.
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Konfiguracni nastroje/protokoly

Data Models In Code MIBs Modules
Data Modeling Language Descriptor? SMI YANG ?
Management Ops GET/PUT etc. SNMP NETCONF ?
RPC Protocol JSON, XML, BER XML CL
Forms
Transport HTTP over TCP + UDP SSH, SOAP +  SSH, Telnet,
TLS TLS, BEEP Serial port,

RS232

API zalozena HTTP API jsou pouze moderni CLI, nelze efektivné resit
transakce nebo atomicitu, chybi moznost vraceni stavu pri vypadku a
notifikace o stavu nelze odeslat jinak nez pres WebSockets.
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Nasazeni SDN

= Hardwarové selhani - Co kdyz selze logicky nebo fyzicky»

kontroler?

= Softwarové selhani - Jsou pouzité aplikace bez chyb, byly
dostatecne testovany a jsou srozumitelne?

= Kompatibilita - Jsou vybrané HW a SW prostredky
kompatibilni?

= Udrzba - Existuje strategie pro SW a HW upgrade? Mohou
sluzby v siti akceptovat vypadek?

= Latence - Muze zpozdéni tvorené vyhodnocenim toku
negativne ovlivnit poskytovane sluzby?

= Skalovatelnost - Je mozné skalovat kontroler vertikalne
nebo horizontalne? Umoznuji aplikace provoz v
multikontrolerovem prostredi?

= Bezpecnostni slabiny - Je vSechny prvky v ridicim retezci
dostatecne zabezpeceny a jsou potencialni hrozby
identifikovatelne?
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(Ne)bezpecnost SDN

. Control-plane protocol fuzzing switch overlon

. Control-plane DoS attacks

E

=  Podvrzena pravidla tokd (OF Master-Slave kontroler).

= Utok na slaba mista prepinacd.

= Utoky na Fidici rovinu (XXE NETCONF, Topology spoofing, DoS)

: Utoky na slaba mista na kontroleru, validnost a konzistence instalovanych pravidel.

. Nedostatky mechanismu zajistujici divéru mezi kontrolerem a management
systéemem.

. Utoky na administracni stanici.
=  Nedostatky v procesu Setreni a napraveni incidentd.
=  QOdriznuti kontroleru od rizené sité.
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Vynuceni bezpecnostnich politik

= Jak se vyporadat s konfliktnimi pravidly vedoucimi
k nekonzistentnimu chovani sité?

= Externi kontrola modelu

= Vyhrazeny modul, pridana vrstva provadi
inspekci (simulaci) pravidel a blokuje ty, ktera
nejsou validni.

= FlowChecker, Flover, VeriFlow.
=  Omezeni kompaktnim frameworkem

= FRESCO - SE-kontroler s radou roli omezujici
akce modulu.

= FatTire, Frenetic - jazyk pro popis fault-
tolerant sméerovani v siti.
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Obrana mutaci adres hostu

Host:
riP=r;
viIP=v;
name: namez p S
4 Host,
@ dest=r, sre=r, fP=r,
STC =Vy dest=v; | VIP =v, J
r
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A
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Install Authorize D,
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= h J f = | osre=vy  dest =wy| N/
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OF Switch { NOX Controller < OF Switch
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Jafar Haadi Jafarian, Ehab Al-Shaer, and Qi Duan. Openflow random host mutation: Transparent moving target defense using software defined networking.
In Proceedings of the First Workshop on Hot Topics in Software Defined Networks, HotSDN 12, pages 127-132, New York, NY, USA, 2012. ACM. ISBN 978-1-
4503-1477-0

SDN technologie v souvislostech Tomas Hégr



OF-BotHunter

Web Server
Quarantine Page

Dionaea
Honeynet

Linux Server

Linux Server

SE-Floodlight
Open y)
VSwitch i

SDN Security
Actuator

TNIC . NIC

Span Management
Port Port

y

BHResponder

' ' XL |
s> | CEF
BotHunter L,—J

X botHunterResults.cef  policy.xml
| Linux Server

sdnsecurity.org/project_attack_defense.html
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Aktivni honeypots

GuardiCore
Defense Suite E -
Control logic .

Active Honeypot/
Service Emulation

Control Path

Data Path HP VAN SDN
=i Failed connection Controller

" Normal traffic

C OpenFlow

GuardiCore. Data center security redened. Technical report, Hewlett-Packard, 2014.
http://h20195.www2.hp.com/V2/GetDocument.aspx?docname=4AA5-1629ENW.
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Softwarove Definovany Perimetr

1. Controllers on line

sop 4. List of authorized
Controller Accepting Hosts determined
\ \ . .
3. Mutual TLS to Controller ¢ \ ~ S HOCOPt COIMNEIN
s’ \ > . from Initiating Host
s
6. Receive list of IP's 3 s N

of Accepting Hosts

Initiating
7. Mutual TLS T“""‘;fs\ 2. Mutual TLS to Controller

Accepting
SDP Host
= == == Control Channel
M Data Channel

Brent Bilger, Alan Boehme, Bob Flores, Zvi Guterman, Mark Hoover, Micahela lorga, Junaid Islam, Marc Kolenko, Juanita Koilpilla, Gabor Lengyel, Gram
Ludlow, Ted Schroeder, and Je Schweitzer. SDP Specication v1.0. Technical report, Cloud Security Alliance, 2014.
https://downloads.cloudsecurityalliance.org/initiatives/sdp/SDP_Specification_1.0.pdf
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Aplika¢ni ukazka

= Dopady neinteligentni aplikace na vykon site.

N

! VM host

Docker container

Ryu controller +
app

Host FS: application.py
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Rychle rostouci pocet aplikacnich sluzeb nasazovanych do siti a
jejich logické déleni vede na stale vyssi potrebu efektivniho,
spolehliveho a bezodkladného nasazeni sitovych sluzeb.
Centralizované rizeni musi byt velmi dobre navrzeno s ohledem na
maximalni mozni omezeni nedostupnosti kontroleru a vysokou
skalovatelnost.

Je témeér nemozné odpovédné spravovat vice, jak 100 zarizeni pres
CLI.

OpenFlow neni SDN je to pouha jeho soucast.

SDN prinasi mnoho benefitu, ale zaroven také nové bezpecnostni
hrozby.

SDN za poslednich nékolik let urazilo obrovskou cast cesty do
produkcniho prostredi a v nékterych oblastech zacina byt nezbytné.
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