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AV Allied Telesis

.-MySlenka SDN — software defined networks — vznikla na Stanfordové univerzité
a je zalozena na protokolu OpenFlow, definovaném organizaci ONF (Open

Networking Foundation).
Duvodem pro nasazeni SDN je zjednodusSeni fizeni siti a rychlé zavadéni sluzeb..”

Software Defined Networking (SDN)

the solution : the network
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SDN a OpenFlow produkty

» Software Defined Networking (SDN)
— SDN slibuje centralizované rizeni a optimalizaci vyuziti sité

— ,,Zakaznicky* definovane sit

— Pro koho je SDN feSeni vhodné?
— ldealni pro velka datova centra
— Telekomunikacni Operatori - pozadavky mobilnich zakaznika

— Ale je to prinosem pro podnikova reseni / zakazniky?
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Co Podniky vyzaduji s pohledu nasi spolecnosti?

»Zajimaji se prevazné a vyzaduiji:
I Podnikové sité nejsou podmnozinu 0 nizsi TCO diky snizeni nakladl na spravu sité a

poskytovatel( sluzeb nebo datova centra! bezpecnost
0 lepsi uzivatelska zkusenost

* Snizeni rezie pro rizeni / sprava sité

[ Ne vsechny podniky chtéji presunout své sité do 0 usnadfovat uZivatelské ,,on-boarding*

CLOUDU! 0 pouzit obchodni pravidla disledné z
centralizovanych aplikaci

0 zjednodusené vyhledavani pripadnych poruch

F  Méné se zajimaji o:

0 provisioning a sluzby s tim spojené «  Zvyseni bezpe¢nosti

0 flexibilita siti 0 okamzité reagovat na hrozby, pfimo u zdroje

0 automatizace Fizeni pristupu uzivatel( a jejich
umisténi do karantény

*  Vylepseny uzivatelské zkusenosti
0 usnadnéni mobilitu a uzivatele BYOD
0 zlepsit uzivatelské zkusenosti konvergovanych siti




Problemy ktery zakaznik musi resit...

Dnesni zakaznik musi resit...

|.  snizit Network OPEX
vytvoreni / aktualizace sitovych diagram
posileni bezpecnosti

pouzit jednotnou operacni politiku na vsech zarizenich

i W

organizacni zmény zpusobujici personal premistovani, propagacni akce, rtizné pozadavky na
pristup ke zdrojim

- Jak se vyrovnat s dynamicky se ménici podnikovém prostredi s nej efektivnim
zplsobem!?
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Co nase spolecnost nabizi?

Allied Telesis Management Framework (AMF)

— Pouziva se v 300 sitich po celém svété, AMF pfinasi vyznamné uspory nakladu

Kazdodenni tlohy pro spravu jsou automatizovany nebo zjednodusené
— Centralizovana sprava sité

OpenFlow produkty pro dratovych a bezdratovych siti

Stavajici prepinace Allied Telesis mohou byt povySeny na OpenFlow klienty aby podniky mohli
pfesunout své sité do SDN

Prepinace operuji v “hybridnim rezimu™— kombinace standardni pfepinani a OpenFlow
« Bezdratové pristupové body se také mohou stat OpenFlow klienty, jedna se rozsifeni vyhod sité na
pFistupové vrstvy

Secure Enterprise SDN (SES)
— SDN feSeni pro podnikoveé sité, které
e ZjednoduSuje spravu
Zvysuje bezpec€nosti
ZlepSuje uzivatelsky komfort

alliedtelesis.com
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Allied Telesis nabizi hybridni SDN Enterprise reseni

Securs Enterprise SDN
-/ [ cecure

EnterprlseSDN
Unifikované Fizeni stroje snizuje . o
naklady na navrh sité, nasazeni, Aplikace souvisejici s
udrzba Networking Provisioningu pro

automatizace provozu
Jednotlivy management Switchu / Routeru
nebo AP MGMT je casové narocné!

Aplikace jako HR, Asset Mgmt,

AMF poskytuii vysoce integrované / bezpecnost, sledovani chovani sité, a

Unifikovikace / Automatizace / prijaly OpatFle k Pf,eP"néEC' / AP pro
zjednodusené ovladani pro IT be%pecny pPristup a to
administratord prostrednictvim OpenFlow
technologii
g / \ _/
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Typicka varianta pro hbridnl' prepinace

Hybrid Options

s ™
Per-port Per-VLAN
Controller Controller
——-FG
(Open flow

Standard Standard > “

control control

protocols protocols
\_ v,
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Allied Telesis strategie v oblasti SDN

OpenFlow a existence hybridnich siti - vyuziti stavajicic

h tradi €nich siti a SDN)
OpenFlow produkty pro dratovych a bezdratovych siti

— Stavaijici prepinace Allied Telesis mohou byt povySeny na OpenFlow klienty aby
podniky mohli pfesunout své sité do SDN

Prepinace operuji v “hybridnim rezimu"”— kombinace standardni pfepinani a OpenFlow.

Bezdratové pristupové body se také mohou stat OpenFlow klienty, jedna se rozSifeni vyhod
sité na pristupove vrstvy.

— Virtualni AW+ za Fizeni

Virtualizace sitovych funkci (Network Function Virtualization - NFV) umoZzniuje vytvoreni
virtualni sitova zarizeni (VMS)
pouZzivané pro zajisténi pfenosu narocnych pozadavku a rychlé nasazeni sluzeb

Uzite€né pro soukromé / podnikové datova centra, nebo vysoce dynamickych siti (napf
sandboxes)
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Obecny SDN model - -

SDN model Multi-Tier

VSimnéte si, neni tam zadna ridici vrstval

APPLICATION LAYER | |

Business Applications

API Application Programming Interface

SDN
Control '
Software Network Services

Control Data Plane interface
(e.g., OpenFlow)

CONTROL LAYER

INFRASTRUCTURE LAYER

Network Device Network Device
Network Device
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"Secure Enterprise SDN - SES" (Zabezpecené podnikové SDN reseni) —Allied Telesis model

"Secure Enterprise SDN" umozniuje zakaznikim soustfedit se na jejich obchodnich aktivit a aplikace,
spiSe neZ nato, jak je jejich sit nakonfigurovana. V kombinaci s vykonnymi nastroji pro spravu, tim se
sniZzuje provozni naklady a zvySuje obchodni akceschopnost.

SNMP
CLI
Stats

|

GUI

CLI Stats

Traps

Management

alliedtelesis.com

Aplikace

aplika éni vrstva

ﬁ Northbound API

SDN controller

kontrolni vrstva

ﬁ OpenFlow

Business intelligence

SDN controller

sitové zarizeni ‘OpenFlow
Forwarding (p Fesm érovaci) Forwarding engine
vrstva Networking protocols
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Secure Enterprise SDN — stava se realitou

"Secure Enterprise SDN" umozniuje zakaznikim soustfedit se na jejich obchodnich aktivit a aplikace,
spiSe nez na to, jak je jejich sit nakonfigurovana. V kombinaci s vykonnymi nastroji pro spravu, tim se
shiZzuje provozni naklady a zvySuje obchodni akceschopnost.

Secure Enterprise SDN i L.
Business intelligence

Forwarding engine
Networking protocols

(SES)
SNMP fRESTfuIAPI
CLI
b= Stats SES i
l I ﬁ Controller SDN ContrO”er
GUI El
B Stats
q Traps OpenFlow

'f
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Enterprise SDN — priklad pouziti

» A school wishes to automate student access to special network resources
» Only students attending a specific class should have access to special resources for
that lesson
— E.g. colour printer only for graphics students,

— Less restrictive internet access for media students (YouTube access, for example)

»  SDN could enable network to understand school timetable and reconfigure student network access
permissions accordingly

— Changes could occur automatically between classes!
— Even last minute changes to timetable could be made without disruption or stress

— No I.S. staff required to implement network changes — SDN makes it all automatic!

» This is not a dream! We are already building these applications...
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Co je Secure Enterprise Solution SDN ?

Q Allied Telesis spolupracuje s klicovymi dodavateli Aplikacniho Softwaru aby
poskytnul pro sité Next Generation s SDN technologii snadno ménitelne

konfigurace:
- od sitovych zafizeni orientovane pro kazdodennich operacich
az po uzivatelske orientované operace.

O ,, Secure Enterprise SDN ,,
je nazev feSeni, vyuzivajici specialni vlastnosti SDN, ve vztahu k APl — (aplikaéni

software) pro optimalizace sprava siti se zvySenymi bezpecnostnimi pozadavky pro
EnterprlsF_-SDN

ICT.
the solution : the network
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SES — Snadny Network Access Control

» Access control based on information in cloud services
> HR system: Time, Location, Network SC_ Employee ID

» IT Asset Management: Device Address — T

Cloud services

\

Start End
User Device MAC Address VLAN Area Mon Tue Wed Thu i Sat Sun time/Day time/Day Optionl Option2
101 Yutaka PC 00:22:33:44:55:01| 100 ATKK all 2015/5/1] 9999/12/31 ( 1 1 1 1 1 1 1 0:00 |24:00:00 On Oon
101 Yutaka | iPhone [00:22:33:44:55:02| 100 ATKK all 2015/5/1] 9999/12/31 1 1 1 1 1 1 1 0:00 |24:00:00 On Oon
102 Dobe PC 00:22:33:44:55:03 | 100 ATKK all 2015/5/1] 9999/12/31 1 1 1 1 1 1 1 0:00 [24:00:00 Oon On
102 Dobe iPhone |00:22:33:44:55:04| 100 ATKK all 2015/5/1]1 9999/12/31 ( 1 1 1 1 1 1 1 0:00 [24:00:00 Oon On

SES Controller
distributes access lists
for devices according to
information from cloud
services

alliedtelesis.com



SES — Snadny Endpoint Security — Snadné zabezpeceni koncovych bodu

» Mistni agent shromazduji informace o zafizeni a posila info ke cloudovou sluzbu pro kontrolu zranitelnosti
» Vysledky kontrol byly zaslany SDN Controller pfes zvefejnéné API
» SDN Controller posila pokyny k OpenFlow pfepinace aby sméroval rizikového zafizeni do karanténne siti

® Send results to SESC Cloud security services

Inventory check results:
- Device MAC Addr
- Check Date/Time
- Result (Pass/Fail)

@ Inventories checked for:
1) Malware

2) Vulnerabilities

3) Windows Updates

. > 4) Application Updates
@ iESCkanflgc?res _ " 5) Antivirus engine updates &
network based on y 7 definitions
results = 6) Browsers
7) Java Updates
® OpenFlow entry for failed device: [ EEEE
GOTO Quarantine Network ® Agents collect device inventories

E‘ : D, and send to cloud service



SES — Snadn)'l Endpoint Security (Advanced)

» Trend Micro Deep Discovery Platforma kontroluje interni provoz o hrozby

» Pokud je nalezena, SESC doporucuje pomoci API a Sit.konfig ke dynamicke zménény

» OpenFlow switches pfesun "Podeziele chovani" uzivatelského zafizeni do karantény
Company/Department Server

Internet
@ Threat detected: %"-Z
- Suspected Threat MAC Addr g J
+ Suspected Threat IP Addr ﬁ») IBE’EE Mirroring
+ Threat Level - Core Switch
- Threat Type _—— s
etc. ® Traffic
Monitoring @ Access attempt to network
SA
. it
® OpenFlow entry for suspect device: b

“GOTO Quarantine Network”

8] e—

® Zero Day Malware infected device



> Syslog Interpreter can provide a way for 3 party applications to integrate with SES
» E.g Security application supplier can identify suspicious client behavior by analyzing the network logs

Syslog server
+ interpreter

3 Party Log Analysis “‘

Syslog analysis:
PC-B : suspicious activity
PC-D : suspicious activity

l, OpenFlow instruction:
- PC-B access deny!
j PC-D access deny!

SES — Snadny Behavior Monitoring

-

Enterprise network

~

SES Protected Network

o e e e e e e B e

N
FHEE 1
N




Secure Enterprise SDN (SES) - vyhody

/1. Snadny ,Network Access Control“ (NAC) h
Ildedlni pro mobilni pracovni sily ke snizeni zatéze na IT pracovnikl — napfiklad
nemocnice, Skoly a dalsi..

- J

/2. Snadny ,Endpoint Security* A
Zajistit bezpecéné sitove prostredi pro Skoly, vysoké Skoly, apod tim, ze blokuje
pFistup k serveriim a aplikacim. Vysoce citlivy NAC, aby se zabranilo vnitfnim

\_  hrozbam. Y.

, : L I
3. Snadny ,Behaviour Monitoring
Poskytuje ochranu pro vSechny sitové zafizeni, v€etné M2M, coz je uzite¢né pro
nemocnice, vyrobni, Smart City infrastruktury, a dalsi.

\_ J
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SES — Simle MDM (Mobile Device Management) security

» Install MDM application onto the device
» Configure SESC to know about new MDM device
» If device moves away from the SES area, take pre-configured action...

."':"':"-"
EEEEEE

Conceal data

Force power OFF

Lock device

-> [1

Device leaves SES area:
e.g. stolen, removed, hacked

SES AREA




SES — Network Slicing for Advanced Application Control

» Network slicing is useful for customers who want granular control of application traffic
» Slices can be created for different application categories. Network will route traffic flows accordingly
» Slices are dynamically altered based on trust status of applications determined by Trend Micro

6‘ TREND Normal Gateway SandBox
/] MICRDO"
L)
App X
App A ,
traffi 2 traffic
‘ raffic \\(;AO& (O\\io(\l-/
SESC L X/
_":5"' é’\o & +(\ /
Control Manager —> /\x@ OpenFlow S e>° Y/
O Network ’<>° /
App A:Trusted \ <
App X: Untrusted s /
oK -7
-

>| TrendMicro agent |€ — = Bad -
App A App X




AMF

Allied Telesis Management Framework

AMF -dopad naTCO
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Annual LAN Costs

Hardware

*Switches - Routers — Firewalls - Wireless
*DNS — DHCP -Management

Software

*Security
* Management

Disaster Recovery

*Hardware - Software
*DR *hot Site” and Connectivity

Personnel

Non-personnel cost

Occupancy

* Office Space

Personnel

* lechnical Support
*Planning - Process Management - Administration
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L) [QUIARE
xauni0l1100! LR

: Naklady na personal
Sledovani Infrastruktury AM_F ’
Reseni problémdi AF
zmény konfigurace AMr—

Vyzkum a planovani

vyvoj procesu
Zotaveni po havarii AMF m

Projektové rizeni.

Sprava IT

Skoleni a Technologicka podpora

Priority managementu AMr—=

Neprimé naklady
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AMF

Konfigurace
zalohovani
konfigurace
Software Upgrade
Provisioning

Vyména jednotky

alliedtelesis.com

AMF centralizovana sprava

AMF Auto-Backup

AMEF Auto-Upgrade

AMF Auto-Provisioning

AMF Auto-Recovery

Expert Time Optimization
Minimize Travel

100% Automated
No Resources

Expert Time Optimization
Minimize Network Downtime

Expert Time Optimization
Minimize Travel

Minimize Network Downtime
No Expert Needed

the solution : the network
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e i {1 Ay y

stavajici situace

Centralized
management

Auto-backup ("

\I:

sh

Auto-recovery (™

Auto-provisioni o

Auto-upgrade (Pu=h
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Remote
Recovery

AMF - vzdalene obnoveni
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AMF virtualization

AMr=

Virtual

ontroller,

AMIr—
controller

the solution : the network
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Secure management over VAN

1. A VPN tunnel is set up between the central site and the remote
site. The encrypted IPsec VPN tunnels are terminated on an

AR40350S.

ANF
Controller

2. The AMF Controller communicates with
the remote site via an AMF virtual link that
terminates on the local AMF master

3. The local AMF Master holds all the
configs and software revisions and
uploads daily to the AMF Controller.
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Allied Telesis Framework (AMF) to Cloud-based network management

» SwitchBlade® x8100 Series switches

» SwitchBlade® x908 switch
» DC2552XS/L3 switch
AMF C I_O U DTP » X930 Series switches
—_— » X900 Series switches

» X610 Series switches

» X510 Series switches

» AT-IX5-28GPX switch

» X370 Series switches

» X230 Series switches

» X210 Series switches

» IES10 Series switches

» IE200 Series switches

» XS900MX Series switches

management » GSOD0MX Series switches
oo » AT-AR3050S Next-Gen Firewall

» AT-AR4050S Next-Gen Firewall

» AT-AR2050V VPN Firewall

» AT-ARZ2010V Compact VPN Firewall
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AMF and other approaches comparison

Open
source

Manual

AMr~

scripting vl

Centralized management M M M 4|
Auto-backup M M M |
Auto-upgrade M M M
Auto-provisioning ¥ | M
Auto-recovery M M
Server-less M M M
3rd-Party Equipment Pass-through Pass-through |ZI |ZI SNMP only |Z[
Integration in 3rd-party tools easy - - hard hard -



Dékuji

Petr todorov(@alliedtelesis.com

s Allied Telesis’
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